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1 Executive Summary

This document is the final report on web access for the whole duration of the SysSec
project. The deliverable consists of three main chapters. In Chapter 2, we present all
the public sections of the SysSec website and we provide web statistics such as the
number of visits (sessions) and page views for each section, for each one of the four
years of the project. Moreover, we provide a categorization for the documents hosted
on the website and present statistics about the number of downloads they had
throughout the duration of the project.

In Chapter 3 we present web statistics for the website that was created for the
promotion of the RedBook, our updated Roadmap in the area of Systems Security
and the number of downloads of the RedBook.

Finally, in Chapter 4, we present statistics about the social media channels that were
established throughout the duration of the project.

Www.syssec-project.eu -5- November 30, 2014
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2 SysSec Website

The SysSec website launched in the first month of the project on September 23, 2010.
The public sections of the website aim to:

e provide information about the project and its goals.

e make public the results produced by the project, such as papers, organized
events, talks etc.

e help interested parties to get in touch with the SysSec consortium and
community.

In this section we provide information about the role of each section, the visibility
they had throughout the duration of the project and finally we present statistics about
the documents hosted by the website.

2.1 Website Sections

2.1.1 Home section

The primary goal of the Home section is to provide a general overview of SysSec and
its goals. Since this is the default landing page of the website, it also provides the
latest news on the project. The Home section of the website can be seen in Figure 1.

syssechlie

The SysSec Red Book Stay updated

Our updated Roadmap for Systems Security Research has been released! This effort Social media
has by the SysSec co with young reseal s in the area
play ding role in shaping the Roadmap and the consultation of the SysSec
e
ject

RED BOOK ©Ou labeled “The Red Book" was published on September 1st @syusecproje
20131t rinted in hard copies as a book. Click on the book cover or go to Read sbout the Data Transparency
red-book.eu to get it communty here datetransparencylab.crg

Managing Threats and Vulnerabilities in the Future Internet

Defending ICT infrastructures

Over the past decade we are witnessing an ever-increasing amount of cyberattacks on the Internet. Prolific, ingenious, and
ranging in style from large-scale worms to “below the radar" phishing attempts, cyberattacks have evolved to
unprecedented levels of sophistication.

Read our news on Facebook .
To counter these cyberattacks, defenders are (mostly) developing safequards, after the attack was made. In the meantime,

while defenders are busy with mending the fences, attackers had already developed and planned their next strike. What we
have realized over this past decade is that we are facing an asymmetrical threat: unless addressed, this asymmetrical threat
will have us defenders locked into a vicious cycle: chasing after attackers without ever being able to catch up.

Email updates

join our mailing list to learn

9
We believe that in order to advance in the field of cybersecurity, we must act proactively and in synergy to change the rules < (@ first about project and other
of the game: instead of being reactive to cyberattacks, we should become proactive. Instead of cleaning after existing (o systems security related news
past) attacks, we should work on predicting threats and vulnerabilities and build our defense before threats materialize. and activities.

Research combined with effective synergies is critical to realizing this game-changing plan and Europe has the expertise
and the talent to succeed.

Europe for the World

SysSec proposes to create a Network of Excellence in the field of Systems Security for Europe to play a leading role in
changing the rules of the game. Capitalizing on the resuits of the recent FORWARD initiative and building on strong
synergies with Industry and Policy makers, SysSec will work towards:

1. creating a virtual center of excellence, to consolidate the Systems Security research community in Europe

2. promoting cybersecurity education

3. engaging a think-tank in discovering the threats and vulnerabilities of the Current and Future Internet,

4. creating an active research roadmap in the area, and

5. developing a joint working plan to conduct State-of-the-Art collaborative research.

L[6]+ [ST S

[ (T N——

Figure 1 -SysSec Homepage
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2.1.2 Partners section

The Partners section (see Figure 2) provides information on the members of the
SysSec consortium, aiming to get the visitor known to them and also to make their
position evident as leaders in the systems security research in Europe. This is very
important for the consortium of a Network of Excellence. For each partner a general
organization overview is provided which is followed by details on their SysSec related
activities. Next each partner’s description their logo is displayed.

S g S S e C.O About ~  Community ~ Events ~  Scholarships - Publications Publicity ~ News Education

The members of the SysSec consortium

The Foundation for Research and Technology - Hellas (FORTH) is the largest Greek State Research and Development Center. It consists of six

% Institutes; the Institute of Computer Science (ICS) is one of them. In its thirty-year history, FORTH-ICS has established itself as an internationally
known and highly competitive research institute, with modern infrastructure and a broad range of research, development, and educational activities
=/ in computer science, computer engineering and in communications. FORTH-ICS is staffed by high quality personnel (Ph.D's, engineers, graduate
student research assistants and undergraduate student trainees).

. Politecnico di Milano is the largest Italian Technical University, with over 38.000 students in all areas of engineering, and over 1500 faculty members.
b, 0% It has a long tradition of research and teaching in all the domains of technology. The Dipartimento di Elettronica e Informazione (DEI) is the largest

§ department of the university, providing research and education at all levels in the whole IT area. DEI has 180 faculty members and slightly short of
o4 200 PhD students and postdoc researchers. DEI has been (and is) actively involved in a large number of European projects. The Performance

¥ Evaluation Laboratory (VPLab) leads the research in the dependability, security and performance areas. VPLab has been involved in several industrial,
national and European research projects. In recent years, much of the research of VPLab has focused on intrusion detection, in particular anomaly
detection, at both the host and the network level. The current research activities in the area of information security are focused on computer virology and automated
forensic analysis.

\: VU University Amsterdam

students studying in 12 faculties. The Computer Science Department is in the Faculty of Sciences and its staff consists of about 50 faculty members,

The Vrije Universiteit (established 1880) is a private University located in the southern part of Amsterdam, The Netherlands. It has over 15,000
> several dozen postdocs and visiting researchers along with more than 40 Ph.D. students. The Vrije Universiteit Amsterdam (VU) is one of the leading

Figure 2 - SysSec website Partners section

2.1.3 Publications section

The Publications section is used to make available to the public the documents
published by SysSec. It contains a single page with a list of deliverables, whitepapers,
journals and conference papers that have been funded by SysSec.

The title of each paper is added to the page as soon as its acceptance notification is
received. The download link is added later when the text of the paper has been
finalized (camera ready version). All documents in this section are associated with
anchor links. When a visitor reaches the page from a link that contains an anchor, the
corresponding document will be highlighted. This way of linking a publication is
preferred because it is less obtrusive to the user than a direct link to the PDF
(Portable Document Format) file, which in many configurations results in the
document being loaded “inside” the browser and is considered a major distraction. It
is also less beneficial to the dissemination of the project results because it does not let
the user browse through the other SysSec publications.

www.syssec-project.eu -7- November 30, 2014
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2.1.4 Publicity section

This section contains information for the remaining dissemination actions of the
consortium. Because these actions can be quite diverse, this section has been
structured in two levels from the launch of the website.

e Presentation page: details the talks, seminars and presentations made by the
consortium to promote the project.

e Media page: lists the references to the project found online and in traditional
media.

2.1.5 Events section

The Events section (see Figure 3) was added in January 2011 to accommodate the
Call for Papers for our 15t SysSec workshop and after that to provide information
about all public events, workshops and summer schools organized within SysSec. For
each event we had created its own page under this section where more information is
hosted (2rd SysSec workshop, 15t SysSec summer school, 2nd SysSec summer school).
This section also hosts the webpages of DIMVA 2012, EUROSEC 2012, EUROSEC
2013, EUROSEC 2014 and EUROSEC 2015. One of our contributions was the design,
hosting and support of their websites. The websites are hosted under the main SysSec
website, but use a different theme.

nity - Events = Scholarships ~ Publications

2nd SysSec Summer School
2nd SysSec Workshop
1st SysSec Summer School

1st SysSec Workshop _
wr System eased! This effol
‘he SysSec lers in the area
haping the EuraSec 2015 bf the SysSec
Members EuroSec 2014
abeled "¢ EuroSec 2013 ieptember 1st
dinharde EuroSec 2012 k cover or go to

DIMVA 2012

Figure 3 - Webpages under Events section
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13 April 2014, Amsterdam, The Netherlands

™ ‘EURDSEC

2014 European Waorkshop on System Security

Overview About EuroSec

Programme The seventh European Workshop on Systems Security (EuroSec) aims to bring together
Spread the word researchers, practitioners, system administrators, system programmers, and others interested in the
latest advances in the security of computer systems and networks. The objective of the workshop is
to discuss novel, practical, systems-oriented work. EuroSec 2014 will be held on the 13th of April,
2014, in Amsterdam, The Netherlands. The workshop will precede the main EuroSys 2014
conference.

Topics of Interest
BurosSys

ALH SIGOPS n Suope

Organisation

EuroSec seeks contributions on all aspects of systems security. Topics of interest include (but are not
limited to):

® New attacks, evasion techniques, and defenses.
® Operating system security.

® Mobile systems security.

e Malicious code analysis and detection.

* Web security.

e Network security.

Figure 4 - EUROSEC 2014 website was hosted under wwuw.syssec-project.eu.

2.1.6 Scholarships section

This session was added to the SysSec website in late April 2011. It initially contained
the call for scholarship proposals. Soon after, it was augmented with a FAQ list aimed
to clarify potential misunderstandings on the application process. Finally, in June
2011, the call for Marie Curie postdoctoral fellowship proposals was added. With this
call, we aimed to provide support to postdoctoral researchers returning from abroad
in requesting funding.

2.1.7 News section

During the st SysSec workshop, we were contacted about job offers in organizations
which could be of interest to the wider systems security community in Europe. To
promote such job openings and encourage the mobility of systems security experts
within Europe, we created the News section in our website (see Figure 5). In general,
this section worked as complementary to the existing Twitter-based SysSec news
feed. The latter is better suited for pushing short announcements rather than verbose
posts.

www.syssec-project.eu -9- November 30, 2014
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S U sse C.O About - Community =  Events~  Scholarships =  Publications  Publicity = News  Education

Postdoctoral Researcher Positions at FORTH m

- 18August2014] \News by month:
The Foundation for Research and Technology (FORTH) invites talented and mct\vated candidates with appropriate
expertise to express their interest in the positions available in the project “D ping the foundations for modeli

g and * August 2014

analysis of spectrum markets” (CoRLAB), funded by a Research Excellence grant (GSRT/APIETEIA). : JMugf(f‘U;;m
|2 Positions of Postdoctoral Researcher ® February 2014
h . ® January 2014
The work focuses on the analysis and assessment of wireless network markets and services. Topics include modeling the ® December 2013
quality of experience of telecom services, analysis of incentives for adopting certain services/technologies, evaluation of ® July 2013
partnerships between service providers and/or users, analysis of resource sharing mechanisms, assessment of the * May 2013
knowledge of quality of experience of a service on a market. ® January 2013
r 1 ® November 2012
[Require qualifications |« October 2012
. . . ® September 2012
® B.Sc/B.S in Computer Science or in a related field o July 2012
# Ph.D. in Computer Science or in a related field o April 2012

® Completed military service (for male candidates)

® In-depth understanding of wireless networks and communications (e.g., in the design and analysis of network systems)
® Experience with EU projects (e.g., participation and proposal writing)

* Knowledge of network economics

* Good knowledge of programming

® February 2012

® January 2012

® December 2011
® November 2011
® September 2011
® August 2011

\:Employment \

® July 2011
The successful postdoctoral candidate(s) will be offered a contract for one year. r
) ~ News by tag:
\Appllcatlon ‘ aalto, academic, anonymous, article,
Interested parties are invited to submit their application by August 31st, 2014, award, brussels, california,
cambridge, cfp, chalmers,
Their application should include the following documents: competition, computation,

conference, cyprus, dutch, enisa,

® Curriculum vitae (CV) erasmus mundus, ercim, eth, forth,

® Copy of their academic diplomas/certificates
® Letters of recommendation
o Certificates of work experience

fukuoka, germany, hackathon,
helsinki, high-level-conference, japan,
job, jre, london, manchester, new

Figure 5 - News section of SysSec website

2.1.8 Community section

The Community section was added late in August 2012, in order to host information
about the SysSec Associate Members. Initially, it contained the form for applying to
be a member and the list of accepted associate members. Then we added a page
presenting the benefits of being a SysSec Associate Member. Additionally, we have a
world map showing in which countries we have associate members (see Figure 6). In
order to stress our focus on strengthening the Systems Security community in
Europe, the default map view shows Europe. A world map view is also available by
clicking the respective link.

Www.syssec-project.eu -10 - November 30, 2014
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Associate Members of SysSec

[ Map of Associate Members l

SysSec currently lists 76 Associate Members around the world. The distribution of the members acrozs different countries can be seen in the map below.

Eurepe | World

0 I 1

Want to join our community? Just fill our application form.

Figure 6 - Map of SysSec associate members
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2.2 Visitors & Trends
2.2.1 First Reporting Period

The visits to the SysSec website per month during the first year of the project can be
seen in Figure 7. We can see that a total of 9,207 visits were recorded in this period.
This means that we had an approximate of more than 25 visits per day.

Cumulative Number of Visits (Sep 1,2010 - Aug 31, 2011)
10000

8000
6000
4000

2000

Sep-10 Oct-10 Now-10 Dec-10 Jan-1l Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11  Aug-11

e 9,207 visas 7 59.64% Bounce Rate

e 19,604 Pageviews Jove e 002071 :54 Avg. Time on Sits

S 2,18 PagesiVisit [ 43 42% « New Visis

Figure 7 - First year visits to the SysSec website

It is important to notice that important events in our dissemination activities: the
public website announcement, the promotion and organization of the 1t SysSec
workshop and other announcements (e.g. about the SysSec scholarships) helped to
increase the rate of visits.

The pages viewed by the visitors of our website for the first year of the project appear
in Figure 8. Naturally enough, the front page of the website and the 1st SysSec
workshop dominate the page views. It also seems that there was a considerable
interest in our Publications and Presentations section. The grey slice in the pie
represents the percentage of pages other than those in the top ten list.

Finally, we can see that there was already some interest on the SysSec scholarship
scheme.

Www.syssec-project.eu -12 - November 30, 2014
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Unique pageviews (Sep 1, 2010 - Aug 31, 2011)

16000
14000
12000
10000
3000
6000
4000
2000

Sep-10 Oct-10 Nov-10 Dec-10 Jan-11 Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11 Ang-11
2

84 pages were viewed a total of 19,604 times

C nt Performanca
Pageviews % ﬁ&ﬁm on Bounce Rate % Exit § Index
18,604 58.64% 46.96% $0.00
a -::-T Silo Total 14.553 mﬁ‘l ;41- Silo Avg Sillo Avg. Sile Avg

100.00% % of Site Tota Site Avg BOLB4% (0.00% 48.96% (0.00%) $0.00 (0.00%)

100.00% 00:01:41 (0.00%)
Fage Pageviews  Fageviews Pageviews
u/ 5911 30.15% 8.99% 6.65%
B jevents/ si-syssec-workshop! 5,027 25.64% 11.38% =.20%
B /publications/ 223 11.38%
6.07%

levents/l sl-syssec-workshop-program/ 1,763 8.99%
B /partners/ 1,303 6.65% 25.04%
¥ /publicity/presentations! 1,032 5.26%

30.15%

B /publicityimedia’ 345 1.76%

Ischolarships/applications/ az7 1.67%

levents/l sl-syssac- 263 1.34%

workshop/Mb_xd_fragment=

ischolarshipsfag/ 212 1.08%

Figure 8 - Unique page views of the website content the first year
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2.2.2 Second Reporting Period

The number of visits to the SysSec website of the second year and a comparison of the
visits between the first and the second year of the project can be seen in Figure 9. We
can see that a total of 11,500 visits were recorded during the second year of the
project, which is an increase of 25% compared to the first year. This means that we
had an approximate of more than 30 visits per day. More important, there was a
58.69% increase in the unique visitors as well as a significant increase in the
average time the visitors spent on the website.

A comparison of the unique website page views during the first two years of SysSec
appears in Figure 10. In both years the front page of the website had the most views.
Naturally enough, the Publications and Presentations sections followed. These pages
were the most frequently updated, so it was expected to rank high in views. There was
also an increased interest for the SysSec scholarship scheme, which we had started
promoting in the final quarter of the first year of SysSec.

Cumulative Number of Visits (Sep 1,2011 - Aug 31, 2012)
22000
20000
18000
16000
14000
12000

10000
Sep-11 Oct-11 Now-11 Dec-11 Jan-12 Feb-12 Mar-12 Apr-12 May-12 Jun-12  Jul-12  Awg-12

5B T1% va S0UGS

Visits: 25.00% Pages / Visit: 12.90% Bounce Rate: -5.75%

Unigque Visitors: 58.69% Avg. Visit Duration: 32.06% % New Visits: 23.76%

8,385 va 4,011 E3e02:31 va e B3.7A% va 4342

Pageviews:41.12%
aT 04 i

Figure 9 - Second year visits to the SysSec website
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Unique pageviews (Sep 1, 2011 - Aug 31, 2012)

31,000

29,000

27.000

25,000

23.000

21,000

19,000

17,000

15,000

Sep-11 Oct-11 Nowv-11 Dec-11 Jan-12 Feb-12 Mar-12 Apr-12 May-12 Jun-12 Jul-12 Aug-12
Uniguai [T

Page Titl Fagovisws Page Title p.:f:..
1. W SysSec: About B. SysSac: 15t SysSec Workshop Info

Bep 1, 2011 - Aug 31, 2012 4124 22.04% Sep 1, 2011 - Aug 31, 2012 x4 2.84%

Sep 1, 2010 - Auwg 31, 2011 2,242 15.40% Sep 1. 2010 - Aug 31, 2011 1,376 B.45%
2 W SysSec Publications 8. m SysSec 1st SysSec Workshop Program

Sep 1, 2011 - Aug 31, 2012 2324 12.42% Sap 1, 2011 - Aug 31, 2012 41 2.30%

Sep 1, 2010 - Aug 31 2011 1,646 11.31% Sep 1, 2010 - Aug 31, 2011 1,261 B.88%
3 W SysSec Presentations 10. SysSec PhD positon al Chalmers on Smart Grid

Sep 1, 2011 - Aug 31, 2012 887 4 683% Sep 1, 2011 - Aug 31, 2012 329 1.76%

Sep 1, 2010 - Aug 31, 2011 768 5.28% Sep 1, 2010 - Aug 31, 2011 0 0.00%
4. Sy=Sec Parners

SB;p 1. 2011 -.ﬁ.ug 3, 2M2 o 4.12% Contribution to total;

Sep 1, 2010 - Auwg 31, 2011 1,080 T A%

5. B SysSec Scholarship Application Process
Sep 1, 2011 - Aug 31, 2012 892 3.70% 22.04%
Sep 1. 2010 - Aug 31, 2011 260 1.78%

B N SysSec Mews
Sep 1, 2011 - Auwg 31, 212 608 1.25%

Sep 1, 2010 - Aug 31, 2011 (2] 04T

7. W SysSec 18! SysSec Summer School
Sep 1. 2011 - Aug 31, 2012 562 3.00%

Sep 1, 2010 - Aug 31, 2011 o 0.00% oY —

Figure 10 - Comparison of the unique website page views during the first two years
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2.2.3 Third Reporting Period

During the third year of the project, we received a total of 11,635 visits to our
website. This represents an increase compared to the second year. The number of
unique visitors were also increased by 7.34%. A comparison of the website
visitors during the second and third year can be seen in Figure 11.

Cumulative Number of Visits (Sep 1,2012 - Aug 31, 2013)
34000

32000
30000
28000
26000
24000

22000
Zep-12  Oct-12 Now-12 Dec-12  Jan-13  Feb-13 Mar-13  Apr-13 May-13  Jun-13  Jul-13  Aug-13

Visits Unigue Visitors % Mew Visits
1.09% T.34% 6.21%
11,635 vs 11,508 6,832 v 8,365 o7.08% vi 53.74%

Figure 11 - Website visitors during the third year

In Figure 12 we can see the number of unique page views on the website the third
year.

Unique pageviews (Sep 1, 2012 - Aug 31, 2013)
44,000
42,000
40,000
38,000
36,000
34,000
32,000

30,000
Sep-12 Oct-12 Nov-12 Dec-12 Jan-13 Feb-13 Mar-13 Apr-13 May-13 Jun-13 Jul-13 Aug-13
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Figure 12 - Unique page views of the website content the third year

2.2.4 Fourth Reporting Period

During the fourth year of the project and the three months of the project extension,
we received a total of 12,362 visits to our website (see Figure 12).

Cumulative Number of Visits (Sep 1,2013 - Dec 1, 2014)

46000
44000
42000
40000
38000
36000
34000
32000

Figure 13 - Fourth year visits to the SysSec website

Unique website page views during the fourth year of SysSec appears in Figure 14. We
had an increase of 12% at unique page views compared to the previous period
(Sep 1, 2012 — Dec 1, 2013.

Unique pageviews (Sep 1, 2013 - Dec 1, 2014)
65,000
60,000
55,000
50,000
45,000

40,000

Figure 14 - Unique page views of the website content the fourth year
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Finally, in Figure 15 we can see the visits per month for the whole duration of the

SysSec project. Overall, we had about 45,700 visits to the website and 105,500 unique
pageviews.

Cumulative Number of Visits (Sep 1,2010 - Dec 1, 2014)
50000

40000
30000
20000

10000

F B R T B T N B T o SR o R o U R & O o B o L L T o T .0 S T T S R~ S I S
Rl e B e B S - S e B R R
& 4 & & 2 2 . = L 4 L L = = = & 4
= = = = = = = =
t"fm"-lﬁ'::anr':lm%:r-f-xiﬁﬂaamﬂ%zdﬂ‘c
W=z - Z = w o=z - Z = wo=Zz T Z = wm =z - ZE = v =

W New Visitor M Returning Visitor
Sessions Users

Pageviews Pages / Session Avg. Session Duration

44,713 23,916 105,576 2.36 00:02:16
AN m A | AN | A A | e N A A
Bounce Rate % New Sessions

57.39% 53.43%

e | M-t

Figure 15 — Visits (sessions) to the website for the whole duration of the project

2.3 Documents Downloads

Other website statistics metrics that could be mentioned (except sessions, visitors and
unique page views) include the number of downloads of the material (and especially
documents) that have been produced by the project consortium. This is because most

of the results of the project are being published online as PDF documents and not as
simple HTML pages.

e The first year of the project: a total of 7,037 copies of documents were
downloaded from the SysSec website, out of the 116 published documents.

e The second year of the project: a total of 18,324 copies of documents were
downloaded from the SysSec website, out of a total of 200 published
documents. This means that the number of downloads increased by 130%
compared to the first project year or that each unique visitor downloaded
approximately 3 documents.

e The third year of the project: a total of 42,708 copies of documents were
downloaded from the SysSec website, out of a total of 265 published
documents. This represents more than twice (133%) the number of

Www.syssec-project.eu -18 - November 30, 2014



SysSec

D2.2 FP7/ICT/N¢ 257007

In the

downloads we had in the second year of the project and three times the
number of downloads we had in the first year.

The fourth year of the project and the three months of the project extension: a
total of 100,547 copies of documents were downloaded from the SysSec
website, out of a total of 406 published documents. The number of downloads
is increased by 135% compared to the third year.

next figure (Figure 16) we can see the above information in terms of Gbytes

downloaded and served per year from our website for each one of the four year of the
SysSec project. We can see a significant increase in Gbytes downloaded during the
four years of the project and especially at the fourth year where we had more than
twice the number of Gbytes downloaded totally in previous years. Moreover we
should notice that we had about 10,5 Gbytes more in the fourth reporting period due
to the downloads of the RedBook (see Chapter 3).
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Figure 16 - Number of Gbytes download from the SysSec website per year

Subsequently, we present some graphs related to the category of the documents that
were downloaded from the website. To gain some insight on the preferences of our
website visitors we categorized the documents to the following categories:

Publications: SysSec sponsored papers published by the consortium in peer
reviewed conferences and journals.

Presentations: Presentations made by the consortium in events related to the
project.

Deliverables: The deliverables produced by the project, as outlined in the
Description of Work document.
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Other: Everything else. This includes material from hosted events (EuroSec,
DIMVA 2012, etc.), clippings from SysSec related articles in magazines, and
papers, presentations as well as organization information from events
organized by SysSec. This includes the SysSec summer schools and workshops.

Figure 17 illustrates how many documents were downloaded from each category. We
can see that the publications are dominant (123,683 downloads), which is indicative
of the quality research conducted by the SysSec consortium. Downloads of
deliverables are also going on strong, with 18,554 downloads.

B Publications ®Deliverables ™ Presentations ™ Other

Figure 17 - Downloads per document category

In the following tables and figures (Figure 18, Figure 19 and Figure 20) we present
the top-10 downloaded documents for each of the first three categories.

# Publications

1 Dennis Andriesse, Christian Rossow, Brett Stone-Gross, Daniel Plohmann,
Herbert Bos.
Highly Resilient Peer-to-Peer Botnets Are Here: An Analysis of Gameover
Zeus.

2 Davide Canali, Davide Balzarotti.
Behind the Scenes of Online Attacks: an Analysis of Exploitation Behaviors on
the Web.

3 Marco Balduzzi, Jonas Zaddach, Davide Balzarotti, Engin Kirda, Sergio
Loureiro.
A Security Analysis of Amazon’s Elastic Compute Cloud Service.

4 Christian J. Dietrich, Christian Rossow, Felix C. Freiling, Herbert Bos,

Www.syssec-project.eu -20- November 30, 2014



http://syssec-project.eu/nNa#zeus_malware13.pdf
http://syssec-project.eu/nNa#zeus_malware13.pdf
http://syssec-project.eu/nNa#canali-ndss13.pdf
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Maarten van Steen, Norbert Pohlmann.
On Botnets that use DNS for Command and Control

5 Iasonas Polakis, Georgios Kontaxis, Spiros Antonatos, Eleni Gessiou, Thanasis
Petsas, Evangelos P. Markatos.

Using Social Networks to Harvest Email Addresses.

6 Leyla Bilge, Engin Kirda, Christopher Kruegel, Marco Balduzzi.
EXPOSURE: Finding Malicious Domains Using Passive DNS Analysis.

7 Manuel Egele, Christopher Kruegel, Engin Kirda, Giovanni Vigna.
PiOS: Detecting Privacy Leaks in iOS Applications.

8 Theodoor Scholte, Davide Balzarotti, William Robertson, Engin Kirda.

An Empirical Analysis of Input Validation Mechanisms in Web Applications
and Languages.

9 Danesh Irani, Marco Balduzzi, Davide Balzarotti, Engin Kirda, Carlton Pu.
Reverse Social Engineering Attacks in Online Social Networks.

10 Pierre Kleberger, Tomas Olovsson, Erland Jonsson.
Security Aspects of the In-Vehicle Network in the Connected Car.

Publications
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Figure 18 - Top-10 downloaded publications

# Presentations

1 Federico Maggi.
The Long Story of Short URLSs.
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http://syssec-project.eu/nNa#bilge-ndss11.pdf
http://syssec-project.eu/nNa#egele-ndss11.pdf
http://syssec-project.eu/nNa#scholte-sac12.pdf
http://syssec-project.eu/nNa#scholte-sac12.pdf
http://syssec-project.eu/nNa#irani-dimva11.pdf
http://syssec-project.eu/nNa#connectedcar-iv-2011.pdf
http://syssec-project.eu/jNa#maggi-rhul-april12.pdf
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2 Evangelos Markatos.
Managing Threats and Vulnerabilities in the Future Internet.
3 Federico Maggi.
Malicious Android Apps: Overview, Status and Dilemmas.
4 Pierre Kleberger, Tomas Olovsson, Erland Jonsson.
Security aspects of the in-vehicle network in the connected car.
5 Zlatogor Mincheyv.
Cybersecurity and cyberdefense - Smart defense elements in 21 century -
Trends and Progress.
6 Zlatogor Minchev, Plamen Gatev.
Social Networks Threats Psychophysiological Validation: A Facebook Study.
7 Gabriele Bonetti, Marco Viglione, Alessandro Frossi, Federico Maggi and
Stefano Zanero.
Comprehensive Black-box Methodology for Testing the Forensic
Characteristics of Solid-state Drives.
8 Zlatogor Mincheyv.
Social Networks.
9 Todor Tagarev, Zlatogor Minchev, Nataliya Ivanova.
Academic Research on Cybersecurity.
10 Martina Lindorfer.

Lines of Malicious Code: Insights Into the Malicious Software Industry.

Presentations

519
328
303
263
249

241

241

239
235
234

O© 00 N O Ul B W N =

[E=N
(=)

0 100 200 300 400 500 600

Figure 19 - Top-10 downloaded presentations
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http://syssec-project.eu/jNa#minchev-smart-cyberdefense-march-2011.pdf
http://syssec-project.eu/jNa#zm-sn-psychophysio-dec11.pdf
http://syssec-project.eu/jNa#ssd-forensics-acsac.pdf
http://syssec-project.eu/jNa#ssd-forensics-acsac.pdf
http://syssec-project.eu/jNa#zm-socnetworks-aug12.pdf
http://syssec-project.eu/jNa#ttzmni-cybersec-research-oct12.pdf
http://syssec-project.eu/jNa#lindorfer-malicious-acsac-dec12.pdf
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# Deliverables

D2.3: First Public Workshop Proceedings

=

D7.1: Review of the State-of-the-Art in Cyberattacks

D5.2: Preliminary Report on Social Networks Security

Ds5.1: Survey of Research and Data Collection Initiatives in Malware and Fraud

D6.2: Intermediate Report on the Security of the Connected Car

Ds5.4: Intermediate Report on Internet Fraud

D4.1: First Report on Threats on the Future Internet and Research Roadmap

Ds5.3: Case Study: Malicious Activity in the Turkish Network

D4.2: Second Report on Threats on the Future Internet and Research
Roadmap

O | O N NG| bW N

D7.2: Intermediate Report on Cyberattacks on Ultra-portable Devices
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@)

Deliverables
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Figure 20 - Top-10 downloaded deliverables

Finally, in Figure 21 we present statistics for our research papers based on the
conference they were published. All those statistics provide a clear view of the high
impact that the project research results had and how this impact was getting higher
while the project was progressing. We can see that several papers published in top-
tier security conferences such as USENIX Technical, USENIX security, NDSS and
CCSs.
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Figure 21 — Number of research papers by conference
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3 RedBook Website

The SysSec Red Book is a Roadmap in the area of Systems Security, as prepared by
the SysSec consortium and its constituency. For preparing this roadmap a Task Force
of young researchers with proven track of record in the area was assembled and
collaborated with the senior researchers of SysSec. Additionally, the SysSec
Community has been consulted to provide input on the contents of the roadmap.

The Red Book

The Roadmap for Systems Security Research

About Meet the Task Force F.A.Q. Contact us

What is the Red Book?

The SysSec Red Book is a Roadmap in the area of Systems Security, as prepared by the SysSec consortium and its constituency. For preparing this roadmap
a Task Force of young researchers with proven track of record in the area was assembled and collaborated with the senior researchers of SysSec.
Additionally, the SysSec Community has been consulted to provide input on the contents of the roadmap.

Why in book format? Download now!

This roadmap is the culmination of the first three years of SysSec efforts. A lot of hard work has been Click on the cover image to download the Red
put into it and we believe it can help shape the Systems Security Research in Europe. In order to fully Book in pdf format. The Red Book will also be
realize this potential, we opted for a printed book format so that the document can be read in printed in hard copies. Details on how these will
concentration, away from the "electronic noise" of a computer. The hard copies of the Red Book are be distributed will be announced soon.

already being prepared by the print press and details on how they will be distributed will be announced
SO0,

Who can benefit from this effort?

Our aim from the beginning of this effort was to make the Red Book useful to the all stakeholders in RED BOOK
the area of Systems Security. The whole book has been structured with this goal in mind. Here is what - —
different groups of stakeholders may expect to find in the Red Book.

Policy Makers

In addition to the Executive Summary which provides a high-level overview of its contents, the Red
Book also contains a separate chapter dedicated to the Grand Challenge Research Problems in the
area of Systems Security. These problems call for the collaboration of several Research Organizations
and the support of leading funding Agencies.

Figure 22 — The SysSec Red Book web site

A website specifically for the promotion of the Red Book was launched on September
18t, 2013 alongside with the release of the roadmap to the public. The main goal of the
website is to host and deliver the digital version of the Red Book.

In Figure 23 we can see the number of downloads per month of the digital version of
Red Book since its publication date in September 2013. The number of downloads are
more or less the same for all months except the first month of the publication and
May 2014. In this month we can see an increase in downloads due to the fact that the
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SysSec IAB meeting was held in Brussels, where the Red Book was presented and
handed to the advisory board. It is important to notice that for October 2014 and
November 2014, one year after the publication of the RedBook, we had more
downloads compared to the number of downloads we had the same period of the

previous year.
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Figure 23 - Number of downloads per month for the RedBook digital version

In the following figure (Figure 24) we can see the total number of downloads of the
digital version of RedBook per country. We are happy to observe a strong interest for
RedBook by the United States where we had about 30% of our total downloads.
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Figure 24 - RedBook number of downloads per country
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4 Social Media

From the beginning of the project, the consortium embraced social media as an
important tool for disseminating the results of the project and building a community
around the project. We created both a Facebook page and a Twitter account linked to
each other.

We present statistics to show how our social community grew up during the four
years of the SysSec project. We should note that the increase in number of Twitter
followers during the SysSec project was much bigger than the increase of “Likes”.
This probably indicates a preference among the SysSec community towards the
Twitter platform. In the following table we can see absolute numbers for each year of
the project of Facebook “Likes”, Twitter followers and our announcements (Tweets)
to the social media channels.

Year Facebook “Likes” | Twitter Followers | Tweets
1 140 116 38

2 13 88 77

3 38 104 60

4 + project extension | 78 158 94
Total followers 269 458 269

In Figure 25 we see the number of announcements (Tweets) per month performed by
the SysSec consortium throughout the duration of the project. We had an average of

1.4 tweets per day and 5 tweets per month.
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Figure 25 - SysSec Tweets per month
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5 Summary

In this deliverable we reviewed and presented statistics related to users accessing the
web presence of SysSec. This includes the web site of the project, the announcements
published in social networks, such as Facebook and Twitter, as well as material
published on-line for the dissemination of Red Book. The results cover the overall
duration of the project, which is 4 years and 3 months. It is evident, that the web
presence of SysSec project established a public bridge between the activities of the
project and the public.

As you can see, our webpages and the hosted documents had a significant number of
web accesses indicating the strength of the Systems Security community in Europe,
while many users expressed their interest for SysSec through our social media
channels.
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