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Social Login

v' Convenience - fewer passwords to remember
v’ Rich experience through social features

v’ Qutsource user registration and management
x Same credentials for multiple sites

x User tracking

x Access to user’s profile



Users Like Social Login

66% prefer it vs. 34% traditional login
76% admit to having given incorrect registration info
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I f Request for Permission

surfingneighbors.com is requesting permission to do the following:

Access my basic information
Indudes name, profile picture, gender, networks, user 1D, list of
friends, and any other information I've made public,

Send me email
surfingneighbors. com may email me directly at
diego.ridaz@yahoo.com - Change

&l

surfingneighbors.com

Post to Facebook as me
surfingneighbors.com may post status messages, notes, photos,
and videos on my behalf

K]

Access posts in my News Feed

&

pasnasiuntl | o ke it Or leave it

application

i Access my profile information

LU Birthday and Facebook Status

Report App

Logged in as Diego Ridaz « Log Out UGN | Don't Allow




Loss of anonymity

Access my basic information
Incudes name, profile picture, gender, networks, user ID, list of
friends, and any other information I've made public.



Access to private data

Access my basic information

Incudes name, profile picture, gender, networks, user ID, list of
friends, and any other information I've made public.

Access my profile information

Likes, Music, TV, Movies, Books, Quotes, Events, Hometown,
Current City, Education History and Work History

E Access my photos

I‘%ﬂ Access my videos

Access my data any time

surfingneighbars. com may access my data when I'm not using the
application
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Access to others’ private data

E Access posts in my News Feed

& Check-ins
| TripAdvisor ™ may read my chedk-ins and friends' chedk-ins.

Access information people share with me
Hometowns, Current Cities, Likes, Music, TV, Movies, Books,
Quotes, Education History, Work History, Events, Photos and
Videos
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Act in place of the user

Post to Facebook as me
"E"“'"“E gnDors.com may past STalls messages, NoteEs, pnotos,
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Threats

An untrustworthy (or compromised) site can...
Sell private data to third parties
Post spam messages
Build behavioral profiles
Provide accidental access to third parties [Symantec "11]

Sites usually ask for much more permissions than
what actually needed... [Felt'08]

And have perpetual access to personal data,
including those added in the future

Like running a webserver as root...
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SU(1) User Commands SU(1)

NAME

su - change user ID or become superuser
SYNOPSIS

su [options] [username]
DESCRIPTION

The su command is used to become another user during a
login session. Invoked without a username, su defaults
to becoming the superuser. The optional argument - may
be used to provide an environment similar to what the
user would expect had the user logged in directly.



SudoWeb

Bring the least privilege paradigm
in social login platforms

Root account vs. normal user account analogy

Primary profile == root account
Use carefully! Contains sensitive private information!
Should never be used as a default account

Secondary profile == normal user account

Does not contain any sensitive information - disposable
Should be used by default
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Design and Implementation

Maintain multiple concurrent sessions

Use primary account for direct interaction with the social
network

Automatically switch to the secondary account for all
interactions with third-party sites

Transparent operation

Implemented as an extension for Chrome
Current prototype supports Facebook

Takes advantage of Chrome’s “incognito” mode for
maintaining concurrent sessions with different sets of
credentials
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Workflow

Web
Browser
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session

Identity
Management
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A, Extensions - chrome-extension: /fobjmbdck

C 3 w A

SudoWeb

Configuration Steps

. Enable "Allow in incognito”

Mavigate to chrome://extensions/ and click on the "Allow in incognito”
checkbox for SudoWeb. This is necessary for the correct operation of
the extension.

. Log in on Facebook using your Primary Identity

(you might be already logged in) CO nfig u re

. Set Primary Identity

Click on the button below. pri ma ry id e ntity

. Log in on Facebook using your Secondary Identity
This is your dummy/disposable account.

. Set secondary Identity
Click on the button below.

All set?

Primary Identity:  [NiiSBHEE Set Primary Identity* |
Secondary Identity: [NiiSSIE Set Secondary Identity* |

= will log you out from your current Facebook session.

Debug Tools
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9, Extensions - chrome-extension: /fobjmbdck I] Welcome to Facebook -Log I »

C A

SudoWeb

Configuration Steps

. Enable "Allow in incognito”

Mavigate to chrome://extensions/ and click on the "Allow in incognito”
checkbox for SudoWeb. This is necessary for the correct operation of
the extension.

. Log in on Facebook using your Primary Identity
(yvou might be already logged in)

. Set Primary Identity
Click on the button below.

. Log in on Facebook using your Se Primary identity Set

This is your dummy/disposable acc

. Set secondary Identity
Click on the button below.

All set?

Primary Identity: Diego Ridaz Set Primary Identity” |
Secondary Identity: iISSIIGEE Sect Secondary Identity* |

= will log you out from your current Facebook session.

Debug Tools

w| N
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chrome-extension;/fobjmbdc: = I] Welcome to Facebook - Log Ir

&= C | ©® www.facebook.com/index.php?lh=dbc2330d5c3b872edf5b62974c4al4be e A

Email Password

Heading out? Stay connected Sign Up

Visit facebook.com on your mobile phone. It's free ways will be.

e LOgin using

secondary
account

I am: SelectSex:;l

Birthday: | Month: | = | |Day: | |Year: =l

Why do I need to provide my birthday?
Create a Page for a celebrity, band or business.
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SudoWeb

Configuration Steps

1. Enable "Allow in incognito”
Mavigate to chrome://extensions/ and click on the "Allow in incognito”
checkbox for SudoWeb. This is necessary for the correct operation of
the extension.

2. Log in on Facebook using your Primary Identity
(yvou might be already logged in)

3. Set Primary Identity

Click on the button below. CO nfi g u re
4. Log in on Facebook using your Secondary Identi . o
y secondary identity

This is your dummy/disposable account.

5. Set secondary Identity
Click on the button below.

All set?

Primary Identity: Diego Ridaz Set Primary Identity” |
Secondary Identity: iiSSIIGEI Set Secondary Identity” |

= will log you out from your current Facebook session.

Debug Tools
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9, Extensions chrome-extension: /fobjmbdck

&% w A

SudoWeb

Configuration Steps

1. Enable "Allow in incognito”
Mavigate to chrome://extensions/ and click on the "Allow in incognito”
checkbox for SudoWeb. This is necessary for the correct operation of
the extension.

2. Log in on Facebook using your Primary Identity
(yvou might be already logged in)

3. Set Primary Identity

Click on the button below. AI I Setl
[ ]

4. Log in on Facebook using your Secondar
This is your dummy/disposable account.

5. Set secondary Identity
Click on the button below.

All set?

Primary Identity: Diego Ridaz Set Primary Identity” |

Secondary Identity: Hector Ridaz Set Secondary Identity” |

= will log you out from your current Facebook session.

Debug Tools
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Diego Ridaz

n * Docstoc — Documents, Templz
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Docstoc.com is requesting permission to do the following:

Access my basic information

Indudes name, profile picture, gender, networks, user 1D, list o . .
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Summary
Social login platforms pose threats to user privacy

SudoWeb: don’t surf as root!

https://code.google.com/p/sudoweb/
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https://code.google.com/p/sudoweb/

thank you!

Georgios Kontaxis, kontaxis@cs.columbia.edu
Michalis Polychronakis, mikepo@cs.columbia.edu
Evangelos P. Markatos, markatos@ics.forth.gr

ISC’'11 - October 28, 2011
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