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CYBER THREATS, AREAS & CHALLENGES TO 2020

THREATS AREAS
* Malware e Mobile Devices
* Targeted Attacks * Social Networks
* Social Engineering - Phishing e Critical Infrastructures

- CHALLENGES =
syssechle

RED BOOK pte
B * No Device Should Be Compromisable

¢ Give Users Control Over Their Data
¢ Provide Private Moments in Public Places

~30
Billions

* Develop Compromise-Tolerant Systems

...\WWEB 2.0 & WEB 3.0...

...critical services; changing cybersecurity nature..
...we educate for the unknown...



http://www.red-book.eu/
http://www.syssec-project.eu/m/page-media/3/syssec-d4.4.pdf
http://www.afcea.org/events/cyber/14/intro.asp

A STUDY ON IT THREATS AND USERS BEHAVIOUR
DYNAMICS IN ONLINE SOCIAL NETWORKS
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CYBER THREATS MULTIPLE RISKS PROGNOSIS™

Banks State Critical Emerging
& finances | governance Infrastructure | technologies

Time | Technology/Dimension Civil society Education

2000 | Wep10
Web 2.0/ Web 3.0
Web 4.
2050 | /g5,

Risk levels:

* THE CLASSIFICATION RESULTS ARE GATHERED FROM 250 NATIONAL & hd 5, Weak

INTERNATIONAL EXPERTS IN THE FRAMEWORK OF BULGARIAN CYBER SECURITY . 4, Moderate
Ll 3, Severe

STRATEGY DRAFT PREPARATION FROM JTSAC FOR MINISTRY OF DEFENCE IN W2 High

2013. Wi 1, Uncertain



SocIAL NETWORKS CYBER THREATS MIULTICRITERIA ASSE

w

SMENT @#ﬁ;’i

Threat/Area Human Factor | Digital Society Governance Economy New Technologies | Environment of Living
Social Engineering
Malware
Spam & Scam
Multimedia Influences
Espionage & Privacy
il %W
SMART HOMES CYBER THREATS MULTICRITERIA ASSESSMENT -
Threat/Area Human Factor | Digital Society Governance Economy New Technologies | Environment of Living

Targeted Attacks

Compromised Devices

Malware

Technologies Influences

Privacy & Allianation

Risk levels for Web 2.0/Web3.0 Technological Progress Stage Assessments:

| | 2, High
| | 3, Severe
| | 1, Uncertain




Periods:

N 2010

I 2015
[ 2020
I 2030

CLOUD SERVICES ESGI 104

Total Investments

Areas:

1 — Human Factor
2 — Dig. Society

3 — Governance

4 — Economy

5 - New Tech

6 — Env. of living

Prevention Investments

2.00

1.50

1.00

0.50

0.00

Repairing Investments

2.00
1.50
1.00

0.50

0.00



http://snfactor.com/snfactor/sites/files/esgi_104_vp_zm_db_et_al_publication.pdf

GENERAL MEETHODOLOGICAL FRAMEWORK

Beliefs Brainstorming, discussions,
g-based surveys

Alternative future 1 \
' Present : ' Morphological

Analysis | ‘ Formalized
beliefs

situation

Validated Beliefs l Scenario 1 ‘ .....

A

Results Assessment

Interactive agent based simulation
with environment & users
monitoring

Multicriteria & BSC Analysis



SocCIAL ENGINEERING FOCUS

Problem Space System Model E-R Resulting Entities
Definition Interpretation Classification

@ PSYCHOMETRIC

Biomonitoring
Validation

»  PHYSIOLOGICAL



SCENARIO CONTEXT
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MEDIATORS-USERS SYSTEM MIODEL
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MEDIATORS-USERS IMIODEL CLASSIFICATION

Advertisments: 35,40,-5
Events:40,45,-5
Friendship:75,80.-5
Grouping:55,70,-15
Campaigns:65,60,5
Entertainment:45,60,-15
Users:80,80,0
Sharing:25,30,-5
Creativity:45,55,-10
Searching:35,30,5
Networking:55,50,5
Positions:40,40,0

Real Activities:55,50,5
Group Behaviour: 75,705
Mediators:60,30,30
Expressing 45,405
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MULTIMEDIA &

Smart Devices

Multimedia Resources
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RESULTING CLASSIFICATION

Legend

Object [Description

Human Factor:55,70,-15

Entertainment Activities: 75,40,35

Smart Devices:65,85,-20

1
2
3
4
5
6

Social Networks:80,65,15

Smart Environment: 40,35,5

Influence
Dependence
Sensitivity

Simulation

COOoRO




AND HOW CERTAIN WE ARE?

STRATEGY
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IMPLEMENTED PSYCHOMETRIC MEASUREMENTS
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Q-BASED SURVEYS UNDERSTANDING... ?
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FACE PREDISPOSITIONS

Competence

Dominance

Extroversion

Trustworthiness




VOICE VS FACE IMATCHING EXAMPLES

Voices
Voice 1
b N\
< Voice 2
\
N Voice 3
! . Voice 4
hEN
100%
90% |
80%
70% |
60% H Voiced
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0% - | H Voice2
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20% |
10% -
0% !
Objectl Object2 Object3 Object4

Object 3 Object 4

57 PEOPLE, AVG. AGE = 31.25 YEARS,
25 MALE, 27 FEMALE; VAR =0.35


http://snfactor.com/snfactor/sites/files/sounds/media5.mp3
http://snfactor.com/snfactor/sites/files/sounds/media6.mp3
http://snfactor.com/snfactor/sites/files/sounds/media7.mp3
http://snfactor.com/snfactor/sites/files/sounds/media8.mp3

RESULTING AVATAR EXAMPLE WITH ASSESSMENT

o) Digital Assistant C=nL=

Instructions

You can instruct fta, ying one of these: 'Itta, hello’, tta,
tell me about m /', itta e about space smell’,
itta, tell me about Appolo mission’, “tta, good bye

Recognized Command

No command is still used
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https://www.youtube.com/watch?v=8-Jy_DZlfT4
http://snfactor.com/snfactor/sites/files/clips/itta_intro.wmv

ENTERTAINMENT & SOCIAL ENGINEERING

Exploration Environment

Stimulation PC | Monitor

~

<:: EEG
ADC recording

-
V/ 16 bit ADC
Data PC E=512 HZ




3 min gaming
episodes similar to
the effect of caffeine
& nicotine

F3 Relative Power Spectra
12%

10% 0%

48%

C3 Relative Power Spectra
13%

A%

43%

P3 Relative Pawer Spectra
10%

8% 39

49%

X

~

N

11

42%

C4 Relative Power Spectra
11%

10% %

y

43%

P4 Relative Power Spectra
10%

9%

y

44%

RESULTS

o
N (@]
MY
N M er .
H3C S 2 »

F4 Relative Power Spectra
12%

Gamma Relative Power Spectra

Beta Relative Power Spectra

Alpha Relative Power Spectra

Theta Relative Power Spectra

F3 Relative Povrer Spectra

18% 3%,

13%

48%

C3 Relative Povrer Spectra
1T% 39,

12%

4%

P3 Relative Power Spectra
12%
T%
10%

50%

F4 Relative Power Spectra
16%

1%

41%

C4 Relative Power Spectra
14%

2%
12%
42%
P4 Relative Power Spectra

13%

119, 1%

42%

Gamma Relative Power Spectra

Beta Relative Power Spectra

Alpha Relative Power Spectra

Theta Relative Power Spectra



A

)[0ISS0JD UIS-UInIg

Left 14-10 Hz

OFF ON OFF

. Brain Booster Session
Right 19-10 Hz
OFF ON OFF
i 4+

Right

» \

~

OO -

-
/A\._\ P . -
~ AP .
~ /N
- W ~
4 KA i~/ s \\ %
=t g s
Psychological stress Psychological stress Environmental stress
factors

Endiosmsnl Central siress response Skin stress response
stress
factors:
infection
exsiccation
heaticold
UV light
ozone 'y
loxic agents CRH
stretch ACTH
mechanical damage, PRL f,
free radicals spf
allergens CGRP
high/flow humidity

Visual
Cortex

AV ENTRAINMENT STIMULATION

Brain
Response MW_MW" W\M}‘u

Vi

B+B (10 Hz) —‘\MM\—WWA—N’W\M

T T T T T T T T
WA/\}WN 0 25 50 75 100 125 150 175 200
Time (msec.)

12-15 Hz
u I

SKIL Data Base

—qv_\
david

tion therap

— Left Tone

—Right Tone
(Focus)

—Right Tone
(Expand)


https://www.youtube.com/watch?v=_GY6jUiKemk

MULTIMEDIA & GSR RESPONSE

SONY Xperia® s tablet @
SGPT 1311
A\

-8

auditory
stimulation

Mind-Reflection®
G5R equipment for VERIM

Stimulation Software Asus Zenbook UX31E
(David Deight Plus Relaxation
audio stimulator of Mind Alive Inc)




GSR HFD RESULTS
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' ' : iStd = 0.16 ’

‘Mean = 115
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{Mean = 1.72
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95 % correlation with
IADS emotions
classification



http://snfactor.com/snfactor/sites/files/sounds/joy_media.mp3
http://snfactor.com/snfactor/sites/files/sounds/fear_media.mp3
http://csea.phhp.ufl.edu/media.html

WEARABLE BIOMETRIC DEVICES
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AVE EEG & POSTURAL DYNAMICS

Polyphysiograph
David Delight Plus© Nation 7128W — C20
AV Biofeedback Stimulator :
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EEG RESULTS

RELATIVE FOURIER PS
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Theta (C) - 30 min after AV Stimulation
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S-TRANSFORM
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DisCussSION

EVIDENTLY, “SOCIAL ENGINEERING” IS A COMPLEX PROBLEM EMERGING IN THE NEW
DIGITAL WORLD. WHILE IT HAS SIGNIFICANT IMPORTANCE FOR THE ESTABLISHMENT OF A
RELIABLE CYBER SECURITY ENVIRONMENT THE THREATS/RISKS IDENTIFICATION AND
HUMAN FACTOR DUAL ROLE AS A GENERATOR OF STABILITY & UNCERTAINTY IS
INEVITABLE.

IN ORDER TO ACHIEVE A RESILIENCE IN THE AREA A COMPLEX THREATS IDENTIFICATION
HAVE TO BE USED, IMPLEMENTING: EXPERTS DATA CONTEXT GENERATION, MODELLING,
AND VALIDATION, ENCOMPASSING PSYCHOPHYSIOLOGICAL & MATHEMATICAL
ASSESSMENT. THESE WILL PRODUCE A PLAUSIBLE & VALIDATED FUTURE CYBER

THREATS/RISKS IDENTIFICATION AND THUS - A RESILIENT DIGITAL SOCIETY.
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Threats Identification Experiment

DEFINE YOUR FUTURE...

Identify Classify
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