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Billions

…critical services; changing cybersecurity nature..
…we educate for the unknown…

http://www.red-book.eu/
http://www.syssec-project.eu/m/page-media/3/syssec-d4.4.pdf
http://www.afcea.org/events/cyber/14/intro.asp
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* THE CLASSIFICATION RESULTS ARE GATHERED FROM 250 NATIONAL &
INTERNATIONAL EXPERTS IN THE FRAMEWORK OF BULGARIAN CYBER SECURITY
STRATEGY DRAFT PREPARATION FROM JTSAC FOR MINISTRY OF DEFENCE IN
2013.

5, Weak
4, Moderate
3, Severe
2, High
1, Uncertain

Risk levels:



Threat/Area Human Factor Digital Society Governance Economy New Technologies Environment of Living
Social Engineering
Malware
Spam & Scam
Multimedia Influences
Espionage & Privacy

Threat/Area Human Factor Digital Society Governance Economy New Technologies Environment of Living
Targeted Attacks
Compromised Devices
Malware
Technologies Influences
Privacy & Allianation

2, High
3, Severe
1, Uncertain

Risk levels for Web 2.0/Web3.0 Technological Progress Stage Assessments:

*THE CLASSIFICATION RESULTS ARE GATHERED FROM 75 NATIONAL &
INTERNATIONAL EXPERTS’ BRAINSTORMING MEETING DISCUSSIONS IN
THE FRAMEWORK OF DMU 03/22, DFNI T01/4 ACTIVE
COLLABORATION WITH JTSAC IN 2014.



Total Investments  Prevention Investments 

Repairing Investments 

Areas:Periods:

2010
2015
2020
2030

1 – Human Factor
2 – Dig. Society
3 – Governance
4 – Economy
5 – New Tech
6 – Env. of living
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ESGI 104

http://snfactor.com/snfactor/sites/files/esgi_104_vp_zm_db_et_al_publication.pdf


Present 
situation

Alternative future 1

Alternative future n

Morphological 
Analysis

System Analysis

ValidationResults Assessment

Scenario 1 Scenario k

Brainstorming, discussions, 
q‐based surveys 

Interactive agent based simulation 
with environment  & users 

monitoring

Multicriteria & BSC Analysis

Beliefs

Validated Beliefs

Formalized 
beliefs
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N = 7 x 3 x 2 x2 x 2 x 2 x 2 x 3 = 2016
N’ = 96 
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Current State                                                                       Future Statet

xi xi+p

p‐ time steps



 EYSENCK PERSONALITY TEST
 VON ZERSSEN'S DEPRESSION SCALE
 ZUCKERMAN’S SENSATION SEEKING SCALE

Q‐BASED SURVEYS UNDERSTANDING…?



Competence 

Dominance 

Extroversion

Trustworthiness



Voice 1

Voice 2

Voice 3

Voice 4 Object 1                        Object 2

Object 3                        Object 4
57 PEOPLE, AVG. AGE = 31.25 YEARS, 
25 MALE, 27 FEMALE; VAR = 0.35

http://snfactor.com/snfactor/sites/files/sounds/media5.mp3
http://snfactor.com/snfactor/sites/files/sounds/media6.mp3
http://snfactor.com/snfactor/sites/files/sounds/media7.mp3
http://snfactor.com/snfactor/sites/files/sounds/media8.mp3


https://www.youtube.com/watch?v=8-Jy_DZlfT4
http://snfactor.com/snfactor/sites/files/clips/itta_intro.wmv




3 min gaming 
episodes similar to 
the effect of caffeine 
& nicotine 



SKIL Data Base 

Left 14‐10 Hz

Right 19‐10 Hz

B+B (10 Hz)

A+A (19 Hz)

Brain Booster Session

Brain‐skin crosstalk

https://www.youtube.com/watch?v=_GY6jUiKemk




95 % correlation with 
IADS emotions 
classification

http://snfactor.com/snfactor/sites/files/sounds/joy_media.mp3
http://snfactor.com/snfactor/sites/files/sounds/fear_media.mp3
http://csea.phhp.ufl.edu/media.html






C3 EYES OPENED C4 EYES OPENED

C3 EYES CLOSED C4 EYES CLOSED

(A)                      (B)                 (C) (A)                    (B)                    (C)

Gamma
Beta
Alpha
Theta

(A) ‐ Before AV Stimulation
(B) ‐ 10 min after AV Stimulation
(C) ‐ 30 min after AV Stimulation

RELATIVE FOURIER PS



EYES OPENED

EYES CLOSED

Ht = 0.7 ‐1.5 ‐> Ht = 0.5 ‐ 1.3

Ht = 0.5 ‐1.5 ‐> Ht = 0.6 ‐ 1.3

MULTIFRACTAL SPECTRUM



(A)      EYES OPENED (B)

(A)      EYES CLOSED (B)
(A)      EYES OPENED (B)

(A)      EYES CLOSED (B)

HI
G
U
CH

IF
D

S‐
TR

AN
SF
O
RM

(A) ‐ Before AV Stimulation
(B) ‐ 10 min after AV Stimulation

A/P  COP DYNAMICS EYES OPENED

A/P  COP DYNAMICS EYES CLOSED



EVIDENTLY, “SOCIAL ENGINEERING” IS A COMPLEX PROBLEM EMERGING IN THE NEW

DIGITAL WORLD. WHILE IT HAS SIGNIFICANT IMPORTANCE FOR THE ESTABLISHMENT OF A

RELIABLE CYBER SECURITY ENVIRONMENT THE THREATS/RISKS IDENTIFICATION AND

HUMAN FACTOR DUAL ROLE AS A GENERATOR OF STABILITY & UNCERTAINTY IS

INEVITABLE.

IN ORDER TO ACHIEVE A RESILIENCE IN THE AREA A COMPLEX THREATS IDENTIFICATION

HAVE TO BE USED, IMPLEMENTING: EXPERTS DATA CONTEXT GENERATION, MODELLING,

AND VALIDATION, ENCOMPASSING PSYCHOPHYSIOLOGICAL & MATHEMATICAL

ASSESSMENT. THESE WILL PRODUCE A PLAUSIBLE & VALIDATED FUTURE CYBER

THREATS/RISKS IDENTIFICATION AND THUS ‐ A RESILIENT DIGITAL SOCIETY.
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DEFINE YOUR FUTURE…

Threat 1

Threat n

Identify                                  Classify                                    Model



THE RESULTS IN THIS STUDY ARE SUPPORTED BY:

A STUDY ON IT THREATS AND USERS BEHAVIOUR DYNAMICS IN ONLINE SOCIAL
NETWORKS, DMU03/22, NSF, YOUNG SCIENTISTS GRANT, WWW.SNFACTOR.COM

EU NETWORK OF EXCELLENCE IN MANAGING THREATS & VULNERABILITIES FOR
THE FUTURE INTERNET – SYSSEC, WWW.SYSSEC‐PROJECT.EU

CORTICAL REGULATION OF THE QUIET STANCE DURING SENSORY CONFLICT, TK
02/60, NSF, WWW.CLEVERSTANCE.COM

A FEASIBILITY STUDY ON CYBER THREATS IDENTIFICATION AND THEIR RELATIONSHIP
WITH USERS' BEHAVIOURAL DYNAMICS IN FUTURE SMART HOMES, DFNI‐T01/4, NSF,
WWW.SMARTHOMESBG.COM

www.snfactor.com
www.cleverstance.com
www.smarthomesbg.com
http://www.syssec-project.eu/





