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GENERAL SMART HOME ORGANIZATION

Boyanov, 2013

Monitoring & control
system

.H > Environment control
devices

Vital function
measurement devices

Movement & activities Notification &

communication ]
SENsOrs .
devices
-
Video monitoring Inhabitant | 1 Entertainment devices
Mobile Internet
communications

Guard & security
protection SENSORS ORIENTED

Inhabitant

Social workers

~| Water Heater

Dimmer [ . | Control
L" - g
i R

)
‘ OnOff

ﬂ Table Mount

l % Touch Screen

Hospital

SERVICE ORIENTED 15" Wall Mount

7" Wircless



http://smarthomesbg.com/files/lb_modern-its-at-home_unwe_3_4_oct_2013.pdf
http://smarthomesbg.com/files/lb_modern-its-at-home_unwe_3_4_oct_2013.pdf

METHODOLOGICAL FRAMEWORK

Believes Brainstorming, discussions,
q-based surveys

Alternative future 1 \
' Present | ' Morphological

situation Analysis ‘ Formalized
v believes

Validated Believes l Scenario 1 ‘ _____

v

Interactive agent based simulation
with environment & users
monitoring

Multicriteria & BSC Analysis



IMIULTIASPECT SURVEY FOR WEB

TECHNOLOGIES CYBER THREATS EVOLUTION 2013
5 YEARS TIME HORIZON

Web 1.0
Web 2.0/ Web 3.0
Web 4.0
Web 5.0

s Low zf/ SOCIAL MEDIA
egend: 60 - TRENDS 2012
Moderate |
P Critical 40 -
30 -
B Uncertain = |
10
~ 150 participants : %



http://snfactor.com/snfactor/sites/files/zm_nbu_digital_society_security_paper_2013.pdf
http://www.it4sec.org/bg/system/files/IT4Sec_Reports_105_2.pdf
http://www.snfactor.com/

SMART DEVICES CYBERTHREATS SURVEY 2013

Technologies

Activities
o Smartphone
@ Tablet

u Laptop
HSmart TV

o Entertainment
& Household support

i Robot companions ul Everyday work

& Home automation systems S S
 Communications
u Gaming Consoles

u Other

Data

& Documents

@ Multimedia

u Text messages
i Other

~ 250 participants


http://www.smarthomesbg.com/

SMARTHOMES CYBERTHREATS CLASSIFICATION 2013
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PRACTICAL EXPERIMENTS
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DisCcussIiON

STUDYING TODAY’S FAST PROGRESSING DIGITAL WORLD IS A COMPLEX TASK.
THE PRESENT COMMUNICATION AND LIVING ENVIRONMENT IN THE WEB
2.0/WEB 3.0 ERA ARE JUST OPENING AN INCREDIBLY HUGE FIELD FOR
DIFFERENT ICT APPLICATIONS. THESE HOWEVER ARE GENERATING A NUMBER
OF CYBER THREATS FOR THEIR USERS. THE PRESENT METHODOLOGICAL STUDY
BASED ON INTERACTIVE TRAINING OF CYBER THREATS NATURE AND HUMAN
FACTOR RESPONSE, SHOWED USEFUL SUPPORT TO FURTHER IMPROVEMENTS IN

THE DIGITAL WORLD SECURITY EVOLUTION.
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