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SMART HOME SERVICES POSSIBLE THREATS CRITICAL ATTACK POINTS POSSIBLE CONSEQUENCES FROM THE ATTACK 

HEALTH CARE 
DO NOT TAKE MEDICINE, PACEMAKER 

MALFUNCTIONING, ETC. 

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM, EXTERNAL COMMUNICATIONS  

CRITICAL 

CARE FOR CHILDREN OR PEOPLE WITH 

DISABILITIES  
REQUIRES ATTENTION  

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM, EXTERNAL COMMUNICATIONS 

CRITICAL 

SECURITY AND SAFETY INTRUSION 

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM, EXTERNAL COMMUNICATIONS 

CRITICAL 

CARE FOR CHILDREN OR PEOPLE WITH 

DISABILITIES  
REQUIRES ATTENTION  

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM, EXTERNAL COMMUNICATIONS 

CRITICAL 

HOME ENVIRONMENT FIRE, FLOODING, GAS LEAKAGE 

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM, EXTERNAL COMMUNICATIONS 

CRITICAL 

SMART HOME APPLIANCE  
DOES NOT TURN OFF, TURNS ON/OFF AT 

WRONG TIME 

SENSORS, VIDEO SURVEILLANCE, 

COMMUNICATION SYSTEM, INTEGRATING 

SYSTEM 

NON-CRITICAL, BUT DANGEROUS 

PRIVACY VIOLATION OF PRIVACY, DATA GATHERING 

VIDEO SURVEILLANCE, COMMUNICATION 

SYSTEM, INTEGRATING SYSTEM, EXTERNAL 

COMMUNICATIONS 

NON-CRITICAL BUT DANGEROUS 

ENTERTAINMENT AND PLEASURE  
MALFUNCTIONING OF THE PLEASURE, 

COMFORT AND ENTERTAINMENT SYSTEMS 

SENSORS, COMMUNICATION SYSTEM, 

INTEGRATING SYSTEM  
NON-CRITICAL 
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KEY ATTACKS AGENT 
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EEG STUDY 
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ECG & BODY TEMPERATURE STUDY 
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STUDYING TODAY’S FAST PROGRESSING DIGITAL WORLD IS A COMPLEX TASK. 

THE PRESENT COMMUNICATION AND LIVING ENVIRONMENT IN THE WEB 

2.0/WEB 3.0 ERA ARE JUST OPENING AN INCREDIBLY HUGE FIELD FOR 

DIFFERENT ICT  APPLICATIONS. THESE HOWEVER ARE GENERATING A NUMBER 

OF CYBER THREATS FOR THEIR USERS.  THE PRESENT METHODOLOGICAL STUDY 

BASED ON INTERACTIVE TRAINING OF CYBER THREATS NATURE AND HUMAN 

FACTOR RESPONSE, SHOWED USEFUL SUPPORT TO FURTHER IMPROVEMENTS IN 

THE DIGITAL WORLD SECURITY EVOLUTION. 
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