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 MODERN SMART HOME ORGANIZATION 

 CYBER THREATS CHALLENGES TO SMART HOMES  

 INTERACTIVE VIRTUAL AVATARS IN SMART HOMES 

 DISCUSSION 



SERVICE ORIENTED 

SENSORS ORIENTED 

…? 

Minchev & Boyanov, 2013 

Watch video >> 

http://www.smarthomesbg.com/files/lb_zm_book_chapter_nato_arw_ohrid_jine_10-12_2013.pdf
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SMART HOMES MULTIPLE CYBER THREATS 
Threat/Area Human Factor Digital Society Governance Economy New Technologies Environment of Living

Targeted Attacks

Compromised Devices

Malware

Technologies Influences

Privacy & Allianation

Minchev, Boyanov et al, 2014 

Minchev & Kelevedjiev, 2014 

http://red-book.eu/
http://www.syssec-project.eu/m/page-media/3/syssec-d4.4.pdf
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Russell & Norvig, 2009 
Watch video >> 

http://www.amazon.com/Artificial-Intelligence-Modern-Approach-Edition/dp/0136042597
http://www.amazon.com/Artificial-Intelligence-Modern-Approach-Edition/dp/0136042597
http://www.amazon.com/Artificial-Intelligence-Modern-Approach-Edition/dp/0136042597
http://snfactor.com/snfactor/sites/files/clips/discovery_next_world_series_future_smart_home_cleopatra_avatar.wmv
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Melody 1 
 

Melody 2 
 
 

Melody 3 
 
 

Melody 4 
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Voice 1 
 
Voice 2 
 
Voice 3 
 

Voice 4    Object 1                        Object 2 

   Object 3                        Object 4 
57 PEOPLE, AVG. AGE = 31.25 YEARS,  
25 MALE, 27 FEMALE; VAR = 0.35 

http://snfactor.com/snfactor/sites/files/sounds/media5.mp3
http://snfactor.com/snfactor/sites/files/sounds/media6.mp3
http://snfactor.com/snfactor/sites/files/sounds/media7.mp3
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 SAPI- Speech Application Programming Interface 

... 

 CHARACTER 
 BAHVIOUR 
 DYNAMICS 
 INTERACTION COMMANDS 
 … 

Competence  
 
 

Dominance  
 
 

Extroversion 
 
 

Trustworthiness 

Olivola et al, 2014 

http://www.cell.com/trends/cognitive-sciences/abstract/S1364-6613(14)00209-5
http://www.cell.com/trends/cognitive-sciences/abstract/S1364-6613(14)00209-5


IF  (A=true) & (B=false)  
 
THEN  ACTIVITY1 
 
…………. 
 
IF (A7=true) & (B1=true) 
THEN ACTIVITY7 
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Watch video >> 

http://www.smarthomesbg.com/
http://www.gcmarshall.bg/c4i/jtsac8/
http://snfactor.com/snfactor/sites/files/clips/Alex_intro.wmv


   OUR CURRENT RESEARCH EFFORTS ARE SHOWING SOME PROMISING 
RESULTS CONCERNING “AVATAR BASED SMART HOME CONTROL 
SYSTEMS” AND “INTERNET OF THINGS” INTEGRATION. 
 
   THE PRACTICAL DEVELOPMENT HOWEVER REQUIRES BALANCING 
AMONGST: INTERFACE DESIGN, SENSORS, COMMUNICATIONS AND 
ARTIFICIAL INTELLIGENCE.  
   
   THE RESULTING SMART HOMES CONTROL SYSTEMS HAVE ALSO TO BE 
ADDRESSED AND FOR CYBER THREATS PREVENTION AS THIS NEW 
MULTIMEDIA PROJECTION IS CONSTANTLY EVOLVING AND IS A SOURCE 
OF MANY HIDDEN AND UNEXPECTED THREATS FOR THE USERS.  



   THE AUTHORS EXPRESS GRATITUDE FOR THE TECHNOLOGICAL SUPPORT  TO: “A 
FEASIBILITY STUDY ON CYBER THREATS IDENTIFICATION AND THEIR RELATIONSHIP WITH 
USERS' BEHAVIOURAL DYNAMICS IN FUTURE SMART HOMES, RESEARCH GRANT 
'FUNDING OF FUNDAMENTAL & APPLIED SCIENTIFIC RESEARCH IN PRIORITY FIELDS', 
BULGARIAN SCIENCE FUND, MINISTRY OF EDUCATION YOUTH AND SCIENCE, 2012-
2015, DFNI-Т01/4”, WWW.SMARTHOMESBG.COM. 
 
 
   A SPECIAL APPRECIATION FOR THE CONTEXT DEFINITION AND Q-BASED SURVEY 
SUPPORT IS GIVEN TO: JOINT TRAINING SIMULATION & ANALYSIS CENTER TEAM AND 
EU NETWORK OF EXCELLENCE IN MANAGING THREATS AND VULNERABILITIES FOR THE 
FUTURE INTERNET – SYSSEC, FP7 GRANT AGREEMENT NO. 257007, 2010 - 2014, 
WWW.SYSSEC-PROJECT.EU. 
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