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DIGITAL ERA CHALLENGES & BELIEFS
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METHODOLOGICAL FRAMEWORK
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TRENDS GENERALIZATION TOWARDS 2020

THREATS AREAS

CHALLENGES

* No Device Should Be Compromisable

¢ Give Users Control Over Their Data
e Provide Private Moments in Public Places

* Develop Compromise-Tolerant Systems
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WEB TECHNOLOGIES TRENDS UP TO 2050 ARE
QUITE UNCERTAIN...
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POTENTIAL SOURCES OF CYBERTHREATS GO SMART...
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MORPHOLOGICAL ANALYSIS
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TEST-BED VALIDATION CONCEPT
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CONCEPT IMPLEMENTATION
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HumAN FACTOR RESPONSE EXPLORATION



A STUDY ON IT THREATS AND USERS BEHAVIOUR
DYNAMICS IN ONLINE SOCIAL NETWORKS
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A FEASIBILITY STUDY ON CYBER THREATS IDENTIFICATION AND THEIR
RELATIONSHIP WITH USERS' BEHAVIOURAL DYNAMICS IN FUTURE SMART HOMES
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EMOTION EXPLORATION & BIOFEEDBACK
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“DiGITAL DRUGS” EXPLORATION
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RESULTS ASSESSMENT & VALIDATION
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DiSCuUsSION

EVIDENTLY SECURING TODAY’S FAST PROGRESSING DIGITAL WORLD IS A COMPLEX
TASK RELATED TO THE DEFINITION AND TEST OF A METHODOLOGICAL FRAMEWORK
FOR EMERGING FUTURE CYBER THREATS IDENTIFICATION.

THE PRESENTED ONE IS FOCUSING THE HUMAN FACTOR AS A GENERATOR AND
CONSUMER OF SUCH CYBERTHREATS TOGETHER WITH SOME USEFUL TECHNOLOGICAL
APPROACHES AND ANALYSIS FOR DIFFERENT SCENARIO SITUATIONS.

THESE DO NOT ASSURE COMPREHENSIVENESS BUT GUARANTEES, AT LEAST,

EXPLANATORY RESULTS NATURE THAT IS EXPERIMENTALLY VALIDATED ©
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