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KPATKA NPEANCTOPUA

OCHOBHA UAEA
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KpaTKka NnpeancTopma

TEOPUA HA FPAGUTE (XVIII B., OMNEP; KboHur, LUyP, XX B., &

7

TEOPUW U U3CNEABAHWUA HA COUMANHUTE rPynu, ([IOPKEAM U
TEHWUC, KPAA HA XIX B.);

3UMEN, MPEXKA OT FPYNOBM (COLMANHU) BPB3KM (HAYANOTO HA

XX B.),ﬁ' o —eo_
@ /

MOPEHO — ,,COUMOrPAMUY & o *°

MPEKOB AHANMN3 (50-TE roguHN HA XX B.)

Yact |




MHTepHeT TeXxHoNnormmure B
couMaNHaTa KOMYHUKaLUA
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OcHoBHa naen

CoyuanHa medus: “Medusa 3a obuysaHe 8 obujHocm
ype3 0oCmubNHU U mauwabupyemu KOMYHUKAUUOHHU
peweHusa. CouyuanHume meouu u3snosaszseam yeb-
basupaHume U  mMobuUAHU  mMexHoso2UU 30
npespvujaHe HO KOMyHUKayuume 8 UHmMepaKkmuseH
ouanoz2”
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OTnpaBHU TOYKU B 00LLYBaHETO




TexHoNnOrM4YHa eBO/NOLMUA
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CouunanHute mpexun u Knbepceeta gHec




syssechlie



MpoLectT Ha reHEPUPAHE Ha CLEHAPUN

ANTEepHATUBHO
6baewe 1

syssecHe



HAakou npumepHU cueHapun

CueHapuli 1: AmaKa Ha cmapm ycmpolcmea
CueHapuli 2: UHOycmpuaneH UHyuoeHm

CyeHaput 3: CoyuaneH UHHCUHEPUH2

Owe npumepu Ha:

forward”

sysseche

http://www.syssec-project.eu
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N3BnuvyaHe Ha eKCnepTHU 3HAHUA

(1 BpelAHCTOPMUHT
d  Aduckycum

J Mertog ,Aendun’ c nanonssaHe Ha BbNPOCHULU

sysseche


http://www.focusproject.eu/

KntouoBu npobnemm

J MN360p Ha eKkcnepTu
d MpaBunHo pasbupaHe
J MNMpemaxBaHe Ha Wyma

J EKcnepTHaTa cybeKTUBHOCT
J HeobxogmmocT oT codpTyepHa noaapbrKKa

J TpygHocTV npu BannamnpaHe Ha
Nosy4eHUTe pe3ynTaTu



UpeHTuduumupaHe Ha 3anaaxm w
KOHTEKCTYa/in3aLma

J NMpaBunHoTo naeHTMdULMpPaHe Ha 3annaxm
3aBMCK OT KOHTEKCTA

(J PaHKupaHeTo e Hen3bexHo

J TpyaHoCTM ¢ NpUNOKPUBAHETO HA AaHHUTE

SeCHle



PaHKkupaHe U KOHTeKCTyaAn3auua

3annaxu PaHkupaHe Konmekcmyanusayusa
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syssechls



EnHa Bb3moXKHa codpTyepHa NoaapbHKKa

I-SCIP®
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NoTpeburtencka sannpauma

CAN'T YOU DO
ANYTHING RIGHT?
O
@]
-]

J TecTBaHe Ha npeanoYnTaHUATA

(d TecTBaHe Ha NCMXO/IOTUYECKUTE Harnacu

J MoHuTOpupaHe Ha aeicTBmATa

J N3cnepBaHe Ha npeanoYynTaHMUATa, eMOLMNTE, OTHOLLEHMNETO,
HarnacuTe un ap.

J AHann3 Ha BAMSIHWMETO Ha CbAbPHKAHMETO U NHTepdenca
Ha COUMANHUTE MPEXN BbPXY EMOLMUTE N NOBEAEHMETO Ha TEXHUTE
notpebutenn



MoHuTopmpaHe Ha HepBHaTa CUCTEMA
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EAVH npaKTUyecku npumep

T g
Facebook Threats Model
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[ i@ 3D Sensitivity Diagram
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Legend
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Object  |Description -
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2 Pakes: 21,1011
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5 ChatB817.-9
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10 Seach21129
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12 Create apps:4.4.0
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1& Profle: 33,5017
17 Friend:53,58,1

18 Messages17.25.-8
19 Suggest12,17.5
20 'waltss.95.-37

21 Past3317.16

22 Respond:17 017
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Sensitivity

[~ Zoom

Simulation

Coe00 M

Knacujpukauyums:

- Critical: Friends

- Passive: Photos_Videos,
Profile, Wall

- The rest are buffering

©

Studied Scenario: Facebook
regular surfing



BannpgupaHe Ha
UAEHTUDULUMPAHUTE 3aMNNAXU

Yact |l



f Konko TouHu cme BCHLLHOCT?

- 012012 HoBusa usrnepq ‘Timeline’ moxe pga ce KombuHupa
otyactu ¢ ‘Wall’ u ‘Profile’ enemeHTu;

- ‘Timeline’ usrnepa npeacrasa nHpopmaumuatTa Nno-BMAUMO;

- NosaBwu ce onuunaTa ‘Subscribe’ (centemspn, 2011);

- BcuuKM nonyyeHu pesynTtaTtu ca cybekTusHU, nopagm
U3N0N3BaHETO Ha eKCNepTHU 3HAHUSA;

- He ca HM n3BecTHM HeobABEHUTE NPOMEHMU B COLMA/IHATA
mpexKa Facebook ...



HAaxkou npumepu 3a CKPUTKU 3anNNaXU
coumanHata mpexa Facebook

SOCIAL
ENGINEERING

The clever manipulation
cf the navtural human
tendency to Trust.




Hakou nscnepsaHmA Ha Knbepsaniaaxm

Societal Scale Societal Risk
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Need for Research

@ Privacy issues due to large scale data aggregation

Targeted Attacks (data collection and new defenses)

ecurity of new and emerging technologies

sysseche
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ExcnepumeHTa/IHX NOCTAHOBKMU

McuxonormyeH MOHUTOPUHT PusnonrmieH MOHNUTOPUHT

NETLOG Linked [
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HAKOM MHTEepecHu pe3ynTaTu



AKLEeHTH B baTepuaATa OT NCUXOTECTOBE

Eysenck Personality Scale
Von Zerssen Depression Scale

Zuckerman Sensations Seeking Scale



NcuxonoruyHo uscnesBaHe
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dusmonornyeH MOHUTOPUHT

M www.mitsar-medical.com



Xunoresa

CKpUTUTE 3an/1axy B CbBPEMEHHUTE COLMUANIHN MPEXKHU ce CBbP3BaT
C NpeanoYuTaHMATa Ha noTtpebutenute Mm M 3aBUCAT OT TAXHATa
emMoLuMOoHaNHa AMHamuKa. EmouuunTte, oT cBoA CTpaHa, Kopeaupar ¢

NUYHOCTHUTE um ocobeHoctn, EKI, EMI v EEl 6unoenekTpuyHM

noTeHuuaau.



Pesyntatin



NcuxonornyeH MOHUTOPUHT

Eysenk personality test Facebook zone usage
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dusnonoruueH MOHUTOPUHT

EKI mOHUTOPUHT

Beat rate per minute classification

Beat rate variability vs time
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500

Miogram of m. corrugator supercilii up to 200 Hz

EMI mOHUTOPUHT

-500 —

-1000
0

400

Miogram of m. orbicularis oculi up to 200 Hz
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EEl MOHUTOPUHT
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MaTtemaTuueckm UHCTPYMEHTMU



Amplitude(y)

Amplitude(y)

Amplitude(v)

Original ECG

1.5

N3uncnasaHe Ha HRV
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O_r‘A.J
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Time(s)
ECG After Wavelet Multiresolution Analysis
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D -
.0 p 5 =
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Peakjvalley Detection Time(s)
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Sampling Frequency - f
HRV — Heart Rate Variability
HRV = R-R diff / 60 * f,

*Wavelet Multiresolution Analysis
for QRS complexes detection



YenBneT aHanms

Wavelet Analysis

Fourier Analysis
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“...0ne thing to remember is that wavelet transforms do not have a single set of basis functions
like the Fourier transform, which utilizes just the sine and cosine functions. Instead, wavelet
transforms have an infinite set of possible basis functions. Thus wavelet analysis provides
immediate access to information that can be obscured by other time-frequency methods such

as Fourier analysis...”

http://www.amara.com/IEEEwave/IEEEwavelet.html




N3non3sBaHU PyHKUUU

Real (a) and Imaginary (b) parts of the Morlet wavelet function:

0.5

0.4

-0.2

-0.4 1 -0.5

- 1]
(a) ®)
X

w(x)=e * . cos5x WPS=[Re(W (t,s))] +[Im(W (¢,5))]’

L

X

w(x)=\7.f, e e T

Where: the bandwidth fb=1 and wavelet center frequency fc=1

“...CWT scales were analytically determined by generating a set of cosine waves with known
frequencies (from 1 to 50 Hz) and computing the scales at which the WPS reaches its maximum for
each known frequency...”; After Meyers et al, 1993.



S-TpaHcpopmaums

The S-transform is a type of time-frequency analysis that uses different window length
depending on the analyzed frequency:

- 2mift

ST(x, /)= [ _xowit v, f)e " di

“...The S-transform is in general a phase correction of the definition of the Wavelet Transform.

The S-transform localizes the real and the imaginary components of the spectrum
independently, localizing the phase spectrum as well as the amplitude spectrum...”; After

Stockwell et al, 1996.



Unioctpauma Ha HAKOU UHTEpPEeCHU pe3yaTaTu

(HRV & L-R mo3buyHa acumeTtpus)

Miogram of m. corrugator supercilii S-transform

f [Hz]

1 2 3 4 5 6 7 3 9
t [points] x 10%
Miogram of m. orbicularis oculi S-transform

t [points] 72 104

Heart Rate vs Time
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ObcbxKaaHe

lMpedcmaseHama memo0dosio2ua Mo380aA88ad uUdeHMugpuyupaHemo Ha
ABHU U CKpUMU KOMIM/AEKCHU 3anaaxu 30 Y08eWKUAa (akmop, Kamo
nompebumen HAO COUUAAHUME MPpEX U, C8bP3AHU ¢ OQUHAMUKAMA HA
Hezosume emoyuu u nosedeHue. lMocnedHama moxe 0a 6vode Yacmu4yHo
u3cnedsaHa uYpes epeme-4ecmomeH aHanu3 Ha uzbpaHu buoeneKmpu4vyHu

cueHanu (EET, EMI, EKT u op.).

Haﬁ-ueHHunm momeHm 8 Mno0obHO u3cnedsaHe e B8b3IMOMCHOCMMA 3d
MOHUMOPUHe HO e6epb3Kamadad Memdy peanHua u eupmyanHua ceam,
enuAewa e6vpxXy npomaHamad HAG HaAasuyume u nogedeHuemo Ha

nompebumenume 6 UHhOPMALUOHHUA B€K.



ﬂLMCerTHO UscieaBaHe Ha eMOUUUTE

Arousal
Ekman, 1993
Fear 1
Happy
-

Frustrated

rustrate - ° Pleasant

Valence
Sad - @ Satisfied
Russel, 1979




BusyanHu u aygmo ctumynm

& 08_-_Angelo_Badalamenti_-_A_Ghost_In_The_Machine_fear
%) Metallica - Disposable Heroes (Studie Version)_angry

%) Nobue Uematsu - Cloud Smiles-pleasant

# Rossini_ William Tell Overture_ Final_happy

B 5ENS - Wish-sad

Raw ' Bandpass | Fractal Dimension
EEG P Filter Algorithm with Sliding
_ Data (242Hz) ) | Wi%ow »
Emotion |g Valence Arousal_
' Recognized F Level ‘- Level ROHTp@ﬂHM OaHHW: IAPSIIADS

\ |

Liu et al, 2010


http://csea.phhp.ufl.edu/

ObcbxKaaHe

lMpedcmaseHama memo0dosnozus 3a OUCKPemHO U3cned8dHe Ha emoyuume
e QUPEeKMHO MNpuaAOHIUMA nNpu udeHmuguyupaHemo HA ASGHU U CKpumu
KOMIAEKCHU 3annaxu 3d 4Y08eWKus GaKkmop 6 CoUuaaHume Mpexu.
N3nonseaHemo Ha hpakmanHume xapakmepucmuku Ha EEl cuzHanume e
dobpe 0a ce omyuma e OQUHAMUKA U Kopenupd ¢ duHamukama Ha R-R

uHmepsanume e EKI cuzHanume.

lMpednoxceHomo peweHue e 6bpP30 U MOXHce 0a ce U3non3ed 3a caedeHe Ha

JuHamukama 8 emoyuume Ha nompeﬁumenume 6 PeasnHo epeme.



M3cnepBaHe Ha NPedBapPUTE/THUTE
Harnacu Ha noTpeburennte Ha
COLUMaANIHUN MPEHKN



Bu3yanHu cTumynm — APKOCT, KOHTPACT, UBAT




ExcnepumeHTa/IHa NOCTAHOBKA

Crumynupawo PC

AUN

(=

EET
3anmc

<

PC 3a gaHHM

dapagees Kades

[Jo6posoney,




AnapaTypa ¥ y4acTHUUMU

.
NCC

Model-C EEG
operation manual

Nation7128W Nation7128WH
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CbbUTUMHO-CBBP3aHN NOTEHLMAN

P3

Cognition

© - N1

Perception

Semantic

McKkam Kade cbC cMeTaHa U Kyde

Nckam Kade cbc cmeTaHa M 3axap



ObcvikpaaHe

1. P3 amnantyauTte ca rnaBHO CBbP3aHU CbC cTumynmnte Ha Twitter u Linkedln.

2. TeTa cMHXpOHM3aUMATa e oTyeTeHa okono Netlog n Twitter.

3. Anda gpecmHxpoHm3saumaTa ce Habntoaasa 3a Netlog m Linkedin.

4. Facebook moxe ga ce cunTta 3a HaN-eMOLUMOHaNEH TeKcToB bpaHa, a
Twitter 3a Han-emoumnoHanHo noro 6paHA.

Hompe6umeflume 6 couudsiIHume mpexcu ca CKsioHHU da ce
npedoeepﬂeam HA HAKOU om MmAX, no emMouyuoHda-1HU u rnoseodeHYecKu
rnpu4vyuHuU, u cs1e008amesiHO €a U3/10XeHU HA CKpumu 3arisziaxu om
UHCf)OpMGL{UOHEH U ricuxosiocuyecKu xapakmep.



EAviH 6bArapcku eKCnepumeHT

U3cnepBaHe Ha WMHPOPMALMOHHUTE 3anJaxm U NOBeAEHYECKa
AUHAMMUKa Ha notpebutenute B couuanHu mpexu ot UHTepHer
npoctpaHctBoto, AMY 03/22, doHpg 'HayuHu wu3cnepBaHus’,
MpoekTHO PUHaHcupaHe 'Mnagm yuenu', 2011-2013

I j;::‘:;nj-r,

SEVENTH FRAMEWORK
PROGRAMME

syssechle

www.snfactor.com WWW.syssec-project.eu




TeHoeHUWMM 32 PA3BUTUE

J Hespodupbek;

am Windows 8

[ Cne
. AceHe Ha AUMHaMUKdTa Ha K/1aBUaTYP<
WKa, CEH30PEH €KpPadH,; ’
5-2011

Computers, smartphones, and tablet sales: 197

Unit sales (thousands)
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http://arstechnica.com/business/2012/08/from-altair-to-ipad-35-years-of-personal-computer-market-share/4/
http://www.youtube.com/watch?v=2LCKxXXW4GQ&feature=player_embedded

bnaropgapHocTH

ABTOpPBT W3KasBa cneuuanHu 6naropaapHocTu 3a d¢uHaHCOBaTa U
TEXHONOTUYHa NoAKpPena Ha:

1). UscnhepgBaHe Ha UHOOPMALMUOHHUTE 3anNaxuM WU NOBeAeH4YecKa
AUHAMMKa Ha noTtpebutenute B COUMAZTHU MpeXnU oOT WHTepHer
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