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Managing Emerging Threats in IET Infrastructures

i mnlnln device malware
e tu sordata parallelism E %’m fhl\tvm s
\a ty Sysems undergruundecunnmy £ E snma networks”
:a‘ onents g =

=4 H il
E 2 el ks

witeihs tous sons "
next gen ng mm trapdun

FORWARD is an initdative by the European Commission (under FP7) & ok
ihe colleboration and partnership between Academia and Incusiny i
commoen =oal of protecting Information and Communication Technele
infirastructures.

OcLiOBEL PEsyTTaT:

FORWARD Whitebook: Emerding ICT Thieatks




Chuenk Ha ELSMOEHU 008Ul KU6epsanmaxy

— -
High Priority N\
# Threat Description Impact Likely Oblivious R&D -

1 Threats due to parallelism M M H M
2 Threats due to scale H M H M
3 H H L H

-

Underground  economy  support

structures
4 Mobile device malware H H
5 Threats related to social networks H H
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Multiple clusters connected over LAN/WAN

\ "
\ Multiple CPUs ,-*
\ on each chip - o ~
% _-" Multiple nodes "~
clustered with a high- \\
performance network

e Multiple chips
in each node

T4
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NopabLpicalum ETPYKTYPU Ha
UKKOHOMMUEKE Ha NMOoASEMEH ECBSAT
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SNOBPEHEH COMTYEDP 2a
MOBMITHU YETPONETEA

% %alware Delivery Vectors for Mobile Devices

2 o
Peer-10- poer connectvity 33 Services/mobde network
(Buctooth, R Web connection

MS, WAP)

j j (M

()

.
=)

Syncronzation

mt:r‘://’ ll‘ftp(’c-'r,',' mobrle network .

L)

- .
Yy

Physical madio

(SD candd, mamory stick)
Wireoless LAN
or LAN network
CONNSCHON
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COLUANTHUTE MPEIU

€ € © wwwifacebookcom IR
facebook Search Account ~ d i3y Galzbov
Zlatogor Minchev ] News Feed Top News - Most Recent.
Edit My Profil ml Alexander Staikov St.
- Share: [5) Status [ Photo ] Link '3 Video S5 Question Upcoming Events See Al “ T -
News Feed
D Messages 5 | | what's on your mind? Vihat's the event? . o= O
[ events B Birthdays: Amanda Lawsen, Andreas r.
£ Friends F 3ulian Hristov commented on Veselin Ninov's photo. Rehnberg, Sarah Mcloughin ‘ Julian Hristow .
Wall Photos. Find More Friends [ KemeliaDinitrova
() E€r - BMoDMASE 1 . ” =
5] Koy Teamomea’ Zlatogor, Hore Friends Are Waiting Keistian Kénnuémblic @
&b http:ffmedicals. .. n.‘! u Maria Merdzhanova
&1 Create Group... These 3 fiends found their friends using the
riend fnder. Have you found alof your a I Maulana Ayah Haykal &
sesdl B 3hours ago Friends? Give it a ry.
& Julian Hristov and 7 others like this. Zatogor 200 1@yahoo. com o Michele Thorpe: .
[ mafia wars 1
Game Requests = E T e, A TR 163 romen e
gg App Requests - ;{F:"KDH GrzndGquﬂ@EDTa o .
ours ago s —— . iviya Dineva
More - Sponsored Create an Ad
Dobromir Videy Tosa & Juryni-ro oT AETCraoTo i, Seneso Walmart Has School Lunch ﬂ cumenFamous
about an howr ago 1 Ve yourd ens
‘the lunchbox and sees
, 2\S et [ Jemmm <
Valeri George commented on An Merresosa's photo. inside, theyl
Click for  around like a Silty . Wendy Bishop .
Wall Photos details  Rabbit, Get a 6-pack for
£ B ovion -
[ which fiavor do your kids love?
(© The Strawberry Banana Cryaermam Kny6 a
© The Raspberry Rainbow - —
© “Mommy, the prkone!” i
8,435,798 people like Waimart.
B 3hours ago - Like * Comment @ |Qserch LR Ca
€« € © witter.com WA
What's happening? Your Tweets 1
30 Apr: The Clever Standing Balsnce http:/f mpYBSKK
Following 15
| Timeline ~@Wlentions  Retweets ~  Searches = Lists = :
newscientist /-
Lost the plot? The Luﬂllx:pllvzpll might help bit ly/r3eDi6
Who to follow - refrash  waw ail 4
Vllndm‘ Microsoft Windows @ - Follow
torand 7ot 4 Bern Y 9 ) Fromot
Inskolning @ FUTURA Skolan Rédan gowal la/c/4L9Qi
@t hore ‘esascience £54 Sciencs Team Follow
Followsd by GINASA
NASA 11:c4 PharmaSat Pramasal - Follow x -
RT (2NASAcio Less than 24 hrs unti the #nasait Summdtl Hope you | @R JeBRER T

had a safe trip. Kick-off Mon at 8amPT: go s

govigDGMog

Have a drought? §baepiiamal l:eberg through the area. That should #TabCoTabletlaunch £ Promoted
cover you hitp ow h/GOWHS #replacemovienameswithbacon

Buon Ferragosto
newscientist 1| " i

Stop Codding the Super
Mlbody cocktail promises safer stem cell therapy bt y/qP2f
p’ . G Happy Independence Day Inda
Warren Bufet

. ScienceChannel - .0 Trends: Wordwide - change

http://en.wikipedia.org/wiki/List_of_ social _networking_websites



Medium Priority

# Threat Description Impact Likely Oblivious R&D
6 Routing infrastructure H H L M
7 Denial of service H H L M
8  Wireless communication H H M M
9 Unforeseen cascading effects H M H H
[0 False sensor data H M H M
[1 Privacy and ubiquitous sensors M M M M
12 User interface M H M H
3 The insider threat H M M M
[4 System maintainability and verifia- M H M M
bility
[5 Hidden functionality M M H M
[6 New vectors to reach victims M H M H
7  Sensors and RFID M H M H
I8 Advanced malware M H M M
19  Virtualization and cloud computing H M H M
20 Retrofitting security to legacy sys- M M M L
tems
21  Next generation networks H H M M




Threat Description

Low Priority
Impact

Likely

Oblivious

R&D

[Pv6 and direct reachability of hosts

Naming (DNS) and registrars

Online games

Safety takes priority over security

Targeted attacks

Malicious hardware

Use of COTS components
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Hsiom HOBU NPUOPUTETHU KHBEPaTUIaxHA

T Becpts

Threar-Enahler T —

Personal Assets

Societal Assers

Professional
Assets

Privacy
(Human

Rights])

Health
Safery

Financi
Assers

Digital
Iden-

ity

Anonymous Inter-

net Access

Ubiguitous
works

net-

Human Factors

Insider attacks

Bomnets

Program Bugs

Scale and Complex-
ity

Mobile Devices

247 connectivity

more private info
available

SEMAart meters

Tracking

Smart Enrviron-

ments

Unsecured Devices

Social networks

Cyber-physical con-
nectivity for Infras-
[ructures, cars etec.

Organized Cyber
Crime

Mobile Malware

SCADA Malware

Medium

Privacy
(Hunman
Rights)

Medium

Medium

Health
Safery

Financi
Assers

Drigital
Idemn-

ity

GRIDS
Clouds

Critical
Infras-
ruciures
Medium

Medium

Medium

Medium

GRIDS
Clouds

Crirical
Infras-
ructures

Data Sales
er,

Medium

N

Medium

Data Sales
e,
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NPpEBEHLIUS Ha KMbEPpaTaKUTE

» Commercial Feeds
o |Law Enforcement

- External Cyber
* Industry Associations Threat
* Security Researchers Intelligence
¢ Underground Forums Feeds
¢ Hash databases
» GEQIP data

* Fraud investigations
e Security event data
» Abuse mailbox info  [RalSSUE LT
* Vulnerability data intelligence

* Sandboxes Feeds

* Human intelligence

* Honeynets

* \Malware Forensics

* Brand monitoring

* P2P monitoring

* DNS monitoring

» Watchlist menitoring

Proactive
Surveillance

Cyber Threat Intelligence
Collection Research, and
Analysis Process

infrastructure Application
Logs Logs

Technology
Configuration
Data

Risk
Assessment
Process

Urgent security
control updates

Threat
intelligence
Reporting

Risk Acceptance
Process

Risk
Mitigation

Risk
Remediation

Line of Business
Teams

Security, Fraud
and Operational
Risk Teams

3rd Parties,
Subsidiaries




Timeline Flipbook List Map View in Dipity

Follow

Melissa Worm- GhostNet =

Origis of Cyber Crime: Captain Cru... | Robert Morris's Worm i i
_— e

Origins of hacking groups I Formation of the Russian Russian Bu... ‘

Y 4

Storm botnet first detected ‘
—

Moonlight Maze E Operation Aurora ‘
e ,—J —

s List of Top 20 Countries with the hig... ‘
Attack on Estonia

First Spam message

"mafiaboy" threatens AAmazon, eBay

¥




19. 17. Mexico

Australia 2%
1%

14 South Korea
18. Argentina

12.Russia

13.Canada 2%
2%

20. Israel
1%

10.Poland
: 3%

All Other Countries 11-3';\61313
19% \

9. Turkey
3%

8.France \
3%

+
5.Brazil y
4%
4. Britain A
5%
3.Germany
6% .

Cybercrime: Top 20 Countries

http://www.enigmasoftware.com /top-20-countries-the-most-
cybercrime/




EU Cybererime Task Foree

C O www.europol.europa.eu/index.asp?

=
= T
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page=new

or100622.htm

bg o= da de e en es e fi fr hu it 1t kv mt nl pl pt o sk d =

Disclaimer

F.A.Q. Site Map

The Hague, 22 June 2010

European Union Cybercrime Task Force

The Hague - The Netherlands.

The creation of a European Union Cybercrime Task Force is the result of a two-day meeting held at
Europol Headgquarters on 14 and 15 June 2010. The meeting was attended by the Heads of European
Union Cybercrime Units and representatives from Eurojust and the European Commission. Under
discussion were operational and strategic issues on cybercrime investigations, prosecutions and cross-
border cooperation in the fight against cybercrime.

Subjects like cross-border operational info-exchange, cybercrime case studies, new criminal trends,
criminal modus operandi, international legal constraints, relationship with private industries,
negotiation with non-European Union law enforcement organisations, and training of law enforcement
were all discussed during the event.

A specific session was dedicated to the establishment of the so-called European Cybercrime Platform
that includes the Internet Crime Reporting Online System (ICROS), the Analysis Work File Cyborg,
that is actively working to fight criminal groups operating on the internet, and the Internet & Forensic
Expert Forum (IFOREX) to host technical data and training for cybercrime law enforcement. The
Flatform is a first step towards a more consistent and effective approach to fighting internet criminality
at EU level.

04 April 2011

.eurcpa.eu




USDJ Computer Crime & IP Section

C'  © www.cybercrime.gov ke

Computer Crime & Intellectual Property Section
United States Department of Justice

Home Computer Crime Intellectual Property Electronic Evidence Other High Tech Legal Issues About CCIPS

News Site Index
»
Computer Crime & Intellectual Property Section )

Latest Press Releases
— —

Hot Documents

+ Former Milford Man Charged with Conspiracy to Commit Copyright Infringement (March 28, 2011)
+ How to Report Cyber and IP Crime

Five Domestic Defendants Linked to International Computer Hacking Ring Guilty of Federal Fraud
Charges: 46 People Charged in Operation ‘Phish Phry' Have Mow Been Convicted (March 25, 2011)

Chinese Counterfeit Perffume Importers Indicted for Allegedly Trafficking in Counterfeit Goods (March 23,

2011)
Bakersfield Business Owner Indicted for Trafficking in Counterfeit Goods (March 21, 2011)

Former Goldman Sachs Computer Programmer Sentenced to 97 Months in Prison for Stealing Firm's
Trade Secrets (March 18, 2011)

Former Security Guard, Who Hacked into Hospital's Computer System, |s Sentenced to 110 Months in
Federal Prison (March 18, 2011)

Tyngsboro Company Charged with Selling Counterfeit Computer Equipment (March 18, 2011)

Maontgomery County Palice Officer Charged with Drug Trafficking Conspiracy and Computer Fraud
(March 18, 2011}

Mew York Man Pleads Guilty to Federal Copyright Violation for llegally Uploading Copy of X-Men Mavie
(March 14, 2011}

Former Société Générale Trader Sentenced in Manhattan Federal Court to 36 Months in Prison for
Stealing Bank's Trade Secrets (February 28, 2011)

International Computer Hacker Sentenced to 82 Months in Prison (February 28, 2011)
Lithonia Woman Indicted for Computer Fraud Using IRS Computers (February 28, 2011)

Seven Members of Romanian Organized Crime Group Charged in International Wire Fraud Scheme
(February 25, 2011}

o How to Report Computer- and Internet-Related Crime
o How to Report Intellectual Property Crime
IP Enforcement Coordinator's 2010 Annual Report (February 2011)
PRO IP Act Annual Report 2010 (PDF) (December 2010}
FBI PRO IP Act Annual Report 2010 (POF) (December 2010)
2010 Joint Strategic Plan on Intellectual Property Enforcement{PDF) (June 2010)

Testimony of Deputy Assistant Attorney General Jason M. Weinstein on
Combating IP Crime (PDF) (December 2008)

USA Bulletin on Economic Espionage and Trade Secrets (PDF) (November
2009)

CCIPS Manual on Electronic Search and Seizure - Updated 2009 (August 24,
2009)

Mew Law Review Article, "Data Breaches: What the Underground World of
‘Carding’ Reveals"(PDF) (May 2008)

MPR Interview with CCIPS and FBI: Cyber Sleuths Zero In as Web Fraud Takes
Toll {January 20, 2008)

Digital Forensic Analysis Methodology Flowchart (PDF) (August 22, 2007)
CCIPS "Prosecuting Computer Crimes” Manual (March 2007)
CCIPS "Prosecutin i




(& www.cybercrime.bg
Hausano Kapra Ha cawra Koxtakm

CyberCrlme

OdmumaneH cair ¢a Gopba ¢ KOMNKOT LPHWUTE NPECT BNNEHWA

Kakso e OVLLUMHI" u Kak aa ce npeanasuM oT HEro? Kou ca gpyrute
AauruTtanyiu 3annaxu 8 MIHTEPHET, KaKk Aa rv pasno3Hasame u
HeyTpanusupame? [ ]

MHTepHET 3annaxu

Llenu Ha caiiTa HoBUWHK

el
~ OdmumaneH naptHeop

' Mopa curHan
3a

BPHO NPecTs

3awuTeHN NK ca AeLaTa Hu B rmobanHaTa Mpexa? Kakso Tpatsa aa

3HaATa geuara u TEXHUTE poauTenu 3a 6e30NacHOTO M3NON3BaHE Ha
MHTEPHET! [ ]

ExrénnbaTauﬁﬂ Ha neﬁa'

MocnedHo BUOAEO  Bewukw knunose

Llenta Ha To3u yebcaiiT e Aa npeoCcTaBn NonesHa 06wa KamnaHuA cpely oHNaitH kpaxbara Ha

WHDopmauma npu 6opbara ¢ KOMNITLPHU CbAbpXaHue
NpecTbnNeHnA, QUWNHT, CeKCyanHa ]
EKCNNoaTauuAa Ha Aeua, NPecTbnNeHua cpeuy
MHTENeKTyanHata cobCTBEHOCT U He3aKOHEeH
Xa3apt. TyK MOXKeTe Aa 0TKpUeTe OTTOBOPYM KaK Aa
npoueaupare ako WHTepHeT caiTal...]

Mpoyetn noseye

HWHTepHeT OCTaBYHLHTE H TBOPYECKHTE
OpraHW3auuK craprupar obua kamnaHual...]

r‘ ADXHB HOBWHH : 0:00/000 @




AaneMUuHU aKTUBHOCTH —
66s1acTrTa Ha KM6EPEUFrYPHOETTA .

o

A Buropean Network of Excellence in Managing Threas
Vulnerabilities in the Future Interneks
Europe for the Werld, EU FP7

SySSee 2010 =2014

syssechlie
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http://www.syssec-project.eu



??i == = = K e == =0 : R
Bnaronaps za BRSOk



>} i1 T o [ i r
[

il

al
-
LY

) |

o ® e r .
was AN XIS o SCie[0Bae/iCKa LKoia e POF

Scprc, OB/TaPVRT ~/=.5 TOllY -




ChabpiaHule

®

MeTom Ha cucHapUuuTe

O]

Mop@enoruUucH aHanus

e CucreamMer nays



Mervoa na cuenapumre

Plausible Future



Cubupane na excrneprTHM SHamHUE

e MozbuHa araka (renepupane Ha 6asoel
MBEM ):

e MoauduLupan Delphi MeTtoa (dunTPUupEE
HE pesynTaTmTe);

-



CubupaHe Ha EKENEPTHN SHaHMS

e TEXHMEHS

e CUCTEMEH aHaNIuS;

o NOMOUIHN CODTYEPHU CPEMS

« Intelligent Scenario Computer InkcHite
Program (I-SCIP®),




MopdonoruueH ananus p—

e NB/HO pasrneXaaHe Ha sapavara;

¢ WiMpoKo USHONSBAHE B LIACUDULaOHEE
BaMII;

e NMoesHaT U pasnpocTpaHeH B Hayuo-
USENEAO0BaTESNICKaTa 06acT METOM,

-



Crenka 1: Dedunupane Ha
PaSMEPHOETU N aNTEPHATUEMN




Crona 2: CeEbpsBane Ha aNTepraTueu

Spstem Complexity |

Hon ICT attacks




MaTpulia Ha KondauiKTUuTe / MaTpuLia Ha
KPOCKOHEUETEHTHOET

opdonoryeH aHanus

b alware and Fraud | Smart Environments Cyberattacks

k4 obile kalware Aoceszibility Critical |nfraztructure
Attacks againzt cloud | Systern Complesity Inziders

b alicious HwW Metwork Layer Protocols and Services

Mon ICT attacks

WHaoekc | OwnsHa [ Terno (Mg

n AKTHBHH CUEHAPHH +

20
25
18
20
35

40 MNacuenu CIlEHapHH -

[ S % T S R S R 5 I TR A5 ]




O6wm 66eM Ha amavaTa

Beeiienti romburiamm: 3 X AX 2X 3 =72




Cronka 3: FeHepupane Ha CUueHapun,

ROApeNAaHe U UMEHYBaHE

Mopdonormuer aHanus

Malware and Fraud | Smart Environments Cyberattacks
tobile Malware Azcezsibili Critic:al Infraztructune
Attacks againzt cloud System Cornplesity Inziders
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Cronka 3: Knaeuduuupaue Ha obeiKTute
Y aHaNus Ha YyBCETBEBUTENHOCETTa B 4D
NPOETPAHETED

f d 3D Awarpama Ha YyECTEMTEAHOCTTA - "
Nerenna
Odexr  [OnMcanqe
1 Connecting
2 Pokes:21,10.11
3 Likes14,14.0
4 Comments52,27,41
5 Chat:8,17.-3
g Taggs:4.4.0
7 Feport:58,29,29
= Download: 4,40
3 Share: 33,825
10 Searchi21,129
M Create event:8,4,4
12 Create appz:d.4.0
13 Groups: 12,120
14 Photoz_“ideos:31,68,-37
15 Ewvents4,25,-21
16 Profile: 33,5017
17 Friends:59,58.1
18 Messages:17.25,-8
19 Suggest12.17.-5
20 W all:58,95,-37
21 Fost:33,17.16
22 Respond:17,0,17
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HYBCTBUTEAHOCT [~ Yesnmerie oo DIn




Banupmpane Ha rnmoyyueHmure p@gyﬁﬁm

»

Variables Set

5
Forecasting time frame




M+1

— — (X — X
}:JI-FP = Z'}:kﬁpe || J ’ H
=1

Where:

Xk, - ™ closest neighbour to x;;
i, > N, k+ p < N. N 1s the first half of data points used for forecasting of the second one;

kap - k™ closest neighbour to x;, p steps ahead;

il
M - work space (embedding in case of single time series reconstruction) dimension;
p - number of steps ahead: o - expert-defined constants defined for the different dimensions M. The

. . . . . moo. . .
notation of space dimension M is used because the real simplex A" dimension m could be initially
unknown and M < m.

The error € could be estimated in different ways but what was empirically evident that it is not necessary
to consider € of more than integral cubic degree of accuracy:

.|| 1s the Euclidean distance in M dimensional space;
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NMpuMepHu cLeHapuu 3a 6baellu
KiubBepsannaxu Wsnonssaliu Mé?@éém
cUeHapuuTe o

I a puishell: Avaka BELPXY 6aHKOBUTE EMETEY Hol
YAETHO SIUNLE USTIONZBaLLO0 WHTEIUISHTHU MoGHIIR
YETPONETES U NEPCOHANEH KOMITEOTEP]

The peccadillo: Ataa BELPXY UHTENUrSHTEHN
MSMEPEBaTENEHMN YETPONETES € YUAETUETO HE
epraHUsMpaHa NPecToika rpyna.
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NuarpaMa Ha YYBECTEBUTENHOETTA

d 3D Awarpama Ha 4yECTEWTEAHOCTTA

NMerenpa
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2 Pokes21.10.11
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4 CommentsE62,21.41
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7 Feport:58,29,29

g Download:4.4.0

9 Share:33,8,25

10 Search:21.12.9

1 Create event:8.4.4
12 Create apps:4.,4.0
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