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3annaxu B ICT nHdpacTpykTyparta
10 cueHapus Bbpxy 3annaxurte B ICT MHGpacTpyKkTypaTa
KakBn ca OCHOBHUTE 3aKMnYeHUd 1 00LWmM 3annaxu

Bbaelo pas3suTMe Ha U3cneaBaHusATa B obnacTTa



3annaxu B ICT nHcpacTpykTypaTta
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Managing Emerging Threats in ICT Infrastructures
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FORWARD is an initiative by the European Commission (under FP7) to promote the
collaboration and partnership between Academia and Industry in their common goal of
protecting Information and Communication Technology (ICT) infrastructures.

OcHOBeH pe3ynTar:
FORWARD Whitebook: Emerging ICT Threats



CnucbK Ha eb3MOXXHU 6b0ewu Kubep 3annaxu

High Priority
#  Threat Description Impact Likely Oblivious R&D
I Threats due to parallelism M M H M
2 Threats due to scale H M H M
3 Underground economy  support H H L H
structures
4 Mobile device malware H H M H
5 Threats related to social networks H H M H




Threats due to parallelism
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Threats due to scale
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Underground economy support structures
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Mobile devices malware

Malware Delivery Vectors for Mobile Devices
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Threats Related to Social Networks
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http://en.wikipedia.org/wiki/List of social networking websites



http://en.wikipedia.org/wiki/List_of_social_networking_websites

Medium Priority

# Threat Description Impact Likely Oblivious R&D
6  Routing infrastructure H H L M
7 Denial of service H H L M
8  Wireless communication H H M M
9 Unforeseen cascading effects H M H H
10 False sensor data H M H M
11  Privacy and ubiquitous sensors M M M M
12 User interface M H M H
13 The insider threat H M M M
[4 System maintainability and verifia- M H M M
bility
IS5 Hidden functionality M M H M
16 New vectors to reach victims M H M H
17 Sensors and RFID M H M H
18  Advanced malware M H M M
19  Virtualization and cloud computing H M H M
20 Retrofitting security to legacy sys- M M M L
tems
21 Next generation networks H H M M




Low Priority

# Threat Description Impact Likely Oblivious R&D
22 IPv6 and direct reachability of hosts M H M M
23 Naming (DNS) and registrars L H M L
24 Online games L H M L
25 Safety takes priority over security L M H M
26 Targeted attacks M H M M
27 Malicious hardware M L H M
28 Use of COTS components M H M M




10 cueHapua sbpxy 3annaxurte B ICT nHppacTpyKTyparta

Election Fraud

Crashing the Stock Market for Fun & Profit
Industrial Espionage

The Smart Grid

The Oil Spill

Fabrication Take Over

The Politician’s Phone

Mass Blackmailing through Social Networks
Attack Against an Electric Power Station
Attack on a Water Power Station



KaKkBu ca OCHOBHUTE 3aK/NIOUYEHUA U 06I.I.I,M 3annaxu

MawabHocTTa Ha TEXHONOrM4YHOTO passutune!!!

YoBellKkna pakTop KaTo N3TOYHUK Ha HaW-BUCOKa HeEoNpeaeneHocCT n
noTeHuymanHa 3annaxalll



bbaewo pa3BuTne Ha akageMUYyHuU
ni3crnieasaHusita B oobnacrtra



EU FP7 Project

A European Network of Excellence in Managing Threats and
Vulnerabilities in the Future Internet: Europe for the World

SySSec 2010 -2014
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Participating Countries
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Industrial Members

Symantec

SysSec Europe Microsfot
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KakBa e ocHoBHaTa naena?

Instead of reactively
chasing after

attackers,

we should start
! nd thin k WP3: Threats on the Future internet

working proactively

abOUt emerglng WP4: Malware and Fraud

threats and R
ooy " WP5: Smart Environments
vulnerabilities...

WP6: Cyberattacks
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KakBo nnaHupame ga Hanpasum Hue?

CmpykmypeH u cucmemeH aHanu3 Ha 6voewume 3anaaxu Ha 0CHOBAMA HA
daHHUme om ripoekma FORWARD u HosonosnyyeHu om nipoekma SyS Sec

Plausible Future

Securty policy and security
system capabilities development



CodTyepHa noaapbHKKa

CTpyKTypeH aHanums
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CucremMeH aHanmM3 n aHanu3 Ha YYyBCTBUTEJTHOCTTA
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Hsakon apyrm aktTuBHOCTM B o6nacTra Ha KNbepcurypHocTTa

« European Security Research & Innovation Forum — ESRIF, 2009
« NATO ACT Cyber Defence Framework, 2010

* NC3A Multinational Cyber Defence Program, 2010



bnarogaps 3a BHUMaHueTo!



