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Finding Rogue nEtworks (FIRE)

= Rogue AS = friendly AS, with hosts that do
Malware hosting
Botnet traffic (C&C)
Phishing
Spamming
« Collects data from:
Anubis (malware, C&C traffic)
PhishTank (phishing)
SpamHaus (spamming)



Baring Unknown Rogue Networks (BURN)

Built on top of FIRE
Visualization system
Meant for both

End-users (visual exploration)

Experts (overview, knowledge discovery before
using FIRE)

Prototype currently in beta phase
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