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� CYBER THREATS AND SMART HOMES

� APPROACH TO TREATS IDENTIFICATION

� IMPLEMENTATION AND EXAMPLES

� RESULTING SCENARIOS

� ONGOING AND FUTURE WORK





• DIGITAL SOCIETY IS NO LONGER A TOPIC OF THE FUTURE OR SCIENCE

FICTION BOOKS, BUT A REALITY OF TODAY;

• IN ADDITION TO THE BENEFITS THAT IT PROVIDES TO THE PEOPLE, IT
ALSO COMES WITH A NUMBER OF ISSUES AND PROBLEMS, ONE OF THE

MOST IMPORTANT OF WHICH IS SECURITY;

• THERE HAVE BEEN AN EXPANSION OF THE TRADITIONAL THREATS INTO

NEW FIELDS LIKE SOCIAL MEDIA AND MOBILE DEVICES;

• ONLINE ABUSE AND CRIME IS SPREADING NOT ONLY FOR THE

“TRADITIONAL” BUSINESS AND BANKING BUT ALSO TO NEW

PLATFORMS, EMERGING WITH THE NEW TECHNOLOGIES AND

APPLICATIONS.



WE LOOK AT ONE SUCH MODERN APPLICATION – THE SMART HOMES

AND ITS NUMEROUS AUTOMATED DEVICES THAT ALLOW:

- REMOTE ACCESS TO AIR CONDITIONING, HOUSEHOLD MACHINES,

HOUSE CLEANING AND LIGHT SYSTEM (INCLUDING ENERGY

EFFICIENCY APPLICATIONS);

- SPECIFIC APPLICATIONS AS ELDERCARE AND CHILDCARE;

- VIRTUAL & AUGMENTED REALITIES IMPLEMENTATION.
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• WE ASSUME THAT SMART HOMES ARE CYBER-PHYSICAL

SYSTEMS ENCOMPASSING BOTH TECHNOLOGIES AND

HUMAN FACTORS;

• THE MAIN IDEA IS TO CHOSE THE FACTORS IN A SYSTEM (WE

CALL THEM DIMENSIONS) WITH THEIR VARIETIES (WE CALL

THEM ALTERNATIVES) AND TO RUN SCENARIOS ENCOMPASSING

DIFFERENT ALTERNATIVES FROM MULTIPLE DIMENSIONS.
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� WE HAVE CARRIED OUT A SURVEY WITH 152 PARTICIPANTS –

PEOPLE IN THEIR EARLY 20-IES;

� AGENT BASED MODELING IS BEING CARRIED OUT RELATED TO

DIFFERENT SCENARIO CONTEXT;

� ENVIRONMENTAL SENSOR SYSTEM IS BEING DEVELOPED AND

DEPLOYED;

� ON-HAND EXPERIMENTS PLANNED TO START SOON.
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More than one answer was allowed.

WHAT KIND OF SMART DEVICES DO YOU USE DAILY?
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ACTIVITY FOR USING SMART DEVICES:

More than one answer was allowed.



SYSTEM ANALYSIS FOR SELECTED SCENARIOS FROM THE MORPHOLOGICAL ANALYSIS

I-SCIP-SA 

SOCIAL NETWORKS CYBER THREATS IDENTIFICATION EXAMPLE AFTER MINCHEV, 2012



DEFINING OF A GENERAL CONTEXT FOR STUDYING SMART HOMES

ENVIRONMENTS CYBER THREATS REQUIRES A COMPLEX MIXTURE OF

EXPERTS’ OPINIONS, COMBINED WITH LITERATURE DATA AND REAL

SENSORS SYSTEMS AVAILABILITY FOR RICH ENVIRONMENT AND HUMAN

FACTOR MONITORING.

THIS COMPLEX MIXTURE IS FURTHER PROCESSED VIA MORPHOLOGICAL

AND SYSTEMS ANALYSIS FOR GENERAL AND CONCRETE CYBER THREATS

SCENARIOS SELECTION BASED ON EXPERTS KNOWLEDGE AND SOFTWARE

SUPPORT TOOLS.
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