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Data Anonymization

In the Advanced Metering Infrastructure, intelligent measurement devices are depl
Data can be gathered with a high frequency and granularity, which in turn

raises privacy concerns since it can be used to infer information about people’s life
A challenging aspect is the study of data anonymization requirements with regards
gathered data volume and granularity.

Scalable, On-line Data Analysis

Detection of attacks and misbehavior in the Advanced Metering Infrastructure is important.

Such detection relies on on-line monitoring, distributed and parallel in-network aggregation and
continuous comparison between past and live features of the infrastructure.

As an example, an online and continuous comparison of expected and observed firmware update
rates might lead to an early and effective threat detection.

Education

One major problem is the lack of cross-domain expertise in both ICT security and
power engineering.

- A new Master’s course is given @ Chalmers: ICT Support for Adaptiveness and
(Cyber)security in the Smart Grid, where industry partners give seminars.

_ - Several ongoing Master’s projects cover important research topics: fuzzing,
FUZZIﬂg in-network aggregation and data validation, among others.

By using fuzzing, the protection of equipment in the Smart Grid can be

iImproved. In fuzzing, one checks the response of “black-box” devices against
malformed input and checks the stability using protocol gnostic and agnostic tools.
Joint work with Security Matters B.V., Netherlands
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Inject malformed data/ Check error state
News:
e [2014-03-11] We will try to accomodate the meeting times for the course based on the students that participates. We have now booked two

slots per week: Tuesdays 10--12; Thursdays 13--15, but if some of you also follow the security courses given in SP4, we will move the slots so
you can also participate in this class. Just come to the first meeting.

* [2014-02-21] New draft home page created. Content will be added during February.

* [2014-02-21] The homepage from last yvear can be found here, not that the course code has changed.

Magnus Almgren. Zhang Fu, Vincenzo Gulisano,
Marina Papatriantafilou, Valentin Tudor
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