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THREATS IDENTIFICATIO

(1 PROPER THREATS IDENTIFICATION IS CONTEXT
DEPENDABLE;

'

] RANKING IS INEVITABLE,

-

(1 OVERLAPPING IS DIFFICULT TO SURMOUNT.

The NATO
is suppor db_y and Secui Progrn nme




RANKING & CONTEXTUALIZATION

Threats Ranking

Contextuallzatlon

O\

Scenario 1

Level 3 Scenario 2

| Level 5
B Level 7

‘~—..___—’

Level n | J

Scenario k

This citiviry The NATO Science for Peace
is supported by:

and Security Programme



EXTRACTED KNOWLEDGE ANALYSIS
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MORPHOLOGICAL ANALYSIS

] COMPLETE TASK CONSIDERATION;

] WIDE USED FOR CLASSIFICATION TASKS;

(] FAMILIAR TO THE SECURITY & SOCIAL SCIENCES.
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General problem volume

Possible combinations: 3 X4 X2X2X3X5 =720

Driving factors are extremely
necessary, otherwise you can not
really optimize your resources!!!
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SYSTEM ANALYSIS

(1 INTUITIVE ENTITY-RELATIONSHIP NOTATION;

(1 DETAILS’ CONSIDERATION;

(1 FAMILIAR TO THE MILITARY & SCIENTIFIC WORLD.
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- This system looks quite nice, but we have to
- orient it within the driving factors, otherwise it
. will stay rather complex!!!
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OTHER EXAMPLES

Foresight Security Scenarios —
Mapping Research to a Comprehensive Approach to Exogenous EU Roles

Final project summary report wine o % STEM O®

uter Systems
Deliverable 1.5 Computer Systems & Software

CEUSS | Center for European Security Studies,
Sigmund Freud Private University Vienna

March 2013

OCUS is co-funded by the European Commission under the 7th Framework Programme. theme “security”,
SRR work programme topic 6.3-2 “Fore sighting the contribution of Security Research to
meet the future EU roles”.
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A Roadmap for Systems Security Research
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In Summary

DOMAINS

e Malware
Mobile Devices
* Targeted Attacks
Social Networks
* Social Engineering - Phishing
Critical Infrastructures

CHALLENGES
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Experimental Cyherthreats
Brainstoriming
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WHAT-IF SCENARIOS:

ROBOTS ENTER OUR EVERYDAY LIFE

HUMANS CAN ENTER THE VIRTUAL REALITY AND
FEEL COMPLETELY THERE ™

HUMAN-MACHINE INTERACTION IS ALREADY
AVAILABLE ON MENTAL LEVEL . ,j

P

A\
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THREATS & RISK BRAINSTORMING:

THREATS WE FEAR:

DOMAINS:

CHALLENGES:
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OBVIOUSLY, THE IDENTIFICATION OF CYBER RISK AND THREATS IS NOT
QUITE A TRIVIAL TASK. THE PRESENTED METHODOLOGICAL FRAMEWORK
CLAIMS COMPREHENSIVENESS BY MEANS OF BOTH THE TECHNOLOGICAL
AND HUMAN FACTOR INVOLVEMENT. THE ANALYSIS HOWEVER IS CONTEXT

DEPENDENT BUT AT LEAST MANAGEABLE THROUGH VALIDATION!

S0, THERE IS NO A UNIVERSAL SOLUTION BUT ONLY A FEASIBLE ONE,
BECAUSE FUTURE FORECASTING HAS ALWAYS BEEN AND STILL STAYS A

CHALLENGE ©
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