
Cyber Risks & Threats. 

State of the art & future trends 

ASSOC. PROF. DR. ZLATOGOR MINCHEV 

A COMPREHENSIVE 

METHODOLOGICAL 

OVERVIEW WITH 

EXAMPLES 









Context Generation 

Analysis 

Validation 





Present 

situation 

Alternative future 1 

Alternative future n 

Morphological 

Analysis 

System Analysis 

Validation Results Assessment 

Scenario 1 Scenario k 





Cyberthreats 2012 Cyberthreats 2013 

http://snfactor.com/snfactor/sites/files/lb_zm_kb_a_i_paper_2012_4.pdf
http://www.red-book.eu/


 EXPERTS SELECTION 

 PROPER UNDERSTANDING 

 NOISE REDUCTION 

 HUMAN SUBJECTIVENESS 

 SOFTWARE SUPPORT NECESSITY 

 VALIDATION DIFFICULTIES 





Level 1 

Level 2 

Level 3 

Level 5 

Level 6 

Level 7 

Level n 

Threats Ranking Contextualization 

Scenario 1 

Scenario 2 

Scenario k 
Scenario 3 



 

TECHNIQUES: 

 

MORPHOLOGICAL ANALYSIS; 

 

SYSTEM ANALYSIS; 

 

WORKING ENVIRONMENT: 

MS OFFICE/OPENOFFICE; 

 

INTELLIGENT SCENARIO COMPUTER INTERFACE PROGRAM  

(I-SCIP). 

 



 COMPLETE TASK CONSIDERATION; 

 

WIDE USED FOR CLASSIFICATION TASKS; 

 

 FAMILIAR TO THE SECURITY & SOCIAL SCIENCES. 







Possible combinations: 3 Х 4 Х 2 Х 2 Х 3 Х 5  = 720 

Driving factors are extremely 

necessary, otherwise you can not 

really optimize your resources!!!  









 INTUITIVE ENTITY-RELATIONSHIP NOTATION; 

 

 DETAILS’ CONSIDERATION; 

 

 FAMILIAR TO THE MILITARY & SCIENTIFIC WORLD. 
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This system looks quite nice, but we have to 

orient it within the driving factors, otherwise it 

will stay  rather complex!!! 
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Social networks context MA 



Resulting Scenarios 
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Smarthomes context MA 
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Sensitivity Diagram 
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Mapping the threats we fear 



Listing the assets we value 



Domains of the game 



In Summary 



Experimental Cyberthreats 

Brainstoriming 



 

ROBOTS ENTER OUR EVERYDAY LIFE 

 

HUMANS CAN ENTER THE VIRTUAL REALITY AND 

FEEL COMPLETELY THERE 

 

HUMAN-MACHINE INTERACTION IS ALREADY 

AVAILABLE ON MENTAL LEVEL 

WHAT-IF SCENARIOS: 



THREATS & RISK BRAINSTORMING: 



   OBVIOUSLY, THE IDENTIFICATION OF CYBER RISK AND THREATS IS NOT 

QUITE A TRIVIAL TASK. THE PRESENTED METHODOLOGICAL FRAMEWORK 

CLAIMS COMPREHENSIVENESS BY MEANS OF BOTH THE TECHNOLOGICAL 

AND HUMAN FACTOR INVOLVEMENT. THE ANALYSIS HOWEVER IS CONTEXT 

DEPENDENT BUT AT LEAST MANAGEABLE THROUGH VALIDATION! 

 

   SO, THERE IS NO A UNIVERSAL SOLUTION BUT ONLY A FEASIBLE ONE, 

BECAUSE FUTURE FORECASTING HAS ALWAYS BEEN AND STILL STAYS A 

CHALLENGE      
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