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1 Executive Summary

This document is the final report on web access for the whole duration of the SysSec
project. The deliverable consists of three main chapters. In Chapter 2, we present all

the public sections of the SysSecwebsite and we provide web statistics such as the
number of visits (sessions) and pageviews for each section, for each one of the four
years of the project. Moreover, we provide a categorization for the documents hosted

on the website and present statistics about the number of downloads they had

throughout the duration of the project.

In Chapter 3 we present web statistics for the website that was created for the
promotion of the RedBook, our updated Roadmap in the area of Systems Security
and the number of downloads of the RedBook

Finally, in Chapter 4, we present statistics about the social media channelsthat were
established throughout the duration of the project.
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2 SysSec Website

The SysSec website launchedhn the first month of the project on September 23, 2010
The public sections of the website aim to:

91 provide information about the project and its goals.

1 make public the results produced by the project, such as papers, organized
events, talks etc.

1 help interested parties to get in touch with the SysSec consortium and
community.

In this section we provide information about the role of each section, the visibility

they had throughout the duration o f the project and finally we present statistics about
the documents hosted by the website.

2.1 Website Sections

2.1.1 Home s ection

The primary goal of the Home section is to provide a general overview of SysSec and
its goals. Since this is the default landing page of the website, it also provides the
latest news on the project. The Home section of the website can be seen irFigure 1

syssechlie

The SysSec Red Book Stay updated

Our updated Roadmap for Systems Security Research has been released! This effort Social media
has been by the SysSec co with young reseal s in the area

ph ading role in shaping the Roadmap and the consultation of the SysSec

co and Associate Members

RED BOOK  Our Research Roadmap, labeled "The Red Book" was published on September 15t @syusecproje
2013, It will rinted in hard copies as a book. Click on the book cover or go to Read sbout the Data Transparency
red-book.eu to get it communty here datetransparencylab.crg

Managing Threats and Vulnerabilities in the Future Internet

Defending ICT infrastructures

Over the past decade we are witnessing an ever-increasing amount of cyberattacks on the Internet. Prolific, ingenious, and
ranging in style from large-scale worms to “below the radar" phishing attempts, cyberattacks have evolved to
unprecedented levels of sophistication.

Read our news on Facebook .
To counter these cyberattacks, defenders are (mostly) developing safequards, after the attack was made. In the meantime,

whi defenders are busy with mending the fences, attackers had already developed and planned thei next strke. Whatwe | Emaiil updates
have realized over this past decade is that we are facing an asymmetrical threat: unless addressed, this asymmetrical threat

will have us defenders locked into a vicious cycle: chasing after attackers without ever being able to catch up. Join our mailing list to learn
We believe that in order to advance in the field of cybersecurity, we must act proactively and in synergy to change the rules < (@ first about project and other
of the game: instead of being reactive to cyberattacks, we should become proactive. Instead of cleaning after existing (o systems security related news
past) attacks, we should work on predicting threats and vulnerabilities and build our defense before threats materialize. and activities.

Research combined with effective synergies s critical to realizing this game-changing plan and Europe has the expertise

ndie talent 0 succesd m

Europe for the World

SysSec proposes to create a Network of Excellence in the field of Systems Security for Europe to play a leading role in
changing the rules of the game. Capitalizing on the resuits of the recent FORWARD initiative and building on strong
synergies with Industry and Policy makers, SysSec will work towards:

1. creating a virtual center of excellence, to consolidate the Systems Security research community in Europe

2. promoting cybersecurity education

3. engaging a think-tank in discovering the threats and vulnerabilities of the Current and Future Internet,
4. creating an active research roadmap in the area, and
5. developing a joint working plan to conduct State-of-the-Art collaborative research.

L[6]+ [ST S

Vou 30 172 mers e

[ [T N——

Figure 1-SysSecHomepage
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2.1.2 Partners s ection

The Partners section (see Figure 2) provides information on the members of the

SysSec consortium, aiming to get the visitor known to them and also to make their

position evident as leaders in the systems security research in Europe. This is very
important for the consortium of a Network of Excellence. For each partner a general
organization overview is provided which is followed by details on their SysSec related
activities. Next each partnerds description

S g S S e C.O About ~  Community ~ Events ~  Scholarships - Publications Publicity ~ News Education

The members of the SysSec consortium

' FORTH ]

The Foundation for Research and Technology - Hellas (FORTH) is the largest Greek State Research and Development Center. It consists of six
Institutes; the Institute of Computer Science (ICS) is one of them. In its thirty-year history, FORTH-ICS has established itself as an internationally

1 known and highly competitive research institute, with modern infrastructure and a broad range of research, development, and educational activities
in computer science, computer engineering and in communications. FORTH-ICS is staffed by high quality personnel (Ph.D's, engineers, graduate
student research assistants and undergraduate student trainees).

. Politecnico di Milano is the largest Italian Technical University, with over 38.000 students in all areas of engineering, and over 1500 faculty members.
b, 0% It has a long tradition of research and teaching in all the domains of technology. The Dipartimento di Elettronica e Informazione (DEI) is the largest

§ department of the university, providing research and education at all levels in the whole IT area. DEI has 180 faculty members and slightly short of
o4 200 PhD students and postdoc researchers. DEI has been (and is) actively involved in a large number of European projects. The Performance

¥ Evaluation Laboratory (VPLab) leads the research in the dependability, security and performance areas. VPLab has been involved in several industrial,
national and European research projects. In recent years, much of the research of VPLab has focused on intrusion detection, in particular anomaly
detection, at both the host and the network level. The current research activities in the area of information security are focused on computer virology and automated
forensic analysis.

\: VU University Amsterdam

The Vrije Universiteit (established 1880) is a private University located in the southern part of Amsterdam, The Netherlands. It has over 15,000
students studying in 12 faculties. The Computer Science Department is in the Faculty of Sciences and its staff consists of about 50 faculty members,
> several dozen postdocs and visiting researchers along with more than 40 Ph.D. students. The Vrije Universiteit Amsterdam (VU) is one of the leading

Figure 2 - SysSec website Partners section

2.1.3 Publications s ection

The Publications section is used to make available to the public the documents
published by SysSec. It contains a single page with a list of deliverables, whitepapers,
journals and conference papers that have been funded by SysSec.

The title of each paper is added to the page as soon as its acceptance notification is
received. The download link is added later when the text of the paper has been
finalized (camera ready version). All documents in this section are associated with
anchor links. When a visitor reaches the page from a link that contains an anchor, the
corresponding document will be highlighted. This way of linking a publication is
preferred because it is less obtrusive to the user than a direct link to the PDF
(Portable Document Format) file, which in many configurations results in the

document beingol acdkedrmwseird and is consi der e

is also less beneficial to the dissemination of the project results because it does not let
the user browse through the other SysSec publications.
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2.1.4 Publicity s ection

This section contains informatio n for the remaining dissemination actions of the
consortium. Because these actions can be quite diverse, this section has been
structured in two levels from the launch of the website.

1 Presentation page: details the talks, seminars and presentations made ly the
consortium to promote the project.

1 Media page: lists the references to the project found online and in traditional
media.

2.1.5 Events s ection

The Events section (see Figure 3) was added in January 2011 to accommodate the
Call for Papers for our 1st SysSecworkshop and after that to provide information
about all public events, workshops and summer schools organized within SysSec For
eachevent we had createdits own page under this section where more information is
hosted (2nd SysSec workshop 1st SysSec summer schogl2nd SysSec summer schodl.
This section also hosts the webpages ofDIMVA 2012, EUROSEC 2012 EUROSEC
2013, EUROSEC 2014and EUROSEC 2015 One of our contributions was the design,
hosting and support of their websites. The websites are hostal under the main SysSec
website, but use a different theme.

nity - Events = Scholarships ~ Publications

2nd SysSec Summer School
2nd SysSec Workshop
1st SysSec Summer School

1st SysSec Workshop

wr System eased! This effoi
‘he SysSec lers in the area
haping the EuraSec 2015 bf the SysSec

Members EuroSec 2014
abeled "¢ EuroSec 2013 ieptember 1st
dinharde EuroSec 2012 k cover or go to

DIMVA 2012

Figure 3 - Webpages under Events section

WWW.Syssecproject.eu -8- November 30, 2014


http://www.syssec-project.eu/events/1st-syssec-workshop/information/
http://www.syssec-project.eu/events/2nd-syssec-workshop/information/
http://www.syssec-project.eu/events/summer-school-2012/information/
http://www.syssec-project.eu/events/summer-school-2014/information/
http://www.syssec-project.eu/dimva-2012/
http://www.syssec-project.eu/eurosec-2012/
http://www.syssec-project.eu/eurosec-2013/
http://www.syssec-project.eu/eurosec-2013/
http://www.syssec-project.eu/eurosec-2014/
http://www.syssec-project.eu/eurosec-2015/

SysSec D2.2 FP7/ICT/ @ 257007

13 April 2014, Amsterdam, The Netherlands

™) ‘EURDSEC

2014 European Waorkshop on System Security

Overview About EuroSec

Programme The seventh European Workshop on Systems Security (EuroSec) aims to bring together

Spread the word researchers, practitioners, system administrators, system programmers, and others interested in the
latest advances in the security of computer systems and networks. The objective of the workshop is
to discuss novel, practical, systems-oriented work. EuroSec 2014 will be held on the 13th of April,
2014, in Amsterdam, The Netherlands. The workshop will precede the main EuroSys 2014
conference.

Topics of Interest
BurosSys

ALH SIGOPS n Suope

Organisation

EuroSec seeks contributions on all aspects of systems security. Topics of interest include (but are not
limited to):

® New attacks, evasion techniques, and defenses.
® Operating system security.

® Mobile systems security.

e Malicious code analysis and detection.

* Web security.

e Network security.

Figure 4 - EUROSEC2014 website was hosted under www.syssec-project.eu.

2.1.6 Scholarships section

This session was added to the SysSec website in late April 2011. It initially contained
the call for scholarship proposals. Soon after, it was augmented with a FAQ list aimed
to clarify potential misunderstandings on the application p rocess. Finally, in June
2011, the call for Marie Curie postdoctoral fellowship proposals was added. With this
call, we aimed to provide support to postdoctoral researchers returning from abroad
in requesting funding.

2.1.7 News section

During the 1st SysSec workshop, we were contacted about job offers in organizations
which could be of interest to the wider systems security community in Europe. To
promote such job openings and encourage the mobility of systems security experts
within Europe, we created the News section in our website (see Figure 5). In general,
this section worked as complementary to the existing Twitter-based SysSec news
feed. The latter is better suited for pushing short announcements rather than verbose
posts.
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S g sse C.O About - Community =  Events~  Scholarships =  Publications  Publicity = News  Education

Postdoctoral Researcher Positions at FORTH m

18 August 2014 ‘ News by month:
The Foundation for Research and Technology (FORTH) invites talented and motivated candidates with appropriate
expertise to express their interest in the positions available in the project “Developing the foundations for modeling and

* August 2014

analysis of spectrum markets” (CoRLAB), funded by a Research Excellence grant (GSRT/APIZTEIA). * June 2014

) ) ® March 2014

|2 Positions of Postdoctoral Researcher ® February 2014

h . ® January 2014
The work focuses on the analysis and assessment of wireless network markets and services. Topics include modeling the ® December 2013
quality of experience of telecom services, analysis of incentives for adopting certain services/technologies, evaluation of ® July 2013
partnerships between service providers and/or users, analysis of resource sharing mechanisms, assessment of the * May 2013

knowledge of quality of experience of a service on a market.

\:Require qualifications

® B.5c/B.S in Computer Science or in a related field
# Ph.D. in Computer Science or in a related field
® Completed military service (for male candidates)

® January 2013

® November 2012
® October 2012

® September 2012
® July 2012

© April 2012

® February 2012

® In-depth understanding of wireless networks and communications (e.g., in the design and analysis of network systems)
® Experience with EU projects (e.g., participation and proposal writing)

* Knowledge of network economics

* Good knowledge of programming

® January 2012
® December 2011
® November 2011
® September 2011

'Employment | :ﬁﬁ;:;tmzw

The successful postdoctoral candidate(s) will be offered a contract for one year. \‘News by tﬂg'

\Appllcatlon ‘ aalto, academic, anonymous, article,

Interested parties are invited to submit their application by August 31st, 2014, award, brussels, california,
cambridge, cfp, chalmers,

Their application should include the following documents: competition, computation,

conference, cyprus, dutch, enisa,
erasmus mundus, ercim, eth, forth,
fukuoka, germany, hackathon,
helsinki, high-level-conference, japan,
job, jre, london, manchester, new

® Curriculum vitae (CV)

® Copy of their academic diplomas/certificates
® Letters of recommendation

o Certificates of work experience

Figure 5 - News section of SysSec wekite

2.1.8 Community section

The Community section was added late in August 2012, in order to host information
about the SysSec Associate Members. Initially, it contained the form for applying to
be a member and the list of accepted associate menters. Then we added a page
presenting the benefits of being a SysSec Associte Member. Additionally, we have a
world map showing in which countries we have associate membergsee Figure 6). In
order to stress our focus on strengthening the Systems Security community in
Europe, the default map view shows Europe. A world map view is also available by
clicking the respective link.
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Associate Members of SysSec

[ Map of Associate Members l

SysSec currently lists 76 Associate Members around the world. The distribution of the members acrozs different countries can be seen in the map below.

Eurepe | World

0 I 1

Want to join our community? Just fill our application form.

Figure 6 - Map of SysSec associate members
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2.2 Visitors & Trends
2.2.1 First Reporting Period

The visits to the SysSec website pemonth during the first year of the project can be
seen inFigure 7. We can see that a total 0f9,207 visits were recorded in this period.
This means that we had an approximate of more than 25 visits per day

Cumulative Number of Visits (Sep 1,2010 - Aug 31, 2011)
10000

8000
6000
4000

2000

Sep-10 Oct-10 Now-10 Dec-10 Jan-1l Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11  Aug-11

e 9,207 vists " 59.64% Bounce Rate

e 19,604 Pageviews Jove e 002071 :54 Avg. Time on Sits

J . 213 Pagesivisit [ 43 42% « New Visis

Figure 7 - First year visits to the SysSec website

It is important to notice that important events in our dissemination activities: the
public website announcement, the promotion and organization of the 1st SysSec
workshop and other announcements (e.g. about the SysSec scholarships) helped to
increase therate of visits.

The pages viewed by the visitors of our websitefor the first year of the project appear
in Figure 8. Naturally enough, the front page of the website and the It SysSec
workshop dominate the page views. It also seemsthat there was a considerable
interest in our Publications and Presentations section. The grey slice in the pie
represents the percentage ofpagesother than those in the top ten list.

Finally, we can see that there wasalready some interest on the SysSec scholarship
scheme.
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Unique pageviews (Sep 1, 2010 - Aug 31, 2011)

16000
14000
12000
10000
8000
6000
4000
2000

Sep-10 Oct-10 Nov-10 Dec-10 Jan-11 Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11 Ang-11

s
=
T

84 pages were viewed a total of 19,604 times

Caontent Parformanca

Pageviews % ﬁEhThmm Bounce Rate 2% Exit $ Index

18,604 58.64% 46.96% .00

%% of S8e Total 14.553 mﬁ‘l ;41- Sile Avg S#e Avg g Avg
100.00% % off Site Tota Sie Avg 5O.B4% 10.00°%) 48.06%. (0.00%) £0,00 (0.00%%)

100.00% 0020141 (0.00%:)

Page Pageviews  Pageviews Pageviews

. . 3015 8.99% 6.65%

B /feventsi sl-syssec-workshop/ 5,027 25.64% 5.26%

11.38%

B /publications/ 223 11.38%
6.07%

levents/l sl-syssec-workshop-program/ 1,763 8.99%
B /partners/ 1,303 6.65% 25.64%
B /publicity/presentations 1,032 5.26%

30.15%

B /publicityimedia’ 345 1.76%

ischolarships/applications/ az7 1.67%

levents/l sl-syssac- 263 1.34%

workshop/Mb_xd_fragment=

fscholarshipsfag/ 212 1.08%

Figure 8 - Unique page views of the website content the first year
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2.2.2 Second Reporting Period

The number of visits to the SysSec websiteof the second year and acomparison of the

visits between the first and the secondyear of the project can be seen inFigure 9. We

can see that a total of 11,500 visits were recorded during the second year of the
project, which is an increase of 25% compared to the first year. This means that we
had an approximate of more than 30 visits per day . More important, there was a

58.69% increase in the unique visitors as well as a significant increase in the
average time the visitors spent on the website.

A comparison of the unigque website pageviews during the first two y ears of SysSec
appears in Figure 10. In both years the front page of the website had the most views.
Naturally enough, the Publications and Presentations sections followed. These pages
were the most frequently updated, so it was expected to rank high in views. There was
also an increased interest for the SysSec scholarship scheme, which we had started
promoting in the final quarter of the first year of SysSec.

Cumulative Number of Visits (Sep 1,2011 - Aug 31, 2012)
22000

20000
15000
15000
14000
12000

10000
Sep-11 Oct-11 Now-11 Dec-11 Jan-12 Feb-12 Mar-12 Apr-12 May-12 Jun-12  Jul-12  Awg-12

Visits: 25.00% Pages / Visit: 12.90% Bounce Rate: -5.75%

5B T1% va S0UGS

Unigque Visitors: 58.69% Avg. Visit Duration: 32.06% % New Visits: 23.76%

8,385 va 4,011 E3e02:31 va e B3.7A% va 4342

Pageviews:41.12%
aT 04 i

Figure 9 - Second year visits to the SysSeavebsite
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Unique pageviews (Sep 1, 2011 - Aug 31, 2012)
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1. W SysSec: About B. SysSac: 15t SysSec Workshop Info
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2 W SysSec Publications 8. m SysSec 1st SysSec Workshop Program
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Figure 10- Comparison of the unique website page views during the first two years
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2.2.3 Third Reporting Period

During the third year of the project, we received a total of 11,635 visits to our
website. This represents an increase compared to the second year.The number of
unique visitors  were also increased by 7.34 %. A comparison of the website
visitors during the second and third year can be seen inFigure 11

Cumulative Number of Visits (Sep 1,2012 - Aug 31, 2013)
34000

32000
30000
28000
26000
24000

22000
Zep-12  Oct-12 Now-12 Dec-12  Jan-13  Feb-13 Mar-13  Apr-13 May-13  Jun-13  Jul-13  Aug-13

Visits Unigue Visitors % Mew Visits
1.09% T.34% 6.21%
11,635 vs 11,508 6,832 v 8,365 o7.08% vi 53.74%

Figure 11- Website visitors during the third year

In Figure 12 we can seethe number of unique page views on the websitethe third
year.

Unique pageviews (Sep 1, 2012 - Aug 31, 2013)
44,000
42,000
40,000
38,000
36,000
34,000
32,000

30,000
Sep-12 Oct-12 Nov-12 Dec-12 Jan-13 Feb-13 Mar-13 Apr-13 May-13 Jun-13 Jul-13 Aug-13
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Figure 12- Unique page views of the website content the third year

2.2.4 Fourth Repor ting Period

During the fourth year of the project and the three months of the project extension,
we received a totalof 12,362 visits to our website (seeFigure 12).

Cumulative Number of Visits (Sep 1,2013 - Dec 1, 2014)

46000
44000
42000
40000
38000
36000
34000
32000

Figure 13- Fourth year visits to the SysSec website

Unique website page views during thefourth year of SysSec appears irFigure 14. We

had an increase of 1 2% at unique page views compared to the previous period
(Sep 1, 2012 Dec 1, 2013.

Figure 14- Unique page views of the website content the fourth year
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