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Security	  group	  

Formal	  verifica-on	  

•  Techniques:	  informaBon	  
flow,	  applied	  pi-‐calculus,	  
protocol	  analysis,	  …	  

•  ApplicaBons:	  Trusted	  
PlaKorm	  Module	  (TPM),	  e-‐
voBng,	  e-‐passport,	  …	  

System	  Security	  

•  Web-‐based	  malware	  

•  Web	  applicaBon	  security	  
•  Botnets	  
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Web	  malware	  detecBon	  



Measuring	  the	  malicious	  web	  

•  Botnets:	  Mebroot/Torpig	  studies	  

•  Phishing:	  (backdoored)	  phishing	  kits	  
•  Rogue	  AV	  campaigns	  



Webapp	  security	  

•  Swaddler:	  detecBng	  workflow	  
violaBon	  aQacks	  via	  anomaly	  
detecBon	  and	  invariant	  learning	  

•  Saner:	  idenBfy	  weak	  saniBzaBon	  in	  
web	  applicaBons	  (SQL	  injecBon,	  
XSS)	  via	  staBc	  string	  analysis	  

•  MiMoSa:	  detect	  mulB-‐step	  input	  
validaBon	  vulnerabiliBes	  (e.g.,	  
stored	  SQL	  injecBon)	  



Future	  work	  
•  DetecBon	  techniques	  

–  More	  classes	  of	  malicious	  content	  (e.g.,	  rogue	  AV,	  spam	  pages)	  
–  Smarter	  crawling:	  focus	  on	  “toxic”	  areas	  of	  Web	  
–  Address	  evasion	  aQempts	  
–  BeQer	  analysis	  techniques	  (paQerns	  in	  malicious	  code,	  organizaBon	  of	  

malicious	  acBvity,	  aQackers	  techniques	  
•  PrevenBon	  techniques	  

–  Web	  applicaBon	  frameworks	  that	  assure	  the	  absence	  of	  certain	  
vulnerabiliBes	  

•  Malware	  
–  Machines	  do	  get	  infected	  and	  sBll	  used	  for	  sensiBve	  acBvity;	  then	  

what?	  
•  Privacy	  

–  Social	  networks,	  cloud,	  smartphones	  


