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Group Objectives

Security vs fault tolerance

Security: a unique trusted computing base, ideally proved

Fault tolerance: no single point of failure
Two seemingly incompatible views:

A trusted computing base could become a single point of failure
Efficient fault tolerant replications protocols assume non-malicious failures

Our objective: complementarity

Study distributed systems that are trustworthy and respectful of privacy, even
if some nodes in the system have been compromised by malicious attackers
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The big picture
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(node, set of nodes, Open D.S.) X (privacy, trust, I.D.)

Privacy Trust I.D
Node privacy preserving identifica-

tion scheme

1)protocols: from implicit to
explicit trust

2)local eval. of trust, impact

on the local security policy

and its enforcement

1)data corruption detec-
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2)information flow I.D.: appli-

cation to A/V and DBMS
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