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Introduction Vectors 1/0 Attack Objective

Context and issues

Protecting information systems is difficult:
m complexity of such systems keeps on increasing

m attack surface on such systems keeps on expanding

Main attack vectors on an information system:

execution of some malicious code (malware) by the processor
= exploitation of a vulnerability
— buffer overflow, format strings, ...
m system features abuse
— kernel modules, virtual devices, ...
misuse of Input/Output mechanisms
m Direct Memory Access (DMA)
m interrupt mechanism
m other I/O mechanisms
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Introductio 1/0 Attack Vectors 1/0 Attack Objective O Attack Countermeasure

/O attack vectors

To perform an 1/O attack, an attacker can:

m use a reqular 1/O controller
m abuse the 1/O controller’s control interface

B needs to execute some malicious code on the processor
m needs to get I/O privileges to interact with the 1/O controller

m exploit a vulnerability in the I/O controller’s firmware
m does not need to execute some malicious code on the processor
— malicious code is executed on the I/O controller's embedded processor
m enables the attacker to define its own control interface
m develop a dedicated I/O controller (e.g., using FPGA)
m use an attacker-defined control interface

m provides more flexibility to the attacker
m developed generally for specific purposes
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1/0 Attack Objectives

|/O-based attacks tree

I 1/0O mechanism

|

|
|
|
[I/O attacks ]——:-[ Interrupts ]
|
|
|
i
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1/0 Attack Objectives

Direct Memory Access mechanism

What does Direct Memory Access mechanism stand for ?
m |/O mechanism that enables an 1/O controller

u to perform directly a data transfer to/from the main memory
= to offload the CPU of these transfers

m relies on a dedicated DMA engine
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1/0 Attack Objectives

Direct Memory Access mechanism

What does Direct Memory Access mechanism stand for ?
m |/O mechanism that enables an 1/O controller

u to perform directly a data transfer to/from the main memory
= to offload the CPU of these transfers

m relies on a dedicated DMA engine

Examples of I/O controllers using DMA:

m network controllers (WiFi, Ethernet, ...)
— e.g., to transfer network frames into/from the main memory

m disk controllers
— e.g., to transfer files into/from the main memory

m graphic controllers
— e.g., to transfer textures, buffer objects from the main memory
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DMA-based attacks (1/2)
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DMA attacks aiming at the main memory:

© attack (confidentiality & integrity) on software components
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Conclusior

DMA-based attacks (1/2)
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DMA attacks aiming at the main memory:
© attack (confidentiality & integrity) on software components
® modifications made in the main memory can be detected

Examples: [Dornseif 04, Becher 05, Carrier 04, Nick L. Petroni 04,
Maynor 05, Boileau 06, Duflot 07, Duflot 10, Aumaitre 09, Piegdon 07]
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Conclu:

DMA-based attacks (2/2)
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DMA attacks aiming at 1/O controllers’ internal memory:
© exploit /O controllers’ ressources (memory, features, ...)
©® no modifications in the main memory, hard to detect
Examples: [Dornseif 04, Triulzi 08, Triulzi 10, Lone Sang 11a]
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1/0 Attack Objectives

|/O-based attacks

1/0O mechanism Attack objective

Attack software components
fidentiality & integrity

Exploit 1/0 controller's
resources (memory, features)

I
I
J.-’[ Direct Memory Access

[ 1/0 attacks ]——-[ Interrupts ]
|
I
|
i
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Interrupt mechanism
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What does the interrupt mechanism stand for ?
m enables a controller to signal the CPU a need for attention

m enables the CPU to avoid wasting cycles to perform polling loops
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1/0 Attack Objectives

Interrupt-based attacks

What can attacker do with an interrupt ?
m denial of service

m attacker makes 1/O controllers generate an interrupt storm
m OS kernel will waste CPU cycles to handle interrupts

Example: [Liguori 09]
m trigger the execution of some malicious code
m attacker hides some malicious code at the address of an ISR

m with the cooperation of the processor
m using DMA attacks

m attacker makes an |/O controller generate an interrupt

Example: [Wojtczuk 11]
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|/O-based attacks tree

1/0O mechanism Attack objective

I Attack software components
] confidentiality & integrity
—H Direct Memory Access '-' I

I Exploit 1/0 controller's

I i resources (memory, features)
I I Operating System
I I Denial of Service (DoS)
[I/O attacks ]——I-[ Interrupts ]-' I
Trigger the execution
I I of some malicious code
= Other 1/0 mechanisms I
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Introductiol ack Vectol /O Attack Objectives O Attack Counte

|/O-based attacks tree

1/0O mechanism Attack objective

I Attack software components
] confidentiality & integrity
—H Direct Memory Access '-' I
I Exploit 1/0 controller's
I i resources (memory, features)
I I Operating System
I I Denial of Service (DoS)

[I/O attacks ]——-[ Interrupts ]-' I
Trigger the execution
I I of some malicious code
Trigger remotely system
. | events (reboot, poweroff, ...)

—»Other /0O mechanisms|
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1/0 Attack Countermeasures

|/O-based attacks countermeasures

1/0O mechanism

—H Direct Memory Access '-'

Attack objective

Attack software components
] confidentiality & integrity I

[I/O attacks ]—

Interrupts

n H

Exploit 1/0 controller's
i resources (memory, features) I

I Operating System
I Denial of Service (DoS)

I Trigger the execution I
I of some malicious code

—»Other /0O mechanisms|

Trigger remotely system
. | events (reboot, poweroff, ...)

Countermeasures

Access Control
Services (ACS)

Input/Output
Memory
Management Unit
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1/0 Attack Countermeasures

Input/Output Memory Management Unit (1/2)

What is an I/O Memory Management Unit (I/O MMU) ?
m component similar to the Memory Management Unit in the CPU

m virtualizes the main memory
u filters devices' access to it
m configured through page tables stored in the main memory

m memory management unit dedicated to I/O controllers
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Input/Output Memory Management Unit (1/2)

What is an I/O Memory Management Unit (I/O MMU) ?
m component similar to the Memory Management Unit in the CPU

m virtualizes the main memory
u filters devices' access to it
m configured through page tables stored in the main memory

m memory management unit dedicated to I/O controllers

How can an [/O MMU enhance platform security ?
m ensures isolation between |/O controllers’ memory regions

m associates a domain and some memory regions to an 1/O controller
m restricts 1/O controllers’ accesses only to their respective domains

m remaps and filters interrupts
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Input/Output Memory Management Unit (2/2)
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©® 1/0 MMU controls efficiently access to the northbridge
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Input/Output Memory Management Unit (2/2)
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©® 1/0 MMU controls efficiently access to the northbridge
® 1/0 MMU has some limitations:

m 1/O controller ID spoofing/sharing [Lone Sang 10]
= DMA peer-to-peer attacks [Lone Sang 11b]
= |/O MMU bypass through interrupts [Wojtczuk 11]
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Introductior 1/0 Attack Vectors

Access Control Services (1/2)
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How can Access Control Services (ACS) enhance security ?
m enable the OS to configure 1/O bridges to perform access control
m ACS Upstream Forwarding (U)
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1/0 Attack Countermeasures

Access Control Services (1/2)
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How can Access Control Services (ACS) enhance security ?
m enable the OS to configure 1/O bridges to perform access control

m ACS Upstream Forwarding (U)
m ACS P2P Egress Port (E)
[ I
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Access Control Services (2/2)

Processor

4=+ PCl Express bus Core | Core |[ Core |[ Core

4——> PCl bus o
«—> other bus Memory Management Unit

v Idmple:n-ent ACS  Northbridge | FsB bus Main memory
10 NOf
X acs yet [ Memory Controller Hub ¢/} f—|
PCI Express bridgey/ | 1/0 MMU config.
(_Graphic card_]«——q_PCI Express bridgey/] Direct Media Interface |
k 3
Southbridge [ ombus

) k3
Hard disk drive @‘—ﬁ Disk controller  J~——¢——( Direct Media Interface ]
) H
Speakers um —t Audio controller

RJ45 cable mm<—f-{ Ethernet ) (PCI Express-PCl bridge f+—(_FireWire card |
USB flash drive \? <—; USB controller Ethernet card
R 1
Keyboard L‘H 4—%5 SuperlO ) { PCIExp bridge X} r—-[ FireWire card |

ACS extensions in current chipsets:
m recently implemented in chipsets, precisely in the northbridge

m by default, not activated and has to be configured manually
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1/0 Attack Objective

O Attack Countermeasure

Conclusion

Conclusion (1/2)

Use a regular I/O controller

Develop a custom
1/O controller

Misuse of an
1/O controller’s
programming interface

Exploitation of a
vulnerability in an
1/0O controller’s firmware

Using an attacker-defined
programming interface

Physical access
and code
execution needed

[Duflot 07, Gazet 11,
Wojtczuk 11]

[Boileau 06, Duflot 10]

[Devine 09, Aumaitre 10]

Physical access
without code
execution needed

[Dornseif 04, Becher 05,
Maynor 05, Boileau 06,
Aumaitre 09, Piegdon 07]

[Carrier 04,
Nick L. Petroni 04]

Remote access

[Duflot 10, Delugré 10]

No examples yet to our
knowledge
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Introductio ac ctol ) ctive ) Attack Counte

Conclusion (2/2)

1/0O mechanism Attack objective Countermeasures

I Attack software components
] confidentiality & integrity
—H Direct Memory Access '-' I I
I Exploit 1/0 controller's Access Control
I i resources (memory, features) I Services (ACS)
I I Operating System I
I I Denial of Service (DoS) Input/Output
[I/O attacks ]——I-[ Interrupts ]-' 1 1 Memory
Trigger the execution Management Unit
I I of some malicious code
Trigger remotely system
. | events (reboot, poweroff,

—»Other /0O mechanisms|
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Int

Future work

1/0O mechanism

—H Direct Memory Access '-'

Attack objective

Attack software components
i confidentiality & integrity I

[I/O attacks ]—

n H

Interrupts

Exploit 1/0 controller's
i resources (memory, features) I

I Operating System
I Denial of Service (DoS)

I Trigger the execution I
I of some malicious code

—L|. Other 1/0 mechanisms'—
|

Trigger remotely system
i events (reboot, poweroff, ...)

|
|
!
|

Countermeasures

Access Control
Services (ACS)

Input/Output
Memory
Management Unit
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Conclusion

Thank you for your attention ...

Any questions ?
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