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Outline

A Requirements (expectations) to academic researc
on cybersecurity
I Policy support
I Technologies
I Support to education and training
I Knowledge dissemination

A Academic research in Bulgaria and partner
networks

A Discussion



Policy support

A Awareness of cyber risks and threats

A Defining capability requirements and assignment of
responsibilities
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I Including preservation of human rights and freedoms

A Coordination & Cooperation
I Operations, Training
I Capabilities development

A Allocation of resources

A Provision of transparency, accountability, integrity



Strategy

Concepts&Doctrine

Defence Review

Defence Economics

Management
Good Governance
Download Count

My Download Count
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Abbreviations

Partners Contact Relax

Security & Defence Management

Performance measurement, Assessment, Control, Audits
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Specific topics

A Assigningybersecurityresponsibilities in the
national security sector

I Analysis of alternatives

A National roles and specialization in the framework
of NATO and the Europedamion

I Management of the scientific and technological
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Cybersecurity Knowledge Management

Definitions

Policies

Strategies

Organisations & Responsibilities
Cyber Threats

Cyberwar & Cyberdefence
Standards & Technologies
Education & Training

Research Centres

Studies

Democratic oversight & human rights and liberties



Knowledge Dissemination

A Information & Security: An International Journal,
WwWw.procon.bg/infosec

I v.28: Ciritical Infrastructures Safety and Security
I v.18: Cybercrime and Cybersecurity

I v.15: eGovernment and Security of Information
I v. 4: Dialectics of Information Security

A Standing call:
Cybersecurity Challenges and Responses



http://www.procon.bg/infosec

The Nowadays Cyber World




The Policy Cycle

L

Policy Cycle
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In summary:policymaking
needs to be forward looking;
outward looking; innovative,
flexible and creative; evidence
based; inclusive; joined up; to
learn lessons from experience;
to be communicated
effectively; and to incorporate

ongoing evaluation and review.


http://www.ofmdfmni.gov.uk/practical-guide-policy-making_-_amend_aug_11.pdf
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http://unesdoc.unesco.org/images/0014/001476/147637e.pdf

Key Players
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Common Used Approaches

C Summits

C Sessions

C Discussions

C Forums

C Meetings

C Brainstorming & Delphi
C Surveys

C Interviews

C Media Campaigns
C Legal Acts

C Analyses

C Road Maps
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Some Examples



Recent EU Policy & Awareness Activities

egulatory framework
ectronic communications
in the European Union

At COMMISSION OF THE EUROPEAN COMMUNITIES
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Brussels, 30.3.2009

COM(2009) 149 final
x *x *
x *
European Network COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
and Information PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
4 *  Security Agency COMMITTEE AND THE COMMITTEE OF THE REGIONS
on Critical Information Infrastructure Protection #ﬁ-*&* EUROPEAN COMMISSION
* ol
"Protecting Europe from large scale cyber-attacks and disruptions: enhancing ﬁﬁgﬁ*
preparedness, security and resilience™

D 1 g i ta 1 A g en d 3 {SEC(2009) 399) Brussels, 31.3.2011

{SEC(2009) 400} COM(2011) 163 final

f D r"‘ E u r" D p E COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
COMMITTEE AND THE COMMITTEE OF THE REGIONS

on Critical Information Infrastructure Protection

ROADMAP ‘Achievements and next steps: towards global cyber-security’
TITLE OF THE INITIATIVE Proposal on a European Strategy for Internet Security
TYPE OF INITIATIVE ECWP * Non-CWP * Implementing act/Delegated act

LEaD DG — RESPONSIBLE UNIT | INFSO A3
EXPECTED DATE OF ADOPTION Month/Year: Q3 2012

VERSION OF ROADMAP No: 4 Last modification: Month/Year: November
2011

ACTA - Anti -counterfeiting Trade Agreement 1?


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0163:FIN:EN:PDF
http://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement
http://www.enisa.europa.eu/
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
http://ec.europa.eu/governance/impact/planned_ia/docs/2012_infso_003_european_internet_security_strategy_en.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/library/regframeforec_dec2009.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF

Recent USA & NATO Policy &
Awareness Activities
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INTERNATIONAL STRATEGY
FOR CYBERSPACI
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http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
http://www.defense.gov/news/d20110714cyber.pdf
http://www.ncirc.nato.int/
http://www.nato.int/nato_static/assets/pdf/pdf_2011_09/20111004_110914-policy-cyberdefence.pdf
http://www.arcyber.army.mil/
http://en.wikipedia.org/wiki/Stop_Online_Piracy_Act
http://en.wikipedia.org/wiki/PROTECT_IP_Act

Selected NGO ReceRDlicy &
AwarenesdRelated Activities

ON CYBERWARFARE
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IDEAS FOR PEACE AND SECURITY



http://www.unidir.ch/pdf/ouvrages/pdf-1-92-9045-011-J-en.pdf
http://www.dcaf.ch/Publications/On-Cyberwarfare
http://www.scoop.it/t/cyber-security-for-ngo-s-non-profits-cyber-peace
http://www.linkedin.com/groups/Cyber-Strategy-3870980/about
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