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IT for Security Department 

• Institute of Information and Communication 
Technologies, Bulgarian Academy of Sciences, 
http://iict.bas.bg  

• IT4Sec Department, www.IT4Sec.org 

• CSDM & Strategic Security and Defence 
Management site, www.defencemanagement.org 

• Joint Training, Simulation and Analysis Centre  

• “Information and Security” journal 

http://iict.bas.bg/
http://www.it4sec.org/
http://www.defencemanagement.org/


Outline 

• Requirements (expectations) to academic research 
on cybersecurity 

– Policy support 

– Technologies 

– Support to education and training 

– Knowledge dissemination 

• Academic research in Bulgaria and partner 
networks 

• Discussion 



Policy support 

• Awareness of cyber risks and threats 

• Defining capability requirements and assignment of 
responsibilities 

• Defining ‘Rules of Engagement’ 

– Including preservation of human rights and freedoms 

• Coordination & Cooperation  

– Operations, Training  

– Capabilities development 

• Allocation of resources 

• Provision of transparency, accountability, integrity 



http://defencemanagement.org/ 

http://defencemanagement.org/


Specific topics 

• Assigning cybersecurity responsibilities in the 
national security sector 

– Analysis of alternatives  

• National roles and specialization in the framework 
of NATO and the European Union 

– Management of the scientific and technological 
‘infrastructure’ 



Cybersecurity Knowledge Management 

•     Definitions 

•     Policies 

•     Strategies 

•     Organisations & Responsibilities 

•     Cyber Threats 

•     Cyberwar & Cyberdefence 

•     Standards & Technologies 

•     Education & Training 

•     Research Centres 

•     Studies 

•     Democratic oversight & human rights and liberties 



Knowledge Dissemination 

• Information & Security: An International Journal, 
www.procon.bg/infosec 

– v.28:  Critical Infrastructures Safety and Security 

– v.18: Cybercrime and Cybersecurity 

– v.15: e-Government and Security of Information 

– v. 4: Dialectics of Information Security 

• Standing call:  

 Cybersecurity Challenges and Responses   

http://www.procon.bg/infosec


The Nowadays Cyber World 



The Policy Cycle 

In summary: policy-making 

needs to be forward looking;  

outward looking; innovative, 

flexible and creative; evidence-

based; inclusive; joined up; to 

learn lessons from experience; 

to be communicated 

effectively; and to incorporate 

ongoing evaluation and review. 

http://www.ofmdfmni.gov.uk/practical-guide-policy-making_-_amend_aug_11.pdf


Social Awareness Rising 

Seven Steps of Social Change Change Management 

http://unesdoc.unesco.org/images/0014/001476/147637e.pdf


Key Players 

Politicians 

Policy Makers 

Civil Society 

Cyber Experts 

End-Users 
Other 

Media 

ICT Business 

Integrated Security 
Sector 



Common Used Approaches 
 S u m m i t s  

 S e s s i o n s  

 D i s c u s s i o n s  

 Fo r u m s  

 M e et i n g s  

 B ra i n sto r m i n g  &  D e l p h i  

 S u r veys  

 I n te r v i ews   

 M e d i a  C a m p a i g n s  

 L e ga l  A c t s  

 A n a l ys e s  

 Ro a d  M a p s  

 O t h e r …  



Some Examples 



Recent EU Policy & Awareness Activities 

ACTA - Anti-counterfeiting Trade Agreement !? 
 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0163:FIN:EN:PDF
http://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement
http://www.enisa.europa.eu/
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
http://ec.europa.eu/governance/impact/planned_ia/docs/2012_infso_003_european_internet_security_strategy_en.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/library/regframeforec_dec2009.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF


Recent USA & NATO Policy &  
Awareness Activities 

‘NATO Cyber Red Team’ 

‘US Cyber Command’ 

SOPA & PIPA !? 

http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
http://www.defense.gov/news/d20110714cyber.pdf
http://www.ncirc.nato.int/
http://www.nato.int/nato_static/assets/pdf/pdf_2011_09/20111004_110914-policy-cyberdefence.pdf
http://www.arcyber.army.mil/
http://en.wikipedia.org/wiki/Stop_Online_Piracy_Act
http://en.wikipedia.org/wiki/PROTECT_IP_Act


Selected NGO Recent Policy &  
Awareness Related Activities 

http://www.unidir.ch/pdf/ouvrages/pdf-1-92-9045-011-J-en.pdf
http://www.dcaf.ch/Publications/On-Cyberwarfare
http://www.scoop.it/t/cyber-security-for-ngo-s-non-profits-cyber-peace
http://www.linkedin.com/groups/Cyber-Strategy-3870980/about


http://it4sec.org 

Computer Networks & Architectures Department IT for Security Department 

http://www.acad.bg/rismim/en/indexen.htm 

http://www.bas.bg/
http://www.iict.bas.bg/
http://it4sec.org/
http://www.acad.bg/rismim/en/indexen.htm


SysSec  

Community 

Industry 

Other 
Stakeholders 

Center of 
Academic 
Excellence 
(Education) 

Center of 
Research 

Excellence 

Academia 

http://www.syssec-project.eu/
http://www.syssec-project.eu/
http://www.syssec-project.eu/
http://www.syssec-project.eu/
http://www.syssec-project.eu/


http://www.syssec-project.eu/media/page-media/3/syssec-d4.1-future-threats-roadmap.pdf
http://www.syssec-project.eu/


http://www.syssec-project.eu/media/page-media/3/syssec-d4.2-future-threats-roadmap-2012.pdf


Ministry of Education, 
Youth & Science 



http://www.snfactor.com/


http://www.snfactor.com/


Recent Results: New Methods for malware attacks prevention with applications for contents 
recognition in real-time for multicore configuration and cloud computing (Team Leader Prof. Eugene 
Nikolov) 

 

 

http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g= 
 

http://www.bas.bg/
http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g
http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g
http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g
http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g
http://www.bas.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0317&n=4&g


http://www.math.bas.bg/


http://di.mod.bg/hemus2012/ 

 

Thematic areas:  
Armaments & combat supplies 
Combat equipment & systems 
CBRN protection and ecology 
Combat supply 
Communication and Information Systems & 
Technologies  
Radiolocation & navigation 
Informatics & Information Technologies 
Cyberdefence, cryptography & Information 
Security 
Defence Economic Aspects 
Logistics 
Military-political studies 
Human Factor & Medicine 
Military Standards, quality and specifications 
Military Tests & Control Measurements 

http://www.mod.bg/bg/EXT/InstitutOtbrana/index.htm 
 
 

http://di.mod.bg/hemus2012/
http://www.mod.bg/bg/EXT/InstitutOtbrana/index.htm


Artillery, AAD & CIS Faculty 
http://www.nvu.bg/node/361 

Shumen, November 3-4, 2011 
 
http://www.aadcf.nvu.bg/science/new.2011.html 
 
Scientific Session 2011  
 
Problems of Information Security of XXI century Proceedings 

http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.nvu.bg/node/361
http://www.aadcf.nvu.bg/science/new.2011.html
http://www.aadcf.nvu.bg/science/new.2011.html
http://aadcf.nvu.bg/struktura/katedri/IS/scientific_activities/NK_IS_2011_web.pdf


Scientific-Research Lab for Cybersecurity 
Leader: Prof. Dragomir Pargov 

International Conference ‘Bulgarian Cryptography Days’ BulCrypt 2012 

http://bulcrypt2012.balkancrypt.org/
http://www.unibit.bg/


Partner on the International Cyber Investigation Training Academy   
  
 
Sofia University – Center for Educational Services 
 
Cybersecurity - one year qualification course 
  

http://www.cybercrimeacademy.org/en/
http://www.cybercrimeacademy.org/en/
https://sites.google.com/site/centersu/ednogodisna-kvalifikacia-kiber-sigurnost-
https://sites.google.com/site/centersu/ednogodisna-kvalifikacia-kiber-sigurnost-
https://sites.google.com/site/centersu/ednogodisna-kvalifikacia-kiber-sigurnost-
https://sites.google.com/site/centersu/ednogodisna-kvalifikacia-kiber-sigurnost-
http://www.uni-sofia.bg/


 The policy making and awareness rising processes concerning the human 

society are rather complex research field. Whilst, nowadays the 

cybersecurity is an indispensible part of the 21st century information 

society the solution of this task is evidently becoming a serious challenge 

that incorporates a comprehensive necessity for integration of academic 

research in both social and technical sciences. 




