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IT for Security Department 

ÅInstitute of Information and Communication 
Technologies, Bulgarian Academy of Sciences, 
http://iict.bas.bg  

ÅIT4Sec Department, www.IT4Sec.org 

ÅCSDM & Strategic Security and Defence 
Management site, www.defencemanagement.org 

ÅJoint Training, Simulation and Analysis Centre  

ÅάLƴŦƻǊƳŀǘƛƻƴ ŀƴŘ {ŜŎǳǊƛǘȅέ ƧƻǳǊƴŀƭ 

http://iict.bas.bg/
http://www.it4sec.org/
http://www.defencemanagement.org/


Outline 

ÅRequirements (expectations) to academic research 
on cybersecurity 

ïPolicy support 

ïTechnologies 

ïSupport to education and training 

ïKnowledge dissemination 

ÅAcademic research in Bulgaria and partner 
networks 

ÅDiscussion 



Policy support 

ÅAwareness of cyber risks and threats 

ÅDefining capability requirements and assignment of 
responsibilities 

Å5ŜŦƛƴƛƴƎ ΨwǳƭŜǎ ƻŦ 9ƴƎŀƎŜƳŜƴǘΩ 

ïIncluding preservation of human rights and freedoms 

ÅCoordination & Cooperation  

ïOperations, Training  

ïCapabilities development 

ÅAllocation of resources 

ÅProvision of transparency, accountability, integrity 



http://defencemanagement.org/ 

http://defencemanagement.org/


Specific topics 

ÅAssigning cybersecurity responsibilities in the 
national security sector 

ïAnalysis of alternatives  

ÅNational roles and specialization in the framework 
of NATO and the European Union 

ïManagement of the scientific and technological 
ΨƛƴŦǊŀǎǘǊǳŎǘǳǊŜΩ 



Cybersecurity Knowledge Management 

Å     Definitions 

Å     Policies 

Å     Strategies 

Å     Organisations & Responsibilities 

Å     Cyber Threats 

Å     Cyberwar & Cyberdefence 

Å     Standards & Technologies 

Å     Education & Training 

Å     Research Centres 

Å     Studies 

Å     Democratic oversight & human rights and liberties 



Knowledge Dissemination 

ÅInformation & Security: An International Journal, 
www.procon.bg/infosec 

ïv.28:  Critical Infrastructures Safety and Security 

ïv.18: Cybercrime and Cybersecurity 

ïv.15: e-Government and Security of Information 

ïv. 4: Dialectics of Information Security 

ÅStanding call:  

 Cybersecurity Challenges and Responses   

http://www.procon.bg/infosec


The Nowadays Cyber World 



The Policy Cycle 

In summary: policy-making 

needs to be forward looking;  

outward looking; innovative, 

flexible and creative; evidence-

based; inclusive; joined up; to 

learn lessons from experience; 

to be communicated 

effectively; and to incorporate 

ongoing evaluation and review. 

http://www.ofmdfmni.gov.uk/practical-guide-policy-making_-_amend_aug_11.pdf


Social Awareness Rising 

Seven Steps of Social Change Change Management 

http://unesdoc.unesco.org/images/0014/001476/147637e.pdf


Key Players 

Politicians 

Policy Makers 

Civil Society 

Cyber Experts 

End-Users 
Other 

Media 

ICT Business 

Integrated Security 
Sector 



Common Used Approaches 
Ç Summi ts 

Ç Sess ions 

Ç D iscuss ions 

Ç Forums 

Ç Meet ings 

Ç Bra instorming & Delph i 

Ç Surveys 

Ç In terv iews  

Ç Med ia  Campaigns 

Ç Lega l  Ac ts 

Ç Ana lyses 

Ç Road Maps 

Ç hǘƘŜǊΧ 



Some Examples 



Recent EU Policy & Awareness Activities 

ACTA  -  Anti - counterfeiting Trade Agreement  !?  
 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0163:FIN:EN:PDF
http://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement
http://www.enisa.europa.eu/
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
http://ec.europa.eu/governance/impact/planned_ia/docs/2012_infso_003_european_internet_security_strategy_en.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/library/regframeforec_dec2009.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF


Recent USA & NATO Policy &  
Awareness Activities 

Ψb!¢h /ȅōŜǊ wŜŘ ¢ŜŀƳΩ 

ΨUS Cyber CommandΩ 

SOPA & PIPA !? 

http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
http://www.defense.gov/news/d20110714cyber.pdf
http://www.ncirc.nato.int/
http://www.nato.int/nato_static/assets/pdf/pdf_2011_09/20111004_110914-policy-cyberdefence.pdf
http://www.arcyber.army.mil/
http://en.wikipedia.org/wiki/Stop_Online_Piracy_Act
http://en.wikipedia.org/wiki/PROTECT_IP_Act


Selected NGO Recent Policy &  
Awareness Related Activities 

http://www.unidir.ch/pdf/ouvrages/pdf-1-92-9045-011-J-en.pdf
http://www.dcaf.ch/Publications/On-Cyberwarfare
http://www.scoop.it/t/cyber-security-for-ngo-s-non-profits-cyber-peace
http://www.linkedin.com/groups/Cyber-Strategy-3870980/about


http://it4sec.org  

Computer Networks & Architectures Department IT for Security Department 

http://www.acad.bg/rismim/en/indexen.htm  


