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Threat Landscape 

!  Security challenges 
!  Miscreants becoming smarter and more 

effective 
!  Impact of cyberattacks becoming greater 

and more important 
!  Some numbers (Symantec) 

!  431 mil. adult victims in 2010 
!  $388 bil. lost globally 
!  $288 bil. world market for cannabis, 

cocaine and heroin 
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New attack pathways 

!  Hackers always find a way: 
!  Social networks (e.g. Facebook, Twitter users)  
!  Search engines (e.g. Google users )  
!  Corrupt ordinary data files (e.g. PDF)  

3 



sotiris@ics.forth.gr www.syssec-project.eu 

Do you trust your “friends” on social 
networking sites? 
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Are you really getting what you Googled for? 

Πηγή: PANDA SECURITY 
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Can birds twit malware? 
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Exploits do not only come in .exe files 

!  Hackers use ordinary documents (e.g. 
PDF, WORD) to deliver exploits  

Source: F-Secure  
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Government: The Parliament under attack 
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Transportation: No train signals 
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Transportation: No cars 
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Energy: No electricity 
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Defense: Fighter planes grounded 
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What about our lives? Are they next? 
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European Cybersecurity Month 

  “in tomorrow’s world if the internet isn’t 
secured, nothing will be …” 

     Neelie Kroes 
VP of the European Commission  
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What is the impact of attacks?   

 “… potential (cyber)attacks against network infrastructures 
may have widespread and devastating consequences on our 
daily life: no more electricity or water at home, rail and plane 

accidents, hospitals out of service” 
     Viviane Reding 

VP of the European Commission  
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What is SysSec?  
!  SysSec proposes  a game-changing 

approach to cybersecurity:  
!  Currently Researchers are mostly reactive:  

!  they usually track cyberattackers after  an attack has 
been launched 

!  thus, researchers are always one step behind attackers 

!  SysSec aims to break this vicious cycle 
!  Researchers should become more proactive:  

!  Anticipate attacks and vulnerabilities 
!  Predict and prepare for future threats  
!  Work on defenses before attacks materialize.  
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Conclusions 
!  Hackers are getting more sophisticated 
!  The impact of cyberattacks is getting higher 
!  We must collaborate to manage emerging 

threats on the Future Internet 
!  Grand Challenges 

!  No device should be compromisable  
!  Give users control over their data  
!  Provide private moments in public places  
!  Develop compromise-tolerant systems 

!  http://red-book.eu  

24 


