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Заплахи в ICT инфраструктурата 

FORWARD is an initiative by the European Commission (under FP7) to promote the 
collaboration and partnership between Academia and Industry in their common goal of 
protecting Information and Communication Technology (ICT) infrastructures. 

Основен резултат: 
                                      FORWARD Whitebook: Emerging ICT Threats 



Списък на възможни бъдещи кибер заплахи 



Threats due to parallelism 



Threats due to scale 



Underground economy support structures 





Mobile devices malware 



Threats Related to Social Networks 

http://en.wikipedia.org/wiki/List_of_social_networking_websites 

http://en.wikipedia.org/wiki/List_of_social_networking_websites






10 сценария върху заплахите в ICT инфраструктурата 

• Election Fraud 

• Crashing the Stock Market for Fun & Profit 

• Industrial Espionage 

• The Smart Grid 

• The Oil Spill 

• Fabrication Take Over 

• The Politician’s Phone 

• Mass Blackmailing through Social Networks 

• Attack Against an Electric Power Station 

• Attack on a Water Power Station 

 



Какви са основните заключения и общи заплахи 

Човешкия фактор като източник на най-висока неопределеност и 

потенциална заплаха!!! 

 

Мащабността на технологичното развитие!!! 

 



Бъдещо развитие на академични 
изследванията в областта 



 

EU FP7 Project 

 

A European Network of Excellence in Managing Threats and 

Vulnerabilities in the Future Internet: Europe for the World 

 

SySSec 2010 -2014 





Participating Countries 

SysSec Europe 

Italy 

Nether-
land 

France 

Austria 

Bulgaria 

Sweden 

Turkey 

Greece 



SysSec Europe 

Google 

AT&T 

Microsfot 

Panda 

Hispasec 

Orange 

F-Secure 

Symantec 

Industrial    Members 



Каква е основната идея? 

... Instead of reactively 
chasing after 

attackers, 

we should start 
working proactively 

and think 

about emerging 
threats and 

vulnerabilities... 

 

WP4: Malware and Fraud 

WP5: Smart Environments 

WP6: Cyberattacks 

WP0: Management 

WP1: Dissemination 

WP2: Education 

WP3: Threats on the Future internet 



Какво планираме да направим ние? 

Структурен и системен анализ на бъдещите заплахи на основата на 
данните от проекта FORWARD и новополучени от проекта SyS Sec  



Софтуерна поддръжка 

Структурен анализ 



Системен анализ и анализ на чувствителността 



Някои други активности в областта на киберсигурността 

• European Security Research & Innovation Forum – ESRIF, 2009 

 

• NATO ACT Cyber Defence Framework, 2010 

 

• NC3A Multinational Cyber Defence Program, 2010 



Благодаря за вниманието! 


