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Threats and Challenges in Social Networks.
A European Glance and Alliance Perspective in
the Context of the New Strategic Concept,

Assoc. Prof. Dr. Zlatogor Minchev
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What to address today in
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Building Capabilities in All These™




NATO & EU in Cyber Security



ST AT S Lisbon Summit of

Strategic 41 Heads of State and
Concept vve s ‘ Government, 19-20

November, 2010

12.Cyber attacks are becoming more frequent, more organised and more costly
in the damage that they inflict on government administrations, businesses,
economies and potentially also transportation and supply networks and other
critical infrastructure; they can reach a threshold that threatens national and
Euro-Atlantic prosperity, security and stability. Foreign militaries and

intelligence services, organised criminals, terrorist and/or extremist groups
can each be the source of such attacks.

19.We will ensure that NATO has the full range of capabilities necessary to deter

and defend against any threat to the safety and security of our populations.
Therefore, we will:

* develop further our ability to prevent, detect, defend against and
recover from cyber-attacks, including by using the NATO planning
process to enhance and coordinate national cyber-defence
capabilities, bringing all NATO bodies under centralized cyber
protection, and better integrating NATO cyber awareness, warning
and response with member nations;




Some ofther activities in NATO related fo
Cyber security

Cooperative Cyber Defence Cenftre of
Excellence Annual Activities, Tallinn, Estoniag;

NATO ACT Cyber Defence Framework &
Conferences, 2010

NC3A Multinational Cyber Defence
Program, 2010



Some recent publicafions on
cyber securi’ry

jrnlq[lnpo n Security and Defense Issues

= SUICIDE BOMBERS ® AFGHAN RECONSTRUCTION
What motivates the “martyrs?” International effort pays off

= NARCO-FINANCING PLUS

Torror's links to drug trafficking European economic reform

= CONDEMNING TERROR Stopping passport forgery

European Islam's moderate voices Updating Central Asia strategy
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CHALLENGES OF CYBER SECURITY
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http://www.marshallcenter.org/mcpublicweb/MCDocs/files/College/F_Publications/perConcordium/pcv1n3eng.pdf
http://se2.dcaf.ch/serviceengine/Files/DCAF/117994/ipublicationdocument_singledocument/d7709821-16c5-485a-a6ba-fd055dc11b1d/en/CyberPaper_3.6.pdf

Some recent EU activities related fo
cyber security

, enisa

European Network
and Information

# *  Security Agency

FUTURE
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http://www.esrif.eu/documents/esrif_final_report.pdf
http://www.enisa.europa.eu/
http://www.future-internet.eu/events/eventview/article/future-internet-assembly-ghent-2010.html

ICT INFRASTRUCTURE THREATS

forward”™

Managing Emerging Threats in ICT Infrastructures

hile device malware
ding effects

FORWARD is an-inifiative by .the European Commission (under FP7) fo
promote the collaboration and partnership -between ‘Academia and
Industry in their commen "goal of" protecting I[nformation ‘and
Communication Technology (ICT) infrastructures.

http://www.ict-forward.eu/



http://www.ict-forward.eu/
http://www.ict-forward.eu/
http://www.ict-forward.eu/

POSSIBLE CYBER THREATS

High Priority
Threat Description Impact Likely Oblivious R&D
Threats due to parallelism M M
Threats due to scale H M

Underground economy  support
structures

Mobile device malware

Threats related to social networks




Medium Priority

Threat Description

Impact

Likely  Oblivious

R&D

Routing infrastructure

Denial of service

Wireless communication

Unforeseen cascading effects

False sensor data

Privacy and ubiquitous sensors

User interface

The insider threat

System maintainability and verifia-
bility
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Hidden functionality

New vectors to reach victims

Sensors and RFID

Advanced malware

Virtualization and cloud computing

Retrofitting security to legacy sys-
tems
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Next generation networks
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Low Priority
Threat Description Impact Likely Oblivious R&D

[Pv6 and direct reachability of hosts M M
Naming (DNS) and registrars L M
Online games L M
Safety takes priority over security L / H
Targeted attacks M M
Malicious hardware M H
Use of COTS components M M




“A European Network of Excellence in Managing Threats
and Vulnerabilities in the Future Internet:
Europe for the World”

EU FP7

SySSec 2010 -2014

hitp://www.syssec-project.eu/

.« INnstead of reactively chasing after attackers.

we should start working proactively and think
about emerging threats and vulnerabilifies...



http://www.syssec-project.eu/
http://www.syssec-project.eu/
http://www.syssec-project.eu/

The Consortia

Industry

Other

Academia Stakeholders

SysSec

Community

Center of Center of
Research Academic
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Participating Countries & Industry

Google
Italy -
Greece Nleqt:gr- Symantec AT&T
F- .
Turkey SysSec Europe France Secure SysSec Europe Microsoft
Sweden Austria Orange Panda
Bulgaria .
Hispasec




Why\tg Address
Social Networks?




The Web 2 Technology Challenges and
what’s coming in Web 3.0
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One of the most suitable place for
studying emerging Web technologies are
Social Networks

List of social networking websites

From Wikipedia, the free encyclopedia

This is a list of major active social networking websites and excludes dating websites (see List of online dating websites). For defunct social networking

websites, see List of defunct social networking websites.

Please note the list is not exhaustive, and is limited to notable, well-known sites.

Global
Hame [-] Description/Focus ] Date launched 4 | Registered users [ REQ'%M'D" Alexal'l Page

ranking [
Academia.edu | Social networking site for academics/researchers 211,000 Open 18,100
Advogato Free and open source software developers 13,5751 Open 128,340
aNobii Books Open 10,734[81
aSmallWorld European jet set and social elite world-wide 55000007 Invite-only 8,5838l
AsianAvenue A social network for the Asian American community Open
Athlinks Running, Swimming 68,4960 Open 73,295010]
Audimated.com |Independent music 2010 Open 25 645011)

Avatars United | Online games March 2008 Open 294 575012
Open to



http://en.wikipedia.org/wiki/List_of_social_networking_websites

Qur Case Study
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http://www.infowar-monitor.net/reports/iwm-koobface.pdf

Why did we choose Facebook?

facebook

el

WORLD MAP OF SOCIAL NETWORKS

)



http://blog.facebook.com/blog.php?post=409753352130

Viethodology of the Study

Intuitive entity-relationship notation;
Details’ consideration in I-SCIP*;

Familiar fo the scientific world for more
then half a century.

* |-SCIP software environment general description is available in “Minchev, 1.,
Shalamanoyv, V., Scenario Generation and Assessment Framework Solution in
Support of the Comprehensive Approach, In Proceedings of SAS-081 Symposium
on “Analytical Support to Defence Transformation”, RTO-MP-SAS-081, Sofiq,
Boyana, April 26 — 28, 22-1 -22-16, 2010".



Why to use modelling in the digital
world and are there any limits®?

The Universe
| of Physical
. Realities

Obsery.

Errors
Errors

Theory/
Mathematical

Observations Models

Validation " Verification

After Oden, Moser & Ghattas “Computer Predictions with Quantified
Uncertainty”, SIAM NEWS, November 12, 2010




The NModel
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Results of Sensitivity Analysis

&4 3D Sensitivity Diagram

Dezcrption
Connecting: 25,45
Pokes21.10.11
Likez14,14.0
Comments:62,.27.41
Chat:3,17.-9
Taggs4.4.0
Report:b8,29,29
Download:4,4.0
Share:33,8.25
Search: 21,129
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Create event:3.4.4
Create appz:4.4.0
Groupsz:12.12.0
Photos_Wideos: 21 68,-37
Events:4,25,-21
Frofile: 33,5017
Friends:559,58,1
Mezzages:17.25,-8
Suggest12,17.-5
Wall: 58,9537
Post:3317.16
Rezpond 17017
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