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RoadMap of the talk 



 
Security Challenges: What is the 
problem?


 

Hackers are getting more sophisticated


 

The impact of cyberattacks is getting 
larger 



 
What have we done? 


 

FORWARD: study emerging threats


 
What will we do? 


 

SysSec: 4-year NoE to consolidate 
Research in managing threats for the 
Future Internet
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New attack pathways



 
Hackers use new ways to attack 


 

Social Networks (e.g. Facebook users) 


 

Twitter 


 

Search Engines (e.g. Google users) 


 

Corrupt ordinary data files (e.g. PDF) 
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Do you trust your “friends” on social 
networking sites? 

5



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010 6



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

Are you really getting what you Googled for? 

Source: PANDA SECURITY
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Can birds twit malware? 
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Exploits do not come only in .exe files



 
Hackers use ordinary documents (e.g. PDF, 
WORD) to deliver exploits 

Source: F-Secure 
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What is the impact of attacks?  

“… potential (cyber)attacks against network infrastructures may 
have widespread and devastating consequences on our daily 

life: no more electricity or water at home, rail and plane 
accidents, hospitals out of service”

Viviane Reding
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Government: The Parliament under attack 
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Transportation: No train signals 

13



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

Transportation: No cars

14



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

Energy: No electricity 
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Defense: fighter planes grounded
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What about our lives? Are they next?
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What are we doing? 



 
2008-2010: created the FORWARD 
Coordination and Support Action: 


 

Managing Emerging Threats in ICT 
Infrastructures



 

Created three working groups (think-tanks) 
involing experts from Europe/USA/Asia: 


 

Malware and Fraud


 

Smart Environments 


 

Critical Systems 
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FORWARD Working Groups



 
Their job was to:


 

Create a list of threats for the future Internet


 

Rank the threats:


 

High, medium, low


 

Present Possible solutions 
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Threats in Malware and Fraud 
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Threat Impact Likelihood Oblivious R&D Priority

Underground Economy H H L H H

Social Networks H H M H H

Routing H H L M M

New Attack Vectors M H M H M

Advanced Malware M H M M M

Virtualization and Clouds H M H M M

IPv6 M H M M L

DNS and naming L H M L L

Targeted Attacks M H M L L

Online Games L H M L L
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FORWARD: Smart Environments
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Threat Impact Likelihood Oblivious R&D Priority

Threats due to parallelism M M H M H

Threats due to scale H M H M H

Mobile device malware H H M H H

Denial of service H H L M M

False sensor data H M H M M

Privacy and ubiquitous sensors M M M M M

System maintainability and 
verifiability

M H M M M

Sensors and RFID M H M H L

Malicious hardware M L H M L
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What’s next? 



 
SysSec: managing threats and vulnerabilities for 
the future Internet 


 

a Network of Excellence  (2010-2014)


 

Why? 


 

We need to work towards solutions


 

We need to collaborate 
– At a European level
– With our international colleagues

» Around the world  



 
No country is an island


 

wrt.  Internet security 
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What is SysSec? 


 
SysSec proposes  a game-changing 
approach to cybersecurity: 


 

Currently Researchers are mostly reactive: 


 

they usually track cyberattackers after an attack has 
been launched



 

thus, researchers are always one step behind attackers



 

SysSec aims to break this vicious cycle


 

Researchers should become more proactive: 


 

Anticipate attacks and vulnerabilities


 

Predict and prepare for future threats 


 

Work on defenses before attacks materialize. 
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SysSec Aim and Objectives (I) 



 

Create an active, vibrant, and collaborating community 
of Researchers with


 

the expertise, capacity, and determination to anticipate and 
mitigate the emerging threats and vulnerabilities on the Future 
Internet. 



 

SysSec aims


 

to create a sense of ``community'' among those researchers, 


 

to mobilize this community, 


 

to consolidate its efforts,   


 

to expand their collaboration internationally, and  


 

become the single point of reference for Systems Security  
research in Europe.  
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SysSec Aim and Objectives (II) 



 

Advance European Security Research well beyond the 
state of the art


 

research efforts have been scattered


 

SysSec aims to provide a research agenda and 


 

align their research activities with the agenda 


 

make SysSec a leading player in the international arena. 
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SysSec Aim and Objectives (III) 



 

Create a virtual distributed Center  of Excellence in the 
area of emerging threats and vulnerabilities.  


 

By forming a critical mass of European Researchers and by 
aligning their activities, 



 

Have the gravitas needed to play a leading role internationally, 
empowered to undertake large-scale, ambitious and high-impact 
research efforts. 



 

Create a Center of Academic Excellence in the area 


 

create an education and training program targeting young 
researchers and the industry. 



 

lay the foundations for a common graduate degree in the area 
with emphasis on Systems Security. 

28



markatos@ics.forth.gr - www.syssec-project.eu – ICT 2010

SysSec Aim and Objectives (IV) 



 

Maximize the impact of the project by proactive 
dissemination to  the appropriate stakeholders.  


 

disseminate its results to international stakeholders so as to form 
the needed strategic partnerships  (with similar projects and 
organizations overseas) to play a major role in the area. 



 

dissemination within the Member States will 


 

reinforce   SysSec's role as a center of excellence and 


 

make SysSec a beacon for  a new generation of European Researchers. 



 

Create Partnerships and transfer technology to the 
European Security Industry.


 

create a close partnership with Security Industry 


 

facilitate technology transfer wherever possible to further 
strengthen the European Market. 
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Conclusions


 
Hackers are getting more sophisticated



 
The impact of cyberattacks is getting higher



 
We need to collaborate in order to manage 
emerging threats on the future Internet 


 

SysSec started on Sept 1st. 


 

Join us to break the vicious cycle. 
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