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Hackers are getting more sophisticated 

  Hackers use new ways to attack  
  Social Networks (e.g. Facebook users)  
  Twitter  
  Search Engines (e.g. Google users)  
  Corrupt ordinary data files (e.g. PDF)  

2 



sotiris@ics.forth.gr            www.syssec-project.eu 4th Japan-EU Symposium 

Do you trust your “friends” on social 
networking sites?  
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Are you really getting what you Googled for?  

Source: PANDA SECURITY 
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Can birds twit malware?  
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Exploits do not come only in .exe files 

  Hackers use ordinary documents (e.g. 
PDF, WORD) to deliver exploits  

Source: F-Secure  
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Government: The Parliament under attack  
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Transportation: No train signals  
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Transportation: No cars 
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Energy: No electricity  
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Defense: fighter planes grounded 
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What about our lives? Are they next? 
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Research Roadmap 

  Privacy 
  Targeted Attacks 
  Security of New and Emerging 

Technologies 
  Mobile, Smart, Ubiquitous 
  Usable Security 
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Privacy 

  Must investigate how to protect users 
against disclosure of personal info 

  Expected Impact: 
  Increase confidence of citizens in privacy-

preserving ICT 
  Further increase adoption of ICT though 

assured protection of privacy 
  Protect the privacy rights of citizens 
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Targeted Attacks 

  Must develop new techniques to collect 
and analyze data on with such attacks 

  Expected Impact: 
  Win ground against sophisticated attacks 
  Improve collaboration 
  Better protect users 
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Security of New and Emerging 
Technologies 

  Cloud Computing – Online Social Networks 
– Smart Meters – SCADA Networks – etc. 

  Must secure these new and emerging 
technologies before it is too late 

  Expected Impact: 
  Citizens will increase adoption and place trust 
  Reduce costs of associated security incidents 
  Lower barrier to provide services on these 

platforms 
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Mobile, Smart, Ubiquitous 

  Tools and techniques to detect and prevent 
attacks against smart, mobile devices 

  Expected Impact: 
  Increase adoption for commercial use by 

citizens 
  Improve (European) industrial competitiveness 

in mobile apps  
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Usable Security 

  Usability of security mechanisms and 
countermeasures 

  Possible need for interdisciplinary research 
  Expected Impact: 

  Empower citizens for a more secure 
cyberspace 

  Support decision making 
  Increase adoption of security/monitoring tools 
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Data, Analysis, Threat Intelligence 

  We must try to be one step ahead of the 
attackers 
  Learn how the attackers think, act and operate 

  We must collect data 
  We must analyze data 
  We must share data 

20 



sotiris@ics.forth.gr            www.syssec-project.eu 4th Japan-EU Symposium 

European Effort 

  WOMBAT 
  Worldwide Observatory of Malicious Behaviors 

and Attack Threats 
  FORWARD 

  Identify and coordinate research for secure 
and trusted ICT systems and infrastructures. 

  SysSec 
  Create a Network of Excellence in the field of 

Systems Security in Europe 
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