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Compilation is pseudo-unbreakable code

irreversibility assumption
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Compilation is pseudo-unbreakable code
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irreversibility assumption

* Most software available only in binary form

— malware analysis is — we do not know what code
difficult is doing
— forensics is difficult — we cannot fix it

— source gets lost
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Goals

Long term : reverse engineer complex software
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Goals

Long term : reverse engineer complex software

pA=lale

%esp,nebp
F0x38,Xesp
Ox&(Hebpl , %eax
—0x98(kebp) ,%ecx
neax ,medx
T0=8c , Heax
weax,0x8(Xesp)

wedx,0x4(%esp)
wecx, (Kesp)
Q=29
Ox&(Hebp) , ¥eax

ke
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%esp,nebp
F0x38,Xesp
Ox&(Hebpl , %eax
—0x98(kebp) ,%ecx
neax ,medx
T0=8c , Heax
weax,0x8(Xesp)

wedx,0x4(%esp)
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Goals

Long term : reverse engineer complex software

struct employee {
char name [128];
int year;
iInt month;
int day;

};

pA=lale

%esp,nebp
F0x38,Xesp
Ox&(Hebpl , %eax
—0x98(kebp) ,%ecx
neax ,medx
T0=8c , Heax
weax,0x8(Xesp)

struct employee*
foo (struct employee* src)
{
struct employee dst;
dst =*src;
return src;

wedx,0x4(%esp)
wecx, (Kesp)
Q=29
Ox&(Hebp) , ¥eax

be
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Goals

Short term: reverse engineer data structures

struct employee {
char name [128];

pA=lale

%esp,nebp |nt year;
E0xa8, kesp i .
Ox&(%ebp) , %eax Int month’
—0x98(%ehp ), %ecx int day;

neax ,medx
T0=8c , Heax
weax,0x8(Xesp)

b
struct employee*
foo (struct employee* src)
{
struct employee dst;
dst =*src;
return src;

wedx,0x4(%esp)
wecx, (Kesp)
Q=29
Ox&(Hebp) , ¥eax

be
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Goals

Short term: reverse engineer data structures

struct s1 {

f1[128];
f2:
f3;
f4:

pA=lale

%esp,nebp
F0x38,Xesp
Ox&(Hebpl , %eax
—0x98(kebp) ,%ecx
neax ,medx
T0=8c , Heax
weax,0x8(Xesp)
wedx,0x4(%esp)
wecx, (Kesp)
Q=29
Ox&(Hebp) , ¥eax

e
struct s1*
foo (struct s1* al)

{

struct s1 11
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Application I: legacy binary protection

* |legacy binaries everywhere

e we suspect they are vulnerable

But...

How to protect legacy code from memory corruption?

Answer: find the buffers and make sure that all
accesses to them do not stray beyond array bounds

vrije Universiteit



Application Il: binary analysis

» we found a suspicious binary = is it malware?

* a program crashed =» investigate

But...

Without symbols, what can we do?
Answer: generate the symbols ourselves!

vrije Universiteit
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(demo later)

ke
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Ele Edit wiew Ierminal Help

# file wget.gdb €-—-- The binary is stripped : : : : .
wiget.qdb: ELF 32-bit LSE executable, Intel 80336, wversion 1 (S¥SV], dymamically linked (usss shared libs), for GMJ/Linux 2.6.15, |[stripped
# gdb -q wget.gdh

Reading symbols from fhome/ Jdynamit_instrumentsd_binaries wget swget.gdh. . done.

iqdb) b *DxEcsadnn <-——- Set breakpoint
Breskpoint 1 at OxB0SadbD
Lgab) run www, goagle, com
starting program: Shomes Jdynamit_instrumented_binaries wgetwiet.gdb wew.google. com
[Thread debugging using libthread_db enabled]

--Z010-08-089 16:24:00-- http: /. www, google. comy

Broakpoint 1, oxogdsadbd in functiong ()

Ligdbi[1info scope functiono

scope|for functiong: Cmme= Display function variables

| Symbo] variables_function® is a |varlable with complex or multiple locations (DwARF2), Llength 152,
L {gdb) [pri |

%1 = {fiald_4 bytes 0 = 8, field_4 bytes 1 = 0, peinter_struct_hostent 0 = Oxbfffecon, field_8 bytes_0 unused = S79558798248313200,
poLnter_char_0 = 0x30bbl4 '274\t', field in_addr_t 0 = -1073744880, pointer_struct 1 © = 0x@, fiesld 1_byte © unused =0 '\0OO',
field 1 byte © = 0 'yooo', field 1 byte 1 =@ 'yeeo', field B bytes 1 unusad = -48117€5105257579774,

| lnetaddr_string 0 = oxBOROLTO "www.google.com', fleld 4 bytes 2 = of

tgdb) watch wariables functienD.polnter_struct_ 1.8

Hardware watchpoint 2: variables_function@.pointer_struct 1. 0

(gdb) <

Cantinuing.

Rasolving www.google.com... Hardware watchpoint 2: variables_functionB.pointer_struct 1 ©

old valus {struct struct 1 #) Bxd

Mew walue (struct struct 1 #) GxB0bL25TE

MxPEa=atsSt 1n functront ()

igdb) print fx #*variables function@.pointer struct 1 0 €==== Display a wget structurs

2 = {f1eld 4 bytes © = Ox3, pointer struct O 8 = CxB002620, Tield int 0 = Ouf, field 1 byte O = Ox0, field 4 bytss 1 = O«0}F
(gdb) print fx *varirables functiomd.pointer struct 1 O.pointer struct 0 O

33 = {field 4 bytes © = 0x2, field in addr t O = Ox934d7ddal

(gdb} print (char*) inet ntoalvariabhles functiond.peinter struct 1 O.pointer struct 0 0.field 1n addr t 0]

|34 = Oxb7fedBan "74. 125 77, 147"

igdb} print malloc_usable sizeivariables functiond.pointer struct 1 O.poinpter _struct 0 0] J sizeof(*variables functionf.pointer struct 1 0.
painter_struct 0 0}

l$5 =

tgdb) print /x variables functionf.peinter struct 1 O.pointer struct 0 0[1] Ce---= the structure's fields
$5 = {f1eld_4 bytes 0 = 0x2, field in_addr_t 0 = 0x534d7ddal

{gdb) print (char*) inet_ntoalvariables function@.peinter_struct 1 O.pointer_struct 0 O[1].field_in_addr_t 0}

§7 = xb7fedBan "74.125.77.55"

igdb) print sx variables function@.peinter_struct 1 O@.pointer_struct 0 alz]

38 = {f1eld_4 bytes 0 = ox2, field in_addr_t 0 = ox554d7dgal

igdb) print (char*) inet ntoalvariables function@.peinter struct 1 @.pointer_struct 0 o[z].field in_addr t o)

32 = (xbyfedgan 74, 125.77. 104"

(qdb) []
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Why is it difficult?

struct employee ({
char name[128];
int year;
int month;
int day

};

struct employee e;
e.year = 2010;

ke
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Why is it difficult?

struct employee {
char name[128];
int year;
int month;
int day

};

struct employee e;
e.year = 2010;

Instr 1
Instr 2
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Data structures: key insight

[Yes, data is “apparently unstructured”J
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But usage is not!
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Data structures: key insight

Yes, data is “apparently unstructured”
But usage is not!
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2. and Ais an address of a

I nt U |t | O N structure, then *(A + 8) is

perhaps a field in this structure

field3

e Observe how memory
is used at runtime to
detect data structures

field?

fieldl

_ _ . fieldO
e E.g. if Alisapointer...

1. and Ais a funcgl
then *(A + 8) |
function argum

. and Ais an address of an
array, then *(A + 8) is perhaps
an element of this array

fun argl

return addr

A § parent EBP

vrije Universiteit
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Approach

* Track pointers
— find root pointers
— track how pointers derive from each other
 for any address B=A+8, we need to know A.
* Challenges:

— missing base pointers

 for instance, a field of a struct on the stack may be
updated using EBP rather than a pointer to the struct

— multiple base pointers
V e e.g., normal access and memset ()
m°



Arrays are tricky

* Detection:
— looks for chains of accesses in a loop
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Arrays are tricky

* Detection:
— looks for chains of accesses in a loop
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Arrays are tricky
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Detection:
— looks for chains of accesses in a loop

— and sets of accesses with same base
in linear space

syssecle



Interesting challenges

structure array 1 array 2

 Example:
— Decide which accesses
are relevant
* Problems caused by
e.g., memset-like

functions \ l

Reported by memset



Challenges

* Arrays
— Nested loops
— Consecutive loops
— Boundary elements



Final mapping

°* map access patterns to data structures

— static memory : on program exit
— heap memory . on free
— stack frames : Oh return
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Semantics: key insight

Yes, data is “apparently unstructured”
But usage is not!

|

[Usage (again) reveals semantics

| &
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Semantics: key insights

Yes, data is “apparently unstructured”
But usage is not!

N

INT

[Usage (again) reveals semantics

| ot
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Semantics: key insights

Yes, data is “apparently unstructured”
But usage is not!

[Usage (again) reveals semantics ]
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Semantics: key insight

Yes, data is “apparently unstructured”
But usage is not!
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Yes, data is “apparently unstructured”
But usage is not!
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Semantics: key insights

Yes, data is “apparently unstructured”
But usage is not!

open ("Herbert.doc", R_ONLY)
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Semantics: key insights

Yes, data is “apparently unstructured”
But usage is not!

open ("Herbert.doc", R_ONLY)
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Results
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E—=—1 unused arrays
RES U ItS flattened
unused

.20\8S o e
\,a(\ab’\’ I Heap I‘ﬂmory

Prog |LoC

wget |46K

fortune |2K < -
grep |24K E

gzip 21K < B
lighttpd |2 1K ’

be

vrije Universiteit

SeCHe



2]
=
]
A
@

o

T O
O C
32
C @
S5=

Results

unused

K=<x1 missed

Feee i)

Heap Memory

A

Aoao
L

¥

dﬁ
My v
TN

' i o
NG e

¥ S I I e ‘.‘ll..ﬁ‘b .'; % o

<, \ . . 5 " g ‘e
flffi 4/' 4'_' ‘*.P A.'_P .«lﬂ_r Jf/ f/'l.? ._.44.- (_"‘_’ _I,.ri_r (' N

A A B %
LA

| W W o A : " A g ’
ST s A\
A W Wl o _

—
weowm % . L NN N

Ve T W W e e Cwl S
.10. e '14.» S 4‘0» % vﬁl "bp 1‘6, o n__
S N N S T YN

80

|E101 JO %

O 4 N (N |
Q0o M= [— |—
- [<F [N [N [N |

o )
= E
S|V |E|&&l=e
rgOTZg
Ay | B |<= | 20| ob|i=

SeCHe

o>

vrije Universiteit



2]
=
]
A
@

o

T O
O C
32
C @
S5=

Results

unused
missed

p——l

L

Heap Memory

A e
..I«/r'
z&..»cﬁ..v_rﬁ__r

T, e
ST
N

RS

) b
R fl .
o N

O

X . s
& o "
o Y% Y

‘.’.A

Y- i
2 f;..ll.i' l".

;v v
1 __0.“ .,9&. >
P e W

.,.i_
B

oy
SNy

N
". W.I.?‘ ’.

4.
ol
L N
N o
= b
LR
e

“M .

'..h”".v

N

%

N

L

]
e '.f.»
f*’ FJP r.."/’

5 .

T

LR R »
A

b
w o

—
(A

e

M\

60

|E101 JO %

O 4 N (N |
Q0o M= [— |—
- [<F [N [N [N |

o )
= E
S|V |E|&&l=e
rgOTZg
Ay | B |<= | 20| ob|i=

SeCHe

o>

vrije Universiteit



73]

>

©

j -

©

- 0T
®C O
[ T
SE S0
C@C=x
S= 35 E 0o

Heap Memory

Results

o,

R o,

N T TN

o %

&

O
% os s N

4,«
L%
%

»n

o R TR T TR
Fo N ¥ . "1..'
x> i o b

W N
E o

L
N T T, %
N e

e N SN o X
SO LN

e e
. w
o f‘.p
ol

Mo

il

100

B A N —— Y — - J
X - L ‘A ’.‘.’.‘, f‘k 1.).). » 2 ,/f‘, e N ‘... /x I'l.l »,
S T T N s W
_ O e B e B R e e
_ e Dt e S e R T T
. S N P O A N R L RN
o o o o o
o0 ({a] <t d

|E101 JO %

O 4 N (N |
Q0o M= [— |—
- [<F [N [N [N |

o )
= E
S|V |E|&&l=e
rgOTZg
Ay | B |<= | 20| ob|i=

SeCHe

o>

vrije Universiteit



unused
missed

EEEEEE 0K

7 flattened

E—=—1 unused arrays

O N

S . A
AT
B W

Heap Memory

e

2 -
P 4.”1..’ l".
" e
‘et

i W,
LN

i

%

PP W ——-—
SRR
[ s e W S

TR v N e e e T
LA A T

T, TR
BRI
L

e TR e A B

A

e - o ‘.‘.‘. - ™
& o v
",.' ("’v & "./ &

LA
A,I' I./.'.: V

e
s (
f',v.z W r__'... e

R T R T ™
RITIR I
S

>
"

o
,.'/a *
o

£
w.

80

100

|E101 JO %

LoC

46K

K
K

4

2
2

1

Results

Prog

wget

fortune |2K

grep
gZ1p

lighttpd[21K

SeCHe

o>

vrije Universiteit



unused arrays

0 flattened
unused
missed

EEEEE ok

Results

Heap Memory

= i..wi.‘b. T v >
i

e e i 2
e i N A . % y <
f"_.l.l Jlr.l.r 4._/._ '_' 4’_’ M.'_P _rlff.l 497 %/'I _'

I A D B BJE LA A NN M
e : ; il
Pa

2
1‘@' f‘.Wr

.4.‘..}"_‘.... e .‘:4 o S
W TS AAQ =

.
. A
Y a.'/ f"., ‘.'.I.? Y r"/r

e e
= f'/.r ('.‘.’. ‘.'/r

e e T e
»,

N ¢
il 4”_.'..' l'...

‘- _‘r "‘
%

vo Ma

——
G x N %R
..»r?.??.ﬂr,

'A'_.HA.. Ld "..‘.. A“.} vlf.‘ﬁ .“J 4..’

¥ 1;,'.”

Eow .
ok b N S

o o o o o o
o 0 (o) < Al
—

|E101 JO %

O 4 N (N |
Q0o M= [— |—
- [<F [N [N [N |

o )
= E
S|V |E|&&l=e
rgOTZg
Ay | B |<= | 20| ob|i=

SeCHe

o>

vrije Universiteit



=1 unused arrays

o flattened
RGSUltS unused
K xx1 missed

A ok
Stack Memory

1 00 i -
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Prog |LoC .
weget 46K £ 60 B
fortune |2K “E
grep 24K 32 40 _
gzip |21K
lighttpd|21K 20 _
0

o° seClie

vrije Universiteit



=1 unused arrays

R It flattened
eSU S unused
missed
g 0K
100 ~----- S e N S
AN
v
Prog |LoC _ v
wget 46K £ g%
fortune [2K E o
o
grep |24K 32 o
gzip [21K &
lighttpd|21K
o seClle

vrije Universiteit



Results

LoC
46K
2K

24K
21K
21K

Prog
wget
fortune
grep
gzip
lighttpd

o>

vrije Universiteit

% of total

100

80

60

40

20

r
£
S
o
R
Ly
£
;

=1 unused arrays
flattened
unused
=71 missed
R Ok

Stack Memory

aaaaaaaa

—
T
o

25

ol
ol

>
=

LN
s ¥

v
v ¥

N
a0

b
T

%

Ao

»
Wols
- e
e
N

e

-
. %
T

»
-

2

R

B g

P

£,
)

y:

e

o

O

L S
s
.

W

.,:"

¥,

»

-

o

N

)
’\‘.‘\k

,.
i
b

>
"

(4
L

SeCHe



Results

Prog |LoC
wget |46K
fortune |2K

grep |24K
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=1 unused arrays

100
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Prog |LoC B
wget 46K g 60
fortune |2K %’
grep 24K 32 40
gzip 21K
lighttpd|21K 20
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unused arrays
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consolidate Systems Security research in Europe
promote cybersecurity education

identify threats and vulnerabilities of the
Current and Future Internet

create active research roadmap in the area

develop a joint working plan to conduct State-
of-the-Art collaborative research.
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Conclusions

 We can recover data structures by tracking
memory accesses

 We believe we can protect legacy binaries
 We need to work on data coverage

http://www.cs.vu.nl/~herbertb/papers/trdatastruct-ir-cs-57.pdf
http://www.few.vu.nl/~asia/papers/pdf_files/dde_tr10.pdf
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More details

Structunes
100 100 -] E— flattenad
b, unused
E = missed short
BO BO o E-== missed
] e ok
_ ]
&0 " 60 a5
o
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40 % e 40 ﬁ:
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20 e 20
L]
0 0
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asia@dolphin:~/vu/dynamit_instrumented_binaries/wgets file wget.gdb

wget.gdb: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked (uses
shared libs), for GNU/Linux 2.6.15, stripped

asia@dolphin:~/vu/dynamit_instrumented_binaries/wgetS gdb -q wget.gdb

Reading symbols from /home/asia/vu/dynamit_instrumented_binaries/wget/wget.gdb...done.
(gdb) b *0x805adb0

Breakpoint 1 at 0x805adb0

(gdb) run www.google.com

[Thread debugging using libthread _db enabled]

--2010-09-27 15:33:44-- http://www.google.com/

Breakpoint 1, 0x0805adb0 in functionO ()
(gdb)

vrije Universiteit

syssecle



<
3
3 ¥
m
c
E
<
[}
P
)

(gdb) info scope functionO
Scope for functionO:

Symbol variables_functionO is a variable with complex or multiple locations (DWARF2), length
152.

(gdb) print variables_function0

S1 = {field_4_bytes 0 =0, field_4 bytes 1 =0, pointer_struct_hostent_0 = OxbfffeafO,
field_8 bytes 0 unused = 579558798248313200, pointer_char_0 = 0x2cfb14 "\274\t",
field_in_addr_t 0=-1073745296,
pointer_struct_1 0= 0x0, field_1_byte 0 unused =0 '\000', field 1 byte 0 =0 "'\000',
field_1_byte 1 =0 "'\000', field 8 bytes 1 unused =-4611706891964220672,
inetaddr_string_0 = 0x80b0170 "www.google.com", field 4 bytes 2 =0}

(gdb) watch variables_functionO.pointer_struct_1 0

Hardware watchpoint 2: variables_functionO.pointer_struct 1 0

(gdb) continue

Resolving www.google.com... Hardware watchpoint 2: variables_functionO.pointer_struct 1 0

Old value = (struct struct_1 *) 0x0
New value = (struct struct_1 *) 0x80b2678
0x0805af5f in functionO ()

(gdb)

syssecle



(gdb) print /x *variables_functionO.pointer_struct_1 0

S2 = {field_4 bytes_0 = 0x3, pointer_struct_0_0 = 0x80b2690, field_int_0 = 0x0, field_1_byte 0 = 0x0,
field_4 bytes 1 = 0x0}

(gdb) print /x *variables_functionO.pointer_struct_1_0.pointer_struct 0 _0

S3 = {field_4 bytes_0 = 0x2, field_in_addr_t_0 = 0x634d7d4a}

(gdb) print (char*) inet_ntoa(variables_functionO.pointer_struct_1 O.pointer_struct_0 O.field _in_addr_t_0)

S4 = 0xb7fe46a0 "74.125.77.99"

(gdb) print malloc_usable_size(variables_functionO.pointer_struct_1_0.pointer_struct_0_0)
/sizeof(*variables_function0.pointer_struct_0_0)

§5=3

(gdb) print /x variables_functionO.pointer_struct_1_0.pointer_struct_0_0[1]

S6 = {field_4 bytes_0 = 0x2, field_in_addr_t_0 = 0x684d7d4a}

(gdb) print (char*) inet_ntoa(variables_functionO.pointer_struct_1 0.pointer_struct_0 _0[1].field_in_addr_t _0)
S7 = 0xb7fe46a0 "74.125.77.104"

(gdb) print /x variables_function0.pointer_struct_1_0.pointer_struct_0_0[2]

S8 = {field_4 bytes_0 = 0x2, field_in_addr_t_0 = 0x934d7d4a}

(gdb) print (char*) inet_ntoa(variables_functionO.pointer_struct_1 0.pointer_struct_0_0[2].field_in_addr_t_0)
S9 = 0xb7fe46a0 "74.125.77.147"

(gdb)
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