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Android Dominates Market Share

A Smartphones have overtaken client PCs

A Androidaccounted for 79% ajlobal
smartphonemarket in 2013
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Android Malware
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Android specific antmalware tools

A Static analysis tools (AV apps)

Visual Threat®
Tracedroid

apkscan
SandDroid

A Dynamic analysiservices $
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Android specific antmalware tools
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Android specific antmalware tools

A Static analysis tools (AV apps) | @;} é ﬁ
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Android specific antmalware tools
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Android specific antmalware tools
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Android specific antmalware tools

A Static analysis tools (AV apps)
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Android specific antmalware tools

A Static analysis tools (AV apps)
I lIdentify malware through signature
I Usually installed by users DroidChameleon
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Android specific antmalware tools

A Static analysis tools (AV apps)
I lIdentify malware through signature
I Usually installed by users DroidChameleon
I Real time protection ASIA C( /]
I How to evade static analysis? ' '

A Dynamic analysiservices
I Used by security companies
I Run applications on an Emulator
I Detectsuspiciou®ehavior
I How to evade dynamic analysis?
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Our Study

Objective:Can we effectively detect Androl

emulated analysis environment?

A A taxonomy of emulation evasion heuristics

A Evaluation of our heuristics on popular dynamic
analysis services for Android

A Countermeasures
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VM Evasion Heuristics

Category Examples

Dynamic Dynamidnformation does not chang¢ Sensorproduce always the same
value
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Static Heuristics

A DevicelD (dH)
T IMEILIMSI

A Currentbuild uildH)

T Fields:PRODUCT
MODE|ILHARDWARE

A Routing tablerfetH)

I virtual router
address space: 10.0.2/24

T Emulated network
IP address: 10.0.2.15
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Static Heuristics

A’ DevicelD (dH) Android Pincer
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Static Heuristics
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Static Heuristics

A DevicelD (dH) Android Pincer
i IMEIIMSI malware family

A Currentbuild puildH) IMEI  123456789012347 null
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Static Heuristics

A DevicelD (dH) Android Pincer
i IMEIIMSI malware family

A Currentbuild puildH) IMEI  123456789012347
! E/:SCDISET_EEIESV(\:ILRE MODEL Nexus 5 google sdk
_ / proc / Ordinary Emulated
A Routing tablerfetH) net/ tcp network network

I virtual router
address space: 10.0.2/24

T Emulated network
IP address: 10.0.2.15
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Dynamic Heuristics (1/3)
GPS Q/\?

Accelerometer Gyroscope

S e

Gravity Sensor Proximity Sensor

Rotation Vector MagneticHeld

Sensors:

I A key difference between mobile & conventional
systems

I new opportunitiesfor mobile devices identification
I Can emulators realistically simulate device sensors?
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Dynamic Heuristics (1/3)

GPS
Accelerometer Gyroscope

Gravity Sensor Proximity Sensor

Rotation Vector MagneticHeld

Sensors:

I A key difference between mobile & conventional
systems

I new opportunitiesfor mobile devices identification

I Can emulators realistically simulate device sensors?
A Partially: same value, equal time intervals

e FORTH Thanasis Petsas 8



Dynamic Heuristic&/3)

1 [~ T ."a n
0.8 } '
, 06}
Q !
© 04} :
0.2 }

O = A "'—""' 1 a

0.7 0.75 8 0.85 0.9

Accelerometer’s events interval (sec)

OO Institute of Computer Science



Dynamic Heuristic&/3)

1- T = T n

0.8 } '
L 06}
8 & 0.8+ 0.003048
04 |
0.2 }
0 = i "_"" i |
0.7 0.75 0.8 0.85 0.9

Accelerometer’s events interval (sec)

Generation othe same valuat equal

time Iintervals

Thanasis Petsas




A Sensotased heuristics

A Android Activity thamonitors

Dynamic Heuristic&/3)

& Sy aoatplivBlues

A We implemented this algorithm

for a variety of sensors

Accelerometer gccelH
magneticfield (magnFH

rotation vector fotVecH),

proximity @roximH)
gyroscopggyrosH
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Hypervisor Heuristics

A Try to identify the hosted virtual machine
A Android Emulator is based @EMU

A Our heuristics

i.FaAaSR 2y v9al! Qa AyO2YLX S
nardware
I ldentify QEMU scheduling

I ldentify QEMUexecution using selinodifyingcode
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ldentify QEMU Scheduling (1/2)

A Virtual PC in QEMU

I IS updated only after the execution of a basic block
(branch)

I OS scheduling does not occur during a basic block

A QEMU Binary Translation (EJ@tection

I Monitor schedulincgaddresses of ghread
A Real Device: Various scheduling points
AEmulator: A unique schedulipgint

I BTdetectH
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ldentify QEMUscheduling (2/2)
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ldentify QEMUscheduling (2/2)
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ARM Architecture

Memory Memory
|-Cache D-Cache Cache
Device Emulator
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ARM Architecture

Memory Memory
|-Cache D-Cache Cache
Device Emulator
old code
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ARM Architecture

Memory Memory
|-Cache ODCache Cache
Device Emulator
old code
O new code
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ARM Architecture

Memory Memory
Caches are not
coherent!
|-Cache ODCache Cache
Device Emulator
old code
O new code
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ARM Architecture

O Memory Memory

- |
rcane | poucne e

Device Emulator

O old code

Clean the BCache
() new code range
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ARM Architecture

O Memory

-

[ I-Cache ] bDCache ]

Device

O old code

Invalidate the FCache
O new code
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ARM Architecture

O Memory

-
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O old code
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ARM Architecture

O Memory

-

[ I-Cache ] bDCache ]

Device
Android cacheflush
O old code
1. Clean the BCache range
O new code 2. Invalidate the FCache
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ARM Architecture

O Memory Memory
O |-Cache ODCache Cache
Device Emulator
old code
O new code
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ldentify QEMU executiog xFlowH

typedef void (*code_func_t) (void);

code_ func_t code func;
uint32_t + patch;
uint32_t * swap;

uint32_t *« code = mmap (
NULL,
16 ~ 4,
PROT_READ | PROT_WRITE | PROT_EXEC,
MAP_ PRIVATE | MAP_ANONYMOUS,
-1,
Q)

code func = (code_func_ t) code;
write_code (&swap, &code, &patch, &f2);

for (i=0; i<N; i++) {
patch_code (&swap, &patch, &fl);

code_ func () ;

patch_code (&swap, &patch, &f2);

code_ func () ;
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ldentify QEMU executiog xFlowH

typedef void (*code_func_t) (void);

code_ func_t code func;
uint32_t + patch;
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Implementation

A Use of AndroidSDK fostatic & dynamiheuristics

A Use of Android NDK férypervisor heuristics

A Implementation of an Androidpp
T runs the heuristics
T send the results to an HTTP server

A Repackaging of well known Android malware samples
I SmallBaksmal
I Apktool
I Patching thesmaliDalvikBytecode
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Evaluation: Malware Set

Family Package name Heuristic  Description
BadNews ru.blogspot. playsib.savageknife magnFH  Data extrusion
BaseBridge com.keji.unclear accelH Root exploit
Bgserv com.android. vending.sectool.vl netH Bot activity
DroidDream com.droiddream. bowlingtime  gyrosH Root expoit
DroidKungFu com.atools.cuttherope rotVecH Root exploit
FakeSMS Installer net.mwkekdsf proximH SMS trojan
Geinimi COM.SZL.Sp buildH Bot avtivity
Zsone com.mj.iCalendar idH SMS trojan
JiFake android.packageinstaller BTdetectH SMS trojan
Fakemart com.android.blackmarket xFlowH SMS trojan

Source:http:// contagiominidump.blogspot.co ekt
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Evaluation: Dynamic Analysis Service

A Stand alone tools
I DroidBox DroidScopeTaintDroid

A Online services

I Andrubis SandDroigApkScanVisual Threat,
TraceDroidCopperDroigd APK AnalyzdroreSafe
Mobile SandBox
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